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KpaTkoe onncaHne 0CHOBHbIX yHKUMIn Web-nHTepdielica ynpaBneHust koHTponnepos... TN-UG-OWRT-LUCI-R3

BBepgeHune

B faHHOM [OKyMEeHTe OnMCbIBAKOTCA OCHOBHbIE CTpaHuubl Web-nHTepdielica ynpasnerus LuUCl. Web-uxtepdeiic
ynpasneHus LUCI siensietcs ctaHgapTHON (MCNo/ib3yeMoi No yMonyaHuio) cuctemoin Web-ynpaeneHus gns onepa-
LIMOHHOIA cucTeMbl TanoWrt'.

CocrtosHue »
Cucrema »
niK »
Cnyx6bl P
Cetb »
Crartuctuka »

BbIATK

Puc. 1-1: TnaBHoe MeHo Web-uHTtepdeiica ynpaenenus LuCl

B pasgene 2 gaéTcsa onucaHue macTepa HacTPOMKK, MO3BO/MSIOLLETO BbINOMHUTL NEPBUUHYIO HACTPOIKY OCHOBHbIX
napaMeTpOB 3a HECKO/IbKO NPOCTbIX LIAroB.

B paspene 3 (pa3gen meHo «CoCTosiHME») cobpaHbl ONMcaHnsa CTpaHuL, 0ToBpaxatoLMX pasnnyHyo nHdopma-
L0 O CUCTEME B LIENIOM, U MHADOPMALMOHHbIE CTPaHULbl KOHKPETHBIX CYXO6 WU NPUIOKEHUIA. B yacTHOCTH,

B JJaHHOM pasferie onuncaHbl CTpaHuLbl NPOCMOTPAa COCTOSAHNUA MEXCETEBOIO 3KpaHa (pasaen 3.2), akTUBHbIX
MapLUpyToB 1 npasun (pasgen 3.3), CMCTEMHOrO XypHana (pasgen 3.5.2), xypHana sgapa (pasgen 3.5.1), u cTtpa-
HULbI 4N NpoCcMOoTpa rpadrKoB B peasibHOM BpeMeHU /11 HEKOTOPbIX CUCTEMHbIX NapamMeTpos (pasgen 3.4).

B pasgene 4 (pasgen MeHo «CucTeMa») CKOHLEHTPMPOBaHbI ONMUCaHNS CTPaHWL, ynpaBneHUs pasnyHbIMU CU-
CTEMHbIMM NapameTpamu. Hanpumep TakMMu, Kak TekyLye aata u Bpems, HacTpoiiku knueHTa u cepsepa NTP,
ynpaBs/ieHne AOCTynom kK cucteme no SSH npotokony, ynpasneHue SSH knoyamu, ynpasneHue ciyx6oli ctopo-
eBoro Taimepa (watchdog), ynpasneHvne MoOHTMpOBaHWEM Pa3fenoB, ynpaB/ieHNe pe3epBHbIM KOMMPOBAHUEM.
B paspene «Cuctema» Takke onucaH OyHKLMOHaT 06HOBMNEHUS NPOLLNBKK YCTPOcTBa (CM. pasgen 4.7) n pyHk-
LMOHasT fOCTyna K TepMuHasly YCTPOACTBa Yepes cryx 0y Beb-TepmuHana (cM. pasgen 4.8).

B paspene 5 (pasgen meHto «MJ1K») onncaHbl CTpaHuLbl 415 HACTPOIKM 1 MOHUTOPUHra chyHKumii MNJK yctpoii-
cTBa. B yacTHOCTH, 34eCb OMUCHLIBAIOTCA CTPaHNLIbI C 0TOBPaXeHNEM BeB-BM3yann3auumn nosb3oBaresIbCKoro npu-
noxenuss CODESYS (cm. pasgen 5.1), HacTpoiiku CODESYS (cm. pasgen 5.2), cTpaHuua npocmoTpa XypHaioB
CODESYS (cMm. pasgen 5.6) a Takke CTpaHuLa ¢ noapo6Hoi MHhopmaumeit o 3anyLeHHOM B TEKYLLMIA MOMEHT
nosb3oBaTenibckom npunoxeHnn CODESYS (cMm. pasgen 5.4).

B paspgene 6 (pasgen meHo «Cnyxo6bl») cogepXarcs CTpaHuLbl HACTPOEK pasINyHbIX CAYX6 1 NpunoxeHuii. Ha-
npumep, HTTP-cepsep, cnyx6a STP/RSTP, cnyxb6a DDNS, FTP-cepsep.

B pa3gene 7 (pasgen MeHo «CeTb») onncaHbl CTPaHuLbl yNpasneHnsa ceTeBbiMY NapamMmeTpaMmy CUcTembl (Ha-
CTpOiiKa ceTeBbIX MHTEPIECOB, HACTPOIiKA CTaTUYECKUX MapLUPYTOB U T. M.) 1 TakuMu 6a30BbIMY CETEBbLIMM
cnyx6amu, kak DNS n DHCP. Takke B faHHOM pa3fesne NpUBOAUTCS ONMcaHne HaCTPOMKN MEXCETEBOIO 3KpaHa
1 onvcaHve NCnosib30BaHNsA ANarHOCTUYECKMUX CETEBLIX YTUANT (ping, traceroute, nslookup), ans kotopsbix B LUCI
peann3oBaH nHTepdeiic.

B pa3gene 8 (pasgen MeHo «CTaTtuctmka») cogepxarcs cTpaHuLbl NPOCMOTpa rpadduKoB C/YXObl CTATUCTUKN
collectd n RRDtool gnis nx Busyanmsaumm, a Takke cTpaHuua HacTPOeK AAaHHOM CNyX0bl.

! https://github.com/tano-systems/meta-tanowrt
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KpaTkoe onncaHne 0CHOBHbIX yHKUMIn Web-nHTepdielica ynpaBneHust koHTponnepos... TN-UG-OWRT-LUCI-R3

1.1 NMoppepxuBaemMble KOHTpPO/EpPbI
B faHHOM pyKOBOACTBE onucaH Be6-nHTepdelic ynpasieHns cnegyowyMm KOHTpo/1iepaMm nNpor3BoAcTBa KoMmna-
Hun OBEH:

e [1/IK200 — KOHTpoON/Iep ANsA cpefHuUx N Masblx cCUCTEM aBToOMaTU3aLmu,

e [1/IK210 — KOHTpONNep ANa cpefHNX U pacnpenenéHHbiX CUCTeM aBToMaTu3saunuy,

e CIK107 — KOHTPO/IEP C CEHCOPHbLIM 3KPaHOM 7" ANA NIOKasIbHbIX CUCTEM;

¢ CITK110 — KOHTpOsep ¢ CEHCOPHbIM 3KpaHoM 10.2” ANnA NoKaslbHbIX CUCTEM.

1.2 NoppepxuBaemMble 6paysepbl

Beb6-nHTepgeiic ynpasnieHnst LUCI paccuutaH Ha paboTy CO creaylolmMmm bpaysepamu:
¢ Google Chrome (Bepcusa 85.0.4183.102 nnu BbILWeE);
¢ Mozilla Firefox (Bepcus 80.0.1 unu BbiLle);
e Opera (Bepcus 70.0.3728.178 nnu Bblwe);

Microsoft Edge (Bepcus 87.0.664.66 unu Bbilwe);
« Microsoft Internet Explorer (Bepcus 11.0.9600.18817 vnu Bbliwwe).

Pab6oTa Beb-mHTEepdelica Ha apyrux 6paysepax (MM Ha NepPeUYNCIEHHbIX, HO C 60/1ee HU3KMMY BEPCUSIMUN) BO3MOX-
Ha, HO MosHasa (PYHKUMOHAIBHOCTb He rapaHTupyeTcs.

Beb-nHTepdheiic ynpaBneHns KOHTpoIiIepaMm MMeET afanTuBHbIN MHTepdieiic 1 nogaepxmnsaeTt paboTy Ha Mo-
6UbHBIX YCTpoicTBaX (MOOU/bHbIE TenedoHbl, NIaHWeTbl) C paspeLleHrem akpaHa He meHee 400 x 600 Touek.
MobwunbHas Bepcus Beb-nHTepdeica oTiMyaeTcs OT HACTONbHOW NULLL PACNONOXEHNEM U PA3MEPOM HEKOTOPbIX
3/1eMeHTOB. B cBA3M ¢ aTM MobuibHas Bepcus Beb-nHTepdheiica B LOKyMeEHTE OTAe/IbHO He paccMaTpuBaeTcs,

a onncaHa To/bko paboTa ¢ Be6-uHTepdeicom yepes 6pay3ep C NCNo/Ib30BaHMEM 0ObIYHOTO HACTOIBLHOIO NEPCO-
HaUTbHOr0 KOMMbIOTEPA.

Bce npeactaBneHHble B JaHHOM JOKYMEHTE CKPUHLLOTbI BE6-MHTEepheiica BbIMOMHEHbI C UCMO/b30BaHeM Gpayse-
pa Mozilla Firefox, 3anyweHHoro B onepauuoHHoi cucteme Microsoft Windows 10 (x64).

1.3 NMopakntoueHune K Web-nntepdeiicy LuCl

Mpun nepsomM noaknoueHnn Kk Web-untepcpeiicy LUCl no npotokonam HTTP nnam HTTPS 6yget otobpaxeHa cTpa-
HUUa ayTeHTUdMKaLmMm ¢ NoNsAMu 419 BBOLA UMEHN MOJ1b30BaTeNsa 1 Naposs, Kak nokasaHo Ha pucyHke 1-2.

VB

plc210

BbINonHUTe ayTEHTUDMKALINIO

WMmA nonbsoearens root

Mapone esss

Powered by LuCl (Owen) / 2018.07
Puc. 1-2: CtpaHuua ayTeHTudmKaumm
Mo ymonuyaHuto, ans ayteHTudmkaumm Heobxoanmo 1cnoib3oBaTh Caeayouie YY4ETHbIE AaHHbIE:

* /IMA Nosb30BaTeNid — «root»;

* naposib — «owen».
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HacTtpoiika napons nonb3oBarens «root» ¢ ucnonb3osaHnem Web-uxntepdeiica LUCl paccmotpeHa B pasgene 4.3.1
JaHHoro pykosogcTea. Kpome Toro, HacTpoiika naposs Nob30BaTesns «root» MOXET 6bITb BbINOMIHEHA B XOf€ Ha-
CTPOViKM YCTPOIACTBa NPy NOMOLLM MacTepa HacTPOIKKM, KOTOPbI/ ONMCbIBAETCA B pasgene 2 4aHHOro pyKOBOACTBA.

B ToM cniyyae, ec/iv BXof, B CUCTEMY BbINOJSHSIETCS NEPBLIV pas, To nocse yCnewHol ayTeHTudukaumm, nosib3osa-
Teno 6yaeT NpeaokeHo BbINO/IHUTL HACTPOIKY YCTPOCTBA NPU NOMOLLM MacTepa HacTPOikM (CM. pUCYHOK 2-1),
pa6oTa c KOTopbIM NOAPOGHO onKcaHa B pasaene 2.

1.4 ABTOMaTu4yeckoe oO6HOBJIEHME UHOpMaLMn

Ha MHorux ctpaHuuax Beb-nHTepgoeiica LUCl peanmsoBaHa QyHKLUMSA aBTOMATMYECKOTO 06HOBMIEHUS AaHHbIX B pe-
anbHOM BpemeHu. Ecnn Ha cTpaHuue ucnonb3yetcs AaHHas yHKUWS, TO B 3arofloBKe CTPaHuLbl B BEPXHEN YacTu
6yeT npucyTcTBOBaTh HAANUCH «ABTOOOHOB/IEHNE BK/IOYEHO» (CM. PUCYHOK 1-3(a)). ABTOMaTnyeckoe o6HoBMe-
HMEe AaHHbIX MOXET ObITb OTK/IOYEHO MYTEM HaxkaTus Ha HaAMUCb «ABTOOOHOB/IEHUE BK/IHOYEHO». B aTOM criyyae
HaAnUCb M3MEHNTCA Ha «ABTOOBGHOB/EHNE BbIK/TIKOYEHO», KaK NOKa3aHo Ha pucyHke 1-3(0).

£ AeToobHoBNeHME BKMIOYEHD c ABTOOBHOBNEHHE BLIKNHYEHOD

(a) ABTOMaTM4ecKoe (6) ABTOMaTUyeckoe
OGHOBJIEHME BK/IOYEHO 06GHOB/IEHNE BbIK/OYEHO

Puc. 1-3: ABToMaTU4eckoe 06HOB/IEHWE aHHbIX CTPaHWLbI

VIHTepBasn aBTOMaTM4EeCKOro 06HOB/IEHMS MHDOPMaLMK N0 YMO/TYaHWIO paBeH 5 CeKyHAaM 1 MOXET 6bITb Ha-
CTPOEH BO BK1agKe «[0No/HUTENbHbIE» CTPaHMLbl «O6LLMe HACTPONKM» pasdena rMaBHOro MeHo «Cuctemar»
(cm. pasgen 4.1.4).
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H MacTep HacTpoiiku

MacTtep HacTpolikm oTcyTcTBYET B Web-nHTepdelice ynpasneHusi koHTponnepos CriK.

MacTep HacTpOWikv NO3BONSIET BbINOMHUTL KOH(UTYPaLMI0 OCHOBHbIX MapamMeTpoB YCTPOCTBA 3a HECKO/BbKO Mpo-
CTbIX LLAroB.

Mpu nepBoM 3anycke ycTPOWCTBa, NOC/E BbINOSHEHNS BXOAA B cucTeMy (CM. pasgen 1.3), 6yneT aBToMmaTuyecku
0TOGPaXXEHO BCN/IbIBAOLLEE OKHO MacTepa HACTPOWKM, Kak NoKa3aHo Ha pucyHke 2-1.

MacTep HacTpoHKK o6po noxanoeatb B Be6-UHTepdeiic KoHpUrypaumm yctpoictea NJIK210

1. fobpo noxanoBarn . . .
= 1. Robp PekoMeHAYeTCA BbINONHUTE HAYaNBHYK KOHMUIypaLMo YCTPORCTEAE C NOMOLLLK MaCcTEPa HACTPoMKK. MacTep HacTpoiku

NO3BOMAET EbINONHNTE KOHDUIYDaLIMKD OCHOBHbIX MADAMETPOE YCTPOWCTEA 33 HECKONbKO NPOCTHIX Waroe.

ECNU Bbl HE XOTUTE HACTPAUBATD YCTPORCTEO CEMUAC HAMMUTE KHOMKY «3aKPbITh MACTEP HACTPOMKMs. Bbl MoXEeTE
33MYCTUTE MACTEP HACTPOMKMW NO3WeE, BbIBPAE NYHKT «MacTep KOH(PUrypaumus Uz MeHio «CucTemas.

[LNA 3anycka HauyanbHOM KOH(PUIypaLMK YCTPOACTEA C MCNOMb30BaHWEM MACTEPa HACTPOMKM HAXMMTE KHOMKY
X WHTepdeiicos «[lanee».

EMPOEaHUA

Oanee

Puc. 2-1: 3anyck «MacTtepa HacTpoiikv» Npv NEPBOM BK/OUEHUM YCTPOICTBA

[ns npogomkeHns paboTbl MacTepa HaCTPOWKN HEOOXOAMMO HaxaTb KHOMKY «[anee».

B ganbHelilleMm Mactep HaCTPOWKM MOXHO 3anyCTUTb BPYYHYIO NP NOMOLLYM MyHKTa MeHI0 «MacTep HacTpOVikn» rnas-
HOro MeHio «Cuctema» (cm. pasgen 4.10).

KoHdhmrypauus napameTpoB B MacTepe HaCcTPOVikM pasfeneHa Ha cregyowme Waru:
* BbIOOP A3bIKa MHTepdelica (pasgen 2.1);
* yCTaHOBKa Naposis AOoCTyna K yCTPoicTBy (pasaen 2.2);
e KOHdMrypaums napameTpoB xocTa (pasgen 2.3);
* HacTpolika AaTbl U BpeMeHW, BK/IoYas KoHdurypauumto knneHTa u cepeepa NTP (pasgen 2.4);
e BbIOOP CXeMbl ceTEBbLIX NOPTOB (pasgen 2.5);
e HacTpolika CETEBbIX MHTepeicoB (pasaen 2.6);
e HacTpolika oyHKummn pesepsupoBanus MK (pasenn 2.7);
* HacTpolika cnyx6bl SSH (pasgen 2.8);
* HacTpolika cnyx6bl FTP (pasgen 2.9);
e HacTpoiika npaBui MEXCETEBOro akpaHa (pa3gen 2.10).

B 3aBMCMMOCTY OT MUCMOJIb3yEMOro KOHTPOsI/IEPa KOSIMYECTBO U COCTaB HACTPOEK Laros macrepa HaCTpOVIKI/I MOXeT
OoT/IN4aTbCA.
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B neBoii YacTy OKHa MacTepa HacTpOeK pacnonioxeHa NHPoOpMaLmMs O X04e BbIMOSIHEHUS! HACTPOIKM B BUAE CNUC-
Ka LiaroB, B KOTOPOM 0603HAY€EHbI YXXe NPOALEHHbIE LIaru, TEKYLLMIA War U oCTaBLUMECS LWarn A0 3aBepLUeHuns
HACTPOWKM (CM. PUCYHOK 2-2).

e N\ )

MacTtep HacTponKu Hactpoiikn SSH

J 1. [o6po noxanoeatb
+ 2. flabik

J 3. Maponsb ycTpoicTea BrnioumnTs SSH-cepeep
+ 4. XocT
J 5. [laTa v BpeMA Mopt 22
J 6. Bbibop cXeMbl ceTeBbiX NOPTOB
7. KoHburypauma ceTesbix nHTepdeicos Mopr SSH-cepsepa
J 8. HacTpoiika pe3epEMpOBaHUA
= 9. HacTpoiikn SSH PaspewnTs NoNb30BaTeNio «roots Bxof, No Napono

3aeck Bbl MOXETE HACTPOWTbL NapaMeTpbl AocTyna no SSH.

10. HaCTDDHKM FTP OTKAYMTE 3TY OMLMID, YTOGb! Pa3PELUMTh NONb30BATEN0 sroots

11. KOHUrypaLna MeXceTeBoro akpaHa BXOAMTD B CHCTEMY Yepes SSH ToNbKo ¢ NoMoLLbio SSH Knroueil.
12. 3aeepuwieHune

ONemMeHTbl HacTpoek
SSH knioun

My6nuuHble SSH KNOYW NO3BONAKT BBINONHATL GecnaponbHbli SSH Bxof ¢ 6onblUMM YpOEHEM Ge30MacHOCTH Mo

CPaBHEHWIO C MCMONb30BaHWEM BXO/a N0 Naponto. YTobbl 3arpyauTh HOBbIA MYGNWUHBIA SSH Kiou, BCTABLTE CTPOKY
XO,U, BbIMOJ/THEHUA nyGnuuHoro OpenSSH KNtoua WNk NepeTawTe . pub Gaiin B None BBOAA KNKOYa.
HaCTPOUKKN root@plc210
RSA, 2048 6ut x

AAAABR3INzaClyc2EARRADAQABARABRAQCHH KicFoJLCgEQFQOKwhdXxGEF1ISilwWnEZR

JNoBaeuTb KNy

\. J \\ J

~

J

Puc. 2-2: MacTep HacTpoiiku. nemeHTbl ynpaBieHus

B HWXHEeR YacTu CTpaHuLLbl MacTepa HaCTPOEK PacMosIOKEHbI KHOMKM YPaB/IEHUS (CM. PUCYHOK 2-2).

KHormka «3akpbiTb MacTep HacTPOIiKM» BbINOHAET HEMe//IEHHOe 3aBeplleHe paboTbl MacTepa HacTPolikn 6e3
NPYMEHeHNs1 NapaMeTPOoB TEKYLLEro Luara.

i 3akpbiTMe macTepa HaCTPOWKM NPY NOMOLLY KHOMKY «3aKpbITb MacTep HACTPOMKM» He BOCCTAHAB/IMBAET UCXOAHbIE
i nmapameTpbl KOHhUrypaLmm (akTVBHbIe [0 3amnycka MacTepa HacTPOViKy).

KHonka «Hasag» (0TcyTCTBYET Ha NEPBOM LUare) BbINO/HAET Nepexo K npeablayemy wary. CKOHUrypupoBaH-
Hble NapameTpbl TEKYLLETO Luara npy 3TOM He NPUMEHSIIOTCS.

i MNpuMeHeHVe BbIGPaHHbLIX NapamMeTPOB Ha KakKAOM Luare BbIMOSHSETCSl HeMOCPEACTBEHHO NOC/E HAXATUS KHOMKY
i «[pUMEHUTb 1 NPOACMKUTL» (UK «3aBEPLLNTL> /1A NOC/IEAHErO Lara).

B npaBoil YacTu OkHa MacTepa HaCTPOKM pacnooXeHbl 3N1EMEHTbI HACTPOEK NapamMeTpOB KaxJoro 13 Lwaros
(obnactb «HacTpoliku» Ha pucyHke 2-2). B nocneayoLwmx pasgenax npuBoguTca onucaHne aTux HacTpoek ans
Ka)X[0ro ara macrepa HacTpPOWiKu.
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2.1 A3bIK

Ha 3ToM Wware macTepa HacTpoiik/ npegnaraeTcs BbINOJHUTbL HACTPOIIKY s3blka Web-nHtepdpelica LUCl. dnemen-
Tbl CTPAHMLbI HACTPOEK A3blKa NOKasaHbl Ha PUCYHKe 2-3.

MacTep HacTpoiKu HacTpoiiku Asbika

¥ 1. [loBpo noxanosats BbibepuTe A3bIK UCMONb3yeMblit AnA Be6-uHTepeiica
® 2, flabIK
A3bik Pycckui (Russian) v

12. 3aBeplienue

Hasap, MNMpUMEHWUTE M NPOACIMWTL

Puc. 2-3: MacTep HacTpoiiku. HacTpoliku si3bika nHTepdeiica

B BbINnagatoLwem Cnncke «HA3bik» NOMUMO CNMcKa A3bIKOB COAEPXKUTCS 3/IEMEHT «auto», KOTOPbI/ NO3BONSAET UC-
NoNb30BaTb PEXMM aBTOMaTU4eCckKoro Bbl60pa A3blKa VIHTep(ZiJeVICEI B 3aBNCUMOCTU OT A3blKa, UCMNOJIb3yeEMOI0
B 6paysepe KneHTa.

i B panbHeiiliem ycTaHoBKy (CMeHy) A3bika nHTepeiica MOXHO BbINOMHUTL BO BKMAJKe «S3bIK» MyHKTa MeHIo «O6Lume
i HacTpoiikm» rnasHOro MeHto «Cuctema» (cMm. pasaen 4.1.3).
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2.2 Maponb ycTpoiicTBa

Ha aTom wware macTepa HacTpoiiku npeanaraeTcs BbIMO/IHATL YCTAHOBKY (CMEHY) Napons f4ocTyna K yCTPONCTBY
(cm. pucyHok 2-4).

MacTep HacTpolKu Maponb ycTpoiicTBa

+ 1. lobpo nomxanoeaTte
2. A3biK

= 3. Maponb yeTpoiicTea M3MeHHTb Naponb

Maponb

MoaTeepHAeHWE Napona
WA MEXCETEBOTIO 3KpaHa

Hazap, MPUMEHUTE M NPOACITKATL

Puc. 2-4: MacTep HacTpoiiku. YcTaHOBKa Naposis ycTpoiicTea

Mpy HEOBXOAUMOCTIN YCTAHOBKN HOBOTO Maposs HY>XHO OTMETUTb ONLMI0 «/I3MEHUTb Naposib» U BBECTU HOBbIN
naposb B nosne «Maponb». B none «MogTeepxaeHne napons» Heobxoammo NOBTOPUTL BBOA, HOBOTO naposns. Ma-
ponu B nonax «Maposib» n «llogTeepxaeHve naposis» A0/HKHbI COBNajaTh.

Ecnn cmeHa napons He TpebyeTcs (HeE06X0AUMO OCTaBUTb TEKYLLMIA Naposib 6e3 M3MEHEHNIA), TO Torga onuuto
«M3MeHNTb Naposib» HYXHO OTK/OUUTD.

B panbHelilem ycTaHOBKy (CMeHy) Napons oCTyna K yCTPOMCTBY MOXHO BbIMOMHWUTL BO BKNaake «Maponb yCTpoii-
CTBa» MyHKTa MEHI0 «YMpaB/ieHne» rM1aBHOro MeH «Cuctema» (cm. pasgen 4.3.1).
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2.3 Xoct

Ha gaHHOM wware mactepa HacTPOKM BbINO/THAETCA KOHAIMUIypaLums napameTpoB XocTa yCTpoicTea (CM. pucy-
HOK 2-5).

MacTep HacTPORKH HacTpoiku XocTa

¥ 1. foBpo noxanosats YKa)MTe MMA XOCTa AaHHOI0 YCTPoiCTBa

+ 2. A3bik

+ 3.MNaponb yeTpoicTea Nms xocTa plc210
= 4. XocT

5. llata v BpemMA

6. Boifop cxembl ceTeBbIX NOPTOR

7. Kondmrypauua ceTeBbix MHTephehcoB
8. HacTpo#ka pe3epEnpoEaHWA

9. Hactpo#iku SSH

10. HacTpoiiku FTP

11. KoHdMrypaluma MeXCETEBOTO 3KpaHa
12. 3aBeplienne

3aKpbiTh MacTep HAacTPORKK Hasap, MNMPUMEHUTE M NPOAOITKATL

Puc. 2-5: MacTep HacTpoiiku. HacTpoiika napaMeTpoB xocTa

[Nsi HAacTPOViKM AOCTYMNeH TO/IbKO OAMH NapameTp — UMSI XocTa.

B ganbHelilieM KoHdMrypaumio napaMeTpoB XocTa MOXHO U3MEHUTb BO BKIafKe «XOCT» MyHKTa MeHto «O6Lme
HaCTPOViKM» rNaBHOTO MeHo «Cuctema» (cM. pasgen 4.1.1).
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2.4 [ata v Bpems

Ha gaHHOM wware mactepa HacTPOKM BbINO/THAETCA KOHAIMUIypaLms napameTpoB SIOKa/TIbHOr0 BPEMEHU YCTPOit-
CTBAa, a Takke napaMeTpoB CUHXPOHM3aLMM BPEMEHU NPK NOMOLLM CNyX6bl NTP (CM. pucyHOK 2-6).

MacTep HacTpoiKu HacTpoiiku nokanbHoro BpeMeHu

+ 1. [loGpo noxanoeartb HacTpoiika NoKanbHOIo EpeMeHH YeTDORCTES

2. fA3bik

+ 3.Maponb ycTpoiicTea TokansHoe epeMs 2020-09-17 13:36:09 +0300
4. XocT

YacoBoil noAc GMT+3 v

CMHXPOHM3aLMA BPEMEHH

BxnmouuTb NTP-knueHT

BrnrounTo NTP-cepeep [

WcrnonbaoBaTh cepeepbl, 06bABNEHHbIE uepes DHCP

Cnucok NTP-cepeepoB 1.ru.pool.ntp.org %
0.europe.pool.ntp.org x
2.europe.pool.ntp.org ®

Hazap, TNMpPUMEHWTE M NPOACIIKHTL

Puc. 2-6: MacTtep HacTpoliku. HacTpoiika gartbl u BpeMeHu

B panbHellem HacTpoiikv aaTbl U BPEMEHW MOTYT GbITb M3MEHEHbI Ha CTpaHuLe «Bpems» NyHKTa r1aBHOTO MEeHo
i «Cwuctema» (cm. pasaen 4.2).

2.4.1 HacTpoWiKn NoKa/IbHOro BpemMeHu

B nogpasgene HacTpoeK /I0KasIbHOro BpemMeHu (CM. pUCYHOK 2-6) B nose «JlokasibHOe BpeMs» 0ToGpaxaeTcst Teky-
LLiee NoKasibHOe Bpems 1 aara.

3HaueHune TekyLlel faTtbl 1 BpeMEHU B none «JlokasibHoe BpeMsi» 06HOBNSIETCS C nepuogom 5 cekyHa,. Meprog 06-
HOB/IEHNSA 3aBUCUT OT HACTPOIKN aBTOOOHOB/IEHNA CTPAHWLbI, NPW 3TOM TOYHOCTb 06HOBNIEHUS +1 cekyHAa OTHOCH-
TeNbHO 3aaHHOM.

KHonka «CMHXPOHN3MPOBaTh C 6pay3epoM» BbINO/THAET YCTAHOBKY /IOKa/IbHOM AaThbl 1 BPEMEHU HAa YCTPONCTBE
B COOTBETCTBUM C TEKYLUEN AaTOl U BpEMEHEM, YCTAHOB/IEHHLIMM Ha KOMMbIOTEPE KNEHTA (TO eCTb B 6pay3epe).
Mpu cnepaytoliiem 0GHOBNEHNM NOMS «JlIoKanbHOE BpeMsi», AaTa 1 Bpems 6yayT yCTaHOB/IEHbI B HOBbIE 3HAYEHUS.

B BbInagatowem cnuncke «4acosoli NoSC» BbINOMNHAETCA BbIOGOP 4ACOBOIo Mosica SI0KaSIbHOro BPeMEHU YCTPOWA-
cTBa. [1na oTo6paxeHuns B none «J/lokasibHoe BPeMsi» BPEMEHW B COOTBETCTBUM C BblIGpaHHbIM YACOBbIM NMOSACOM,
Heo6x0AMMO HaxaTb KHOMKY «[1pUMEHNTb BblOpaHHbIA YaCOBOI MOSAC» U AOXAATLCA CAeayoLWwero 06HOBIEHNSA
3HaueHns nons «J/lIoKkasibHoe Bpemsi».
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2.4.2 CHXpOHM3aLusa BpeMeHun

Onuna «Bkntounte NTP-kNneHT» BKIKOYAET CUHXPOHU3aUMo BpeMeHn npy nomowm NTP-knaneHTa. CUHXPO-
HM3auua BbINOSTHAETCA C Ucnosb3oBaHneM cnucka NTP-cepBepoB, nepeyncrieHHbIX B cnncke «Cnucok NTP-
CepBepoOB».

Onuus «Bknountb NTP-cepBep» BktoUHaeT cnyx6y NTP-cepBepa. Ecnv gaHHas onuust BK/loUeHa, TO YCTPOACTBO
MOXeT ObITb MCNO/Ib30BaHO B KayecTBe NTP-cepBepa B ceTu.

Mpw BKOYEHUM ONUMK «MCcnofb3oBaTh cepBepbl, 0GbsBNEHHbIe Yepe3 DHCP» AN CUHXPOHU3ALUM BPEMEHU
6yayT MCMo/b30BaHbl cepBepbl, 06bsBeHHble DHCP cepeepom (onuus 42), KOTopbIii Bblgas yCTPOACTBY napa-
MEeTPbI KOHMIypaLum ceTu.

B cnncke «Cnuncok NTP-cepBepoB» yka3biBaeTcs cnvcok agpecos NTP-cepBepoB, NCMNO/b3yeMbIX /1 CUHXPOHK-
3aL 1y NNOKaSIbHOrO BPEMEHW MPY BKIOYEHHON «BkniounTe NTP-KNneHT».
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2.5 BbIGOp cxeMbl ceTeBbIX MOPTOB

Ha paHHOM ware mactepa HaCTpOIZKM BbIMNO/THAETCA Bbl60p CXeMbl CEeTEBbLIX MOPTOB yCTpOVICTBa. Cxema ceTeBbIX
NOopTOB onpeaendaeT posib Kaxaoro n3 (t)I/I3VIl—IeCKI/IX CEeTeBbIX NOPTOB yCTpOﬁCTBa, a Takxe Ko/im4yecTtBo 1 Ha3Ha4e-
HVe ceTeBbIX MHTepPdencoB B cucteme.

B 3aBMCKMMOCTU OT UCNOJIb3YEMOr0 KOHTpOsI1epa Ha6op OOCTYMNHbIX CXeM CETEBLIX MOPTOB OT/INHAETCA.

2.5.1 BblGop cxeMbl ceTeBbix nopToB MJ/1K200

MacTep HacTpoAKKn Bbi60p CXeMbl CeTeBbIX NOPTOB

+ 1. [obpo noxanoeatb RbiGEDUTE CXeMy ONDENENSIOWLIVIO DOMM CETERIX NOPTOR YT .

2. A3bik

 3.TMaponsb ycTpoiicTea @ Cxema 1

+ 4. XocT MopT 1 UCNONb3YETCA KaK OTASNbHLIA M30NMPOBaHHbIA ceTeBoi MHTepdeiic ANA NOAKNIOYEHNA K NOKaNbHOH CeTH

¥ 5. [laTa v BpeMA (LAN). MopT 2 MCNONb3YeTCA Kak OTASNbHbIA M30NMPOBaHHBIA CeTEBON UHTEpdEAC ANA NOOKMKOUEHHA K rNoBanbHol

ceTu (WAN), 3a1MIEHHBIA MEXCETEBBIM 3KPaHOM. B ONepaLMOHHOIA cUCTEME Kam Iblid NOPT NpeficTaBneH

* 6. BbiGop CXeMbl CETERLIX NOPTOB OTASNEHBIM ceTesbiM MHTepdeRcom.

Mopr Onucanune WAN
Ethernet 1 LAN nogrnoueHHe =
Ethernet 2 WAN nogxniouerve S =
i
H
B LAN
() Cxema 2

MopTol 1 M 2 ofbeHeHbl B MOCTOBOE NOAK/TIOYEHWe (aNNapaTHbIi KOMMYTaTop) K noKanbHoi ceTu (LAN). B
OnepaLMoHHOI CUCTEMe AOCTYNEH TONbKO OWH CeTeBOM MHTepdelic, NoAKNIOYEHHbIA K 3-X NOpTOBOMY
annapaTHOMY KOMMYTAaTOpY.

Moy OnucaHue 3 Lol T
Eth tp‘.lr o
ernef
LAN nogkniouyeHune LA L]
Ethernet 2 Eth2| Eih1
() Cxema 3

MopT 1 MCNONb3YeTCA Kak OTAENbHbIA M30NMPOBaHHDIA ceTeBoil MHTepdeiic ANA NOAKMIOYEHWA K NOKANbHOW CeTH
(LAN 2 1 3). MopT 2 MCcnonb3yeTCA KaK 0TAEeNbHbI M30NMPOBaHHDIA CeTeBoi MHTepdeiic ANA NOAKIIOYEHHUR K
OTAeNbHOW NokanbHoi ceTk (LAN 1). B onepauMoHHOR cucTeMe Kax(/blil NOPT NpefCcTaBNeH OTAeNbHbIM CETEEbIM

WHTEpDERCOM.
Mopt OnucaHue wan fos
Ethernet 1 LAN nogxntoueHme #1 - -
LaN1 -
Ethernet 2 LAMN nogxnoueHue #2

LNZ ol ezl g LAN 3

Hazap, MNpUMEHNTE M NPOACITKNATL

Puc. 2-7: MacTep HacTpoiiku. Bbibop cxeMbl CeTEBbIX MOPTOB A/18 KOHTposnepa MN/1K200

[nsa koHTponnepa MJIK200 4OCTYNHbI TPY CXEMbI CETEBbIX MOPTOB (CM. PUCYHOK 2-7):
¢ Cxema Nel (cMm. pycyHok 2-8):

MopT Ethernet 1 ncnonb3yeTcs Kak OTAebHbIA N30NMPOBaHHbIV CETEBOI MHTepMenc Ana NOAKIHHYEHUS K /10-
kanbHol cetn (LAN).

MopT Ethernet 2 ncnonb3yeTtcst Kak 0TAEMbHbIN N30IMPOBaHHLIN CETEBOIN MHTEPIENC A5 NOAK/THYEHNS
k rnobansHoi cetn (WAN), 3alWLLEHHBIA MEXCETEBLIM 3KPaHOM.

[JaHHasa cxema no3BONsieT pasfenntb CeTb Ha ABe 30Hbl, 0b6ecneumBas 04HO NPOCTPaHCTBO IP-aapecos ans
nopta Ethernet 1.

PekomeHayeTcs ycTaHOBUTL gnHamunyeckuii IP-agpec n Bkaountb pexxum DHCP ansa nopra Ethernet 2.

IP-agpec B 30He LAN pekoMeHyeTcsi HacTpavBaThb Kak CTaTUYeCKuii.
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WAN
\_1__
—————————————————————————————————————————————————————————————————————— AJTE
Eth 2 Eth 1 Firewall
- Ve Vo Vap
»
[]
(]
= (]
LAN
Puc. 2-8: Cxema Nel ceTeBbIx NOPTOB KOHTpoiepa MNJ/K200
e Cxema Ne2 (cM. pucyHok 2-9):
WAN S—
77777777777777777777777777777777777777777777777777777777777777777777 -
=== oVam
LAN .; Firewall
Eth 2| Eth 1
‘anYen

Puc. 2-9: Cxema Ne2 ceTeBbIX NOPTOB KOHTpoiepa MN/K200

MopTbl Ethernet 1 1 Ethernet 2 06beAnHEHbI B MOCTOBOE NOAK/OHEHME K fIoKasibHOM ceTu (LAN) B pexume
annapaTtHoro KommyTaTtopa (cMm. pasgen 3.1.4.1). MNMpu BbIbOpe AaHHON CXeMbI B cucteme 6yaet AOCTyneH
NWb OAVH CeTeBOl UHTephenc, NoAKIUYEHHbIV K annapaTHoMy 3-X MOPTOBOMY KOMMYTAaTOPY.

e Cxema Ne3 (cm. pucyHok 2-10):

WAN gl
'''''''''''''''''''''''''''''''''''''''''' '~;_'___ e A (T
LAN 1 i Firewall
LAN 2 Eth2| Eth 1 Eth 2| Eth 1 LAN 3
N AYanVan

veww .|
L

Puc. 2-10: Cxema Ne3 ceTeBbIX MOPTOB KOHTPOepa MN/1K200

MopT Ethernet 1 ncnonb3yeTtcs Kak OTAEMNbHbIA N30NMPOBaHHbI CETEBOI MHTEpPdIeNC Ans NOAKIOHEHNS K N10-
KanbHoi cetn (LAN 1).

MopT Ethernet 2 ncnonb3yetcs Kak OTAENbHbIA N30/IMPOBaHHLIV CETEBOI UHTEPIENC ANSt NOAKIOUYEHUS K OT-
AenbHoli nokanoHoi cetn (LAN 2 n LAN 3).

Cxema He NMeeT 3alMLEHHOT0 MEeXCETEBLIM 3KPaHOM NOAK/IHYEHMS K rnobanbHoi cetn (WAN). B cnyyae
Heo6XxoANMOCTM NOAKNOYEHNS K rnobanbHomi ceT (WAN) pekoMeHAYyeTCca NCMob30BaTh MPOMBILLIEHHbI
MapLUpyTU3aTop C NOALAEPXKOW (PYHKLIMN MEXCETEBOTO 3KpPaHa.
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2.5.2 Bbl6oop cxeMbl ceTeBbIX nopToB M/1K210

MacTep HacTpONKH

+ 1. lobpo noxanoeaTb

o 2. flabik

+ 3. Maponb ycTpoiAcTBa

o 4. Xoct

+ 5. [lata v BpemA

» 6. BbiGop cXeMbl CETEBBIX NOPTOE
7. KoHthurypauuA ceTeBbix MHTepheicos
8. HacTpoiikn SSH
9. HacTpoiikn FTP
10. KoHdMrypauma MemceTeBOro akpaHa
11. 3aBepwienue

Bbi60p CXembl CeTeBbIX NOPTOB

Bbl6?|3r1_5 CXeMy onpefenArlLyD ponu ceTeBblX NOPTOR '_'r'CTl}DﬁC_ES

® Cxema 1

MopTbl 1, 2 U 3 06beJMHEHDI B MOCTOBOE NOAKITHUSHUE K NOKaNbHOM ceTu (LAN). MopT 4 ucnonb3syeTcA Kak
OTAENbHbIH MZONMPOBAHHbIA CETEEOW MHTEpDEeC ANA NOAKNOUEHWA K rMobanbHoil ceTh (WAN), 3aLMILEHHbIR
MEXCETEBbIM SKPaHOM.

Mopt Onucauune Lo
Ethernet 1 o=
Ethernet 2 LAN connection (bridged)
Ethemnet 3
Ethernet 4 WAN nogkntoyeHme -
() Cxema 2

MopTol 1 W 2 06beMHEHbI B MOCTOBOE NOAKMIOUEHWE K TNoGanbHoiM ceTi (WAN), 381UMILIEHHOE MEMCETEEDIM
3KkpaHoM. MopTel 3 U 4 ABNAKTCA OTASNBHBIMK M30MUPOBAHHBIM CETEEBIMK WHTEPDERCAMM ANA NOAKMHOYEHHA K
NOKANbHbIM ceTAM (LAN 1 1 2).

Mopt Onucanne

LAN N B : ; — - LAN m#1
Ethernet 1 ! .
WAN nogkniouetmne (MocT) = =
Ethernet 2 o
Ethernet 3 LAN nogkntoueHue #1 e “ ——
Ethernet 4 LAM nogrnoueHme #2 §
LAN1 LANZ
() Cxema 3

MopTbl 1,2 1 3 06beUHeEHbI B MOCTOBOE NOAKMIOUEHNE K NOKanbHOA ceTu (LAN 1). MopT 4 ABNAETCA OTAENbHbIM
W30/IMPOBaHHDBIM CETEBbIM MHTEpGERCOM ANA NOAKNOYEHUA K OTASNbHOR NoKanoHoW ceTh (LAN 2).

Mopt OnucaHwe = - AN s
Ethernet 1
Ethernet 2 LAN nogxntoueHue #1 (MocT)
Ethernet 3
Ethernet 4 LAN nogknioyeHwne #2

LANY . LAN R

Hazap, MpUMEHUTE M NPOAOCITKATL

Puc. 2-11: MacTep HacTpoiiku. Bbi6op cxeMbl ceTeBbIX NOPTOB 4151 koHTponnepa MN1K210

[na koHTponnepa MNK210 AOCTYNHbI TP CXEMbl CETEBbLIX NOPTOB (CM. PUCYHOK 2-11):

e Cxema Nel (cMm. pucyHoK 2-12):

HMI

WAN
Eth 4 - -
,,,,,,,,,,,,,,,,,,,, o O ... - .
i ¢V ==
Eth 3 E Firewall
P
Eth 1 Eth 2
(- STP/RSTP)
LAN

Puc. 2-12: Cxema Nel ceTeBbIx NOPTOB KOHTPOepa MN/1K210

MopTbl Ethernet 1, Ethernet 2 n Ethernet 3 06beanMHEHbI B MOCTOBOE MOAKMIOYEHNE K /TOKasibHOW ceTun (LAN).

MopT Ethernet 4 ucnonb3yeTtcs Kak 0TAeNbHbIN N30NMPOBaHHLIN CETEBOIN MHTepdIenc AN NOAKIYEeHNS
K rno6asnbHoili cetn (WAN), 3aLlmLLEHHBIA MEXCETEBLIM SKPaHOM.
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e Cxema Ne2 (cm. pucyHok 2-13):

LAN n+1

[ o
L

Firewall

LAN 1 LAN 2

Puc. 2-13: Cxema Ne2 ceTeBbIx NOPTOB KOHTpoepa MIK210

MopTbl Ethernet 1 n Ethernet 2 06beaMHEHbI B MOCTOBOE NOAK/IYEHNE K robasibHoi cetn (WAN), 3auén-
HOE MeXCEeTEBbIM 3KpPaHOM.

MopTbl Ethernet 3 n Ethernet 4 ABNSATCA 0TAENbHBIMY N30/IMPOBAHHbLIM CETEBLIMU MHTEpdielicaMmn a1 noa-
KNtoveHus K 1okasibHbIM ceTam (LAN).

e Cxema Ne3 (cMm. pucyHokK 2-14):

e e = 1l
”””””””””””””””””””””” &= @@ W=
LAN 2 —
- Eth4 /= - Firewall
VRN Eth 3 [ HMI
“ B B
Eth 1 Eth 2

(- STP/RSTPv (- STP/RSTP7

LAN 1 LAN n

Puc. 2-14: Cxema Ne3 ceTeBbIx NOPTOB KOHTponepa MK210

MopTbl Ethernet 1, Ethernet 2 n Ethernet 3 06beaMHEHbI B MOCTOBOE MOAK/IOUYEHNE K /TOKasTbHOW ceTn (LAN).

Mopt Ethernet 4 siBnsieTcA 0TAENbHLIM U30/IMPOBAHHBLIM CETEBLIM MHTEPAIEICOM AN18 NOAK/THYEHNS K OTAENb-
Ho nokanbHoi cetn (LAN).

Cxema He NMeeT 3aLMLEHHOT0 MEeXCETEBLIM 3KPaHOM NOAK/IHUEHMs K rnobansbHoi cetn (WAN). B cnyyae
Heo6X0AMMOCTN NOAKIHUEHMS K TnobanbHoi ceTn (WAN) pekoMeHayeTcs UCNob30BaTb NPOMBbILLIEHHbIN
MapLUpyTU3aToOp C NOALAEPXKKOW (PYHKLMN MEXCETEBOTO 3KpaHa.

B TOM cnyyae, ecnim ucnosnb3yemblii koHTponnep MJIK210 nveet noaaepxky pesepsupoBanus MK, 6yayt goctyn-
Hbl A4/19 BbIGOpa AOMNONHUTE bHbIE CXEMbI CETEBbLIX NOPTOB. MpU 3TOM BCE AOCTYMHbIE CXEMbI CETEBbLIX MOPTOB
6yayT pasefeneHbl Ha ABe BKNagkn (CM. pUCyHok 2-15):

» «be3 pe3epBrpoBaHusi» — CXeMbl CETEBbIX MOPTOB 6€3 NOAAEPKKM (DYHKLMN pe3ePBNPOBaHMS, ONMCaHHbIE
Bbllwe. [laHHble CXeMbl JOCTYMHbI A1 BCeX KOHTposepos MNJIK210 (kak ¢ NoAAePXKoi DyHKLUM pe3epBrpo-
BaHWA TakK n 6e3 Heé);

* «C pe3epBrpoBaHNEM» — [0MNO/THUTENbHbIE CXEMbI CETEBbIX MOPTOB C MNOAAEPXKKON (DYHKLMN pe3epBupoBa-
HWS. [laHHble CXeMbl AOCTYMHbI TOMIbKO Ha KOHTponiepax M/1K210 ¢ nogaepXkoi qyHKUMM pe3epBUpPOBaHUS.
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MacTep HacTpONKH

+ 1. NoBpo noxanoeaTb

2. Azbik

+ 3. Maponb ycTpolcTEa

4. Xoct

+ 5. [laTa u BpemMA

» 6. BblGOp CXeMbl CETeRbIX NOPTOR
7. KoHdurypauua ceTesbix nHTepheicos
8. HacTpoiika pe3epEMpoBaHIA
9. KoHMrypauma MeXCETEE0T0 3KpaHa
10. 3apepluieHune

Bbi6op cXxeMel CeTeBbIX NOPTOB

BbifepuTe cxemy ONpeAenstolLyto PONW CETEBbIX NOPTOB yCTpOHCTEa

Bes pesepeupoBanuA | C pesepewpoBaHieM

@ Cxemad

MopTol 1 ¥ 2 o6beAMHEHB] B MOCTOBOE NOAKNIOYEHWE K NoKanbHoi ceTk (LAN). MopT 3 ucnonbayeToA Kak
OTOENbHbIR M30NMPOBAHHBIA CeTeBol MHTepdelic ANA NoOAKNIOUEHWA K rMo6anbHoi ceTi (WAN), 281UMIWEHHDbIA
MEMCETEEDIM 3KPAHOM. MopT 4 UCNONB3YETCA KaK OTAENbHbIA W30NUMPOBAHHBIA ceTesol UHTepdeRc ans
COEJWHEHWA CO ETOPbIM (pe3epeHbiM) MK,

Mopt OnucaHne

Ethernet 1 -
LAN nogxniwoueHue (MocT) [ e P

Ethernet 2 ' m

Ethernet 3~ WAN nogknoueHue

Ethernet 4  MooknwueHWe pe3epEMPOBAHUA

() Cxema 5

MopTol 1 W 2 06befMHEHD] B MOCTOEOE MOAKMKYEHWE K OTAENbHbIM NOKaNbHbIM ceTamM (LAN 1 1 2). MopT 3
MCNONb3YETCA KaK OTAENbHbIA M30MWPOEEHHDIA CETEE0N MHTERMENC INA NOOKNHUERNA K robanbHon ceT (WAN),
23MEHHBIA MEKCETEEBIM 3KPAHOM. MOPT 4 UCNONB3YETCA KaK OTOENbHBIA M20NMPOBAHHBIA CeTeBOR MHTEpdeic
[N17 COBAMHEHURA CO BTOPBIM (DesepeHrbiM) NITK.
Mopt OnucaHue

Ethernet 1

Ethernet 2

Ethernet 3 WAN nogknodeHue

Ethernet 4 = MooknxueHWe pe3epEMPOBAHNA

LAN nogxntoueHne (MocT)

Haaapn MpHMEHNTB M NPOAOIMWTL

Puc. 2-15: MacTtep HacTpoiikv. [JonofHUTENIbHbIE CXEMbI CETEBbLIX NOPTOB A4/181 KOHTponnepa M/IK210 ¢ dyHKumei

pesepBrpoBaHus

[nsa koHTponnepa MNK210 ¢ noaaepXko dyHKLMN pe3epBUpPOBaHWs 4OCTYMHbI Criedyolme AONOHUTEbHbIE
CXEMbl CETEBbIX MOPTOB (CM. PUCYHOK 2-15):

e Cxema Ne4 (cMm. pucyHoK 2-16):

LLLN

| Firewall
Active PLC Backup PLC
Eth 4 Redundancy link Ethd | m@
Eth 2 Eth 2 =
Eth 1 STP/RSTP Eth 1 )
\/ \( \[
LAN

Puc. 2-16: Cxema Ne4 ceTeBbIX NOpPTOB KOHTposiepa M/1IK210 ¢ nogaepxkoii hyHKUMN pe3epBrpoBaHns

MopTbl Ethernet 1 n Ethernet 2 06beaMHEHbI B MOCTOBOE NOAK/IOUEHNE K NIoKasibHOM ceTun (LAN).
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MopT Ethernet 3 ncnosnb3yeTtcst Kak 0TAENbHbIN N30IMPOBaHHLIN CETEBOIN MHTEPIENC AN NOAK/THYEHNS
K rno6anbHoii cet (WAN), 3alMLLEHHBIA MEXCETEBLIM 3KPaAHOM.

MopT Ethernet 4 ncnonb3yeTtcst Kak 0TAENbHbIN N30IMPOBaHHLIN CETEBON MHTEPIEC pe3epBUPOBaHNS A/1s
noakdeHns sToporo (pesepsHoro) MK,

¢ Cxema No5 (cM. pucyHok 2-17):

Firewall

Eth 1 . Eth 1
Active PLC Backup PLC

omm omm o omm 1oig % omm onen

B
Eth 2 El

Redundancy link

LAN

Puc. 2-17: Cxema No5 ceTeBbIx NOpPTOB KOHTponnepa M/1IK210 ¢ noaaepxKoit chyHKUMN pe3epBUpOBaHus

MopTbl Ethernet 1 n Ethernet 2 06beANHEHbI B MOCTOBOE NOAK/MIOUEHNE K OTAE/bHbIM NTOKA/IbHLIM CETAM
(LAN).

MopT Ethernet 3 ncnonb3yeTtcs Kak OTAENbHbI N30NIMPOBaHHbI CETEBOI UHTEPIEC ANs NOAKIOHEHNS
K rno6asnbHoili cetn (WAN), 3aLlmLLEHHBIA MEXCETEBLIM SKPaHOM.

MopT Ethernet 4 ncnonb3yeTcs Kak OTAEMNbHbIN N30/IMPOBaHHbIA CETEBOI MHTEpdeic pe3epBupoBaHus ans
noak/odeHusa sToporo (pesepsHoro) MNJIK.
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2.6 KoHcpurypauus ceteBbiX UHTepcpeiicoB

Ha faHHOM Luare BbINOSIHSAETCS KOHMrypaumsi CETEBbIX MHTEPEiCOB B COOTBETCTBUM C BbIGPaHHOI cxemoli ce-
TEBbIX MOPTOB HA COOTBETCTBYIOLLEM Luare (CM. pasgen 2.5). B 3aBUCUMOCTY OT BbIGPaHHOI CXeMbl CETEBbIX NOpP-
TOB KaX[blii HACTpamBaemblii UHTEP(DENC MOXET ObITb OAHUM U3 C/IEAYIOLLMX TUMOB:

mocTtosoe LAN noakntoueHve;

mocTtosoe WAN nogknioyeHue;

oTAenbHbll MHTepdeiic ana LAN noakioyeHns;
oTAenbHbIl MHTepdelic ana WAN nogkitoueHns;
OTAE/bHbIV UHTEPGIEC pe3epBUPOBaHMS.

HacTpoWiku Kaxgoro ceTeBoro nHTepgeiica pacrnosiokeHbl B OTAe/bHOW BKagke (CM. pUCYHOK 2-18).

MacTep HacTponKun Kondmrypauma cetesbix MHTepgencos
o 1. ,D,OﬁpD noxanoeaTh

+ 2. A3bik

+ 3. Maponb ycTpoiicTea Moka3aTb BbIBpaHHYD cXeMy

W 4. XocT )

+ 5. [lata v BpemMA BHumaHue

+ 6. BbiGop cxeMbl CETEBbIX MOPTOB
= 7. KoHdurypauma ceTeEbix WHTepeiicor

acTpauBaeMbiX CETEEbIX NMOPTOE, TO
HacTpoiiky ©

H ik SSH

e nonbaya USB Rl coefMHeHHe
ikn FTP
WA MEXCETEBOID 3KpaHa
LAN nogkntodenve | WAN NoaxkntYeHue
MpoTokon CTaTU4eckmil agpec v
IPvd-agpec 192.168.0.10
Macka ceTw IPv4 255.255.255.0 v

BxknwounTte DHCP-cepeep

Npegen appecos DHCP 100
CTapToBbIi agpec DHCP 150

Epemn apenabl agpeca DHCP 12h

Hazap, TpUMEHNTD W NPOAOIKUTL

Puc. 2-18: MacTep HacTpoliki. HacTpoiiku ceTeBbIx MHTepheiicoB

Hag Bknagkamy HacTpoek MHTPheiicoB pacnosnoxeHa kKHomnka «lMokasaTb BblIGPAHHYH CXeMy», NMPW HAXXaTun Ha Ko-
Topyto ByaeT 0TO6pPaXKeHO BCN/bIBAKOLLEE OKHO (CM. pUCYHOK 2-19) ¢ nHhopMauueli o TekyLueli BeiIbpaHHOW cxeme
ceTeBbIX NOPTOB (CM. pasgen 2.5).

[ns nHTepdelicoB Bcex TUMOB AOCTYMHbI CrieaytoLme HacTPOKK:

* «[pOTOKOM» — NPOTOKO/N UHTEpdhelica. Bo3mMoXeH BbIGOP M3 CrieytoLLMX NPOTOKO/OB:

o «CTartudeckuit agpec» — IP-aapec U macka NofCceT yKasblBaoTCs BPYUHY!O;

o «Knunent DHCP» — IP-agpec 1 macka nogcerty HasHavarTCa aBTOMaTnyecku ¢ ncnoss3osaHnem DHCP

npotokosa. Bo3amMoXHOCTb BbiGopa npoTokona «KnneHt DHCP» oTCyTCTBYeT A1 UHTepdhelicoB pesep-
BMPOBaHUSI.
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BblﬁpaHHaﬂ CXeMa CETEBbIX NOPTOB

MopTel 1 M 2 o6begUHEHBI E MOCTOBOE NOAKMKOYEHHE (3NNaPaTHBIA KOMMYTATOP) K NOKansHOI ceTk (LAN). B onepauMoHHoRi
cHCTEME JOCTYNeH TOMbKO OOMH CETEBOH MHTepdec, MOAKNIOYEHHDIN K 3-X NOPTOBOMY annapaTHoOMY KOMMYTaTopy.

Mopr OnucaHune
Ethernet 1

LAN nogknioueqne
Ethernet 2 A

==
LAN -

Eth 2| Eth 1

o st arm o

3aKpbITh

Puc. 2-19: MacTtep HacTpolikn. OKHO ¢ MHchopmaLmein o BbIGpaHHO CXxeme CeTeBbIX NMOPTOB

» «IPv4-agpec» — IP-agpec ceteBoro nHtepgeica ans IP npotokona Bepcun 4. JaHHas HacTpolika AOCTynHa
TONbKO MpU BblI6ope NpoTokosia «CTaTuyeckuii agpecs.

» «Macka cetn |Pv4» — macka nogcetu ans |P npotokona sepcum 4. [laHHasi HaCTpoiiKa AOCTyNHa TO/IbKO Npu
Bblbope npoTokona «CTaTuyeckuin agpecs.
[na nHtepdpenicoB MocToBbIX nogkntoueHnin (moctosoe LAN nnn WAN nogknoueHns) 4oCTynHbI crieayowme ao-
NOSTHUTENIbHbIE HACTPOMKK:
* «Bepcnsa STP/RSTP» — Bepcus NpoToKosa CBA3HOro gepesa (Spanning Tree) aons mocTa:
o «RSTP» — ucnonb3osatb NpoTtokon RSTP (Rapid Spanning Tree Protocol);
o «STP» — ncnonb3oBatb NpoTokon STP (Spanning Tree Protocol);
o «OTK/OYEHO» — (PYHKLIMM CBA3HOIO AepeBa OTK/IHUEHbI.

C 6onee nogpob6Hoi nHcpopmauueli 06 ncnonb3osaHum yctpoictea M/1IK210 B ceTsax Ethernet ¢ noaaepxkoii NpoToko-
nos STP/RSTP MOXHO 03HaKOMUTbCS B CNPaBOYHOM pyKOBOACTBE [1] 1 pykoBoAcTBe nonb3osatens [2].

[nsi nHTepdpelicoB noaktoueHust K rnobanbHoii cetn WAN (MOCTOBOE MW OTAE/bHbIA UHTEepdelic) AOCTYMHbI
cnepyowe foNoNHUTENbHbIE HACTPOKU:

» «lIPv4-agpec wno3a» — |P-agpec wn3a ans |P-npotokona Bepcun 4. laHHas HacTpolika AOCTYMHa TOMbKO
npu BbibOpe NpoTokosa «CTaTuyecknin agpec;

» «lcnonb3oBaTb CO6CTBEHHbIE DNS-cepBepa» — HACTPOiKa NO3BO/ISIET yKaszaTb COOCTBEHHbIE agpeca DNS-
CepBepoB A/191 JaHHOTO CETEBOIO MHTepdielica.

[nsa vHTepdelicoB noakoyeHns K nokasibHoi cetn LAN (MOCTOBOE 1nv OTAeNbHbI UHTephenc) AocTynHa BO3-
MOXHOCTb Bk/ItoueHnss DHCP-cepBepa, koTopas npeAcTaBnieHa criefyowyMm AONOTHATENbHBIMW HACTPOKamMm
(OaHHble HaCTPOVKV AOCTYMNHbI TOLKO NPU Bbi6Ope NpoTokona «CTaTnyeckuii agpec»):

» «Bxknountb DHCP-cepBep» — Bk/tovaeT cryxby DHCP-cepBepa Ha ceTeBOM UHTepdeiice;

e «[lMpepen agpecos DHCP» — makcumMasibHOe KO/IMY4eCcTBO afpecos, BblgaBaembix B apeHay DHCP-
cepBepoMm. [laHHast HacTpoiika AOCTynHa TObKO ecnv BbibpaHa onums «Bknwounte DHCP-cepBep»;

» «CTtapTtoBblii agpec DHCP» — HavanbHbI agpec apeHapl. laHHas HacTpoiika AOCTyNnHa TONbKO ecv Bblibpa-
Ha onuusa «Bkmounte DHCP-cepeep»;
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« «Bpemsi apeHapl agpeca DHCP» — BpeMsi UCTeUEHMS1 CpoKa apeH/bl apeHA0BaHHbIX aapecoB. MUHUMab-

Hoe 3HadyeHne — 2 MUHyThI (120 cekyHA). JaHHas HacTpolika JOCTynHa TO/IbKO ecnv BblibpaHa onunsa «Bkto-
unTb DHCP-cepBep».

HaxKaTusi KHOMKN «[TPUMEHNTb 1 NPOAOMKMTL» NOAKMIoUEHNE K Web-1HTepdeiicy MOXeT 6bITb NoTepsiHO. HacTpoliky

i Ecnu nogxntoyeHne k Web-uHTepdpeiicy BbIMOMHSETCS Yepes OAVH U3 HaCTpavBaEMbIX CETEBbIX MOPTOB, TO NOC/E
ceTeBbIX MHTEPhelicoB yepe3 Web-uHTepdeiic pekoMeHayeTcs BbINOAHATL nenonb3ys USB RNDIS nogkntoveHue.

2.6.1 MNepeknoueHne pexuvma pa6boTbl annapaTHOro KOMMyTaropa Ha KoHTponnepe MN/1IK200

Ha koHTponnepe MJ/IK200 gocTyneH pexum annaparHoro kommytatopa (cMm. pasgenst 2.5.1 n 3.1.4.1). B Tom cny-
yae ecnu BblbpaHa cxema ceTeBbIX NOPTOB, NpejnonararoLLan nepeksdeHne TekyLero pexvmMa paboTsl anna-
paTHOro KOMMyTaTopa, TO Ha Luare HaCTPOIKN CeTEBLIX UHTepPIEicOB OyeT BbIBEAEHO COOTBETCTBYIOLLEE Npeay-
npensieHne o HeobxoAMMOCTH Nepesarpy3ky YCTPONCTBa, Kak NokasaHo Ha pucyHke 2-20.

MacTep HacTpoAKKn Kondurypauma ceTeBbix nHTepdeiicos
+ 1. [loGpo noxanoeartb HacTpoiika NapaMeTpos CeTeBblx WHTephe

2. fA3bik

 3.TMaponb ycTpoiicTea Moka3aTb BolGpaHHYD CXEMY

< 4. XocT )

+ 5. [laTa v BpeMA BHMMaHKe

+ 6. BoiBop cXeMbl CETEEDLIX NOPTOR

Ecnu Bbl B HACTOALLEE BPEMA NOAKNKOUEHb] K Bef-uHTepdelicy uepes ofuH M3 HACTPaMBaEMbIX CETEBLIX NOPTOR, TO
nocne NPUMEHEHWA HACTPOSK NOAKMIYeHWe K BeG-wHTepdelicy MmoxeT GbiTh NoTepAHo. HacTpoiiky ceTeBbIx
wHTepeiicos yepes sef-uHTepdelic pexoMeHAYETCA BLINONHATL MCNONb3yA USB RNDIS coeguHenne

TpebyeTca nepesarpyska

[LNA NpUMEHEHUA KOHPUIYPaLIMU CETEBbIX WHTEP(hEACOR ANA BbIGPAHHOI CXEMbI CETEBbIX MOPTOR HEOBX0AMMO
BbINONHMTL MEPEKMIoYEHME peXxuma paboTbl annapaTHOro KOMMyTaTopa. [1na aToro HeoGXoAMMa nepeaarpyaka
ycTpoicTEa.

LAN nogrntoqeHne | WAN nogeno4eHme

MpoToken Knuext DHCP v

Hazap, MNMpPUMEHUTE U NPOACITHMNTL

Puc. 2-20: MacTtep HacTpoliku. MpegynpexaeHve o Heo6XxoAMMOCTY Nepesarpyskv 415 NepeknioueHns pexmma padoTsbl
annapartHoro KommyTaropa Ha KoHTposiiepe MN/1K200

B aTOM c/yyae, nocsie HaxaTust KHOMKW «MPpUMEHNUTL U NMPOAO/MIKXUTL», By1eT 0TOGPaKEHO BCM/IbIBAIOLLEE OKHO
C 3anpocoM MoATBEPXKAEHMS Nepe3arpy3ku YCTPOoCcTBa, Kak NokasaHo Ha pucyHke 2-21.

TpebyeTca nepesarpysKa

[LNA NpUMEHEHMA KOHDUIYPALIMKW CeTEBbIX MHTEP(ERCOR ANA BbIGPaHHON CXEMbI CETEBbIX NOPTOE HEOGXOAMMO EbINONHUTL
NepeknyeHe pexMmMa paBoTel aNNapaTHOrO KOMMYTaTopa. JInA sToro HeofixoQMMa Nepesarpyaka yeTpoAcTEa.

Mocne nepesarpyakM yeTpoicTea Bol GyAeTe aBTOMAaTHUYECKH Nepea/ipecoBaHbl HA CTPaHULY aETOpU3aLMK, rae GyneT HeobxogMMo
BbINOMHWTL BXog. Mocne exona, paboTa MacTepa KoH(UrypaluMu GyfeT aBTOMaTHUECKH NPOSOMKEHa CO CNEAYHIWLEro Wara.

b YETEE MepeaarpyauTb YCTPOACTEO M MPOAOIKUTD

Puc. 2-21: MacTep HacTpoliku. MNoaTBepxaeHne nepesarpyskn 451 NepekItyeHns pexnMa paboTbl annapaTtHoro kKoMMmyTaTopa
Ha KoHTponnepe MJ/1IK200

Haatue KHoMku «lepesarpysuTb YCTPOWCTBO M NPOAO/MKUTLY» NPUBEAET K Nepesarpyske YCTPoncTBa, nepeksito-
YeHuto pexxrma paboTbl annapaTHOro KOMMyTaTopa B COOTBETCTBUM C BbIGPAHHOI CXeMOii CETEeBbIX MOPTOB 1 Npu-
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MEHEHMI0 HACTPOEK CETEBbIX MHTepdeicoB. Moce BbINo/HEeHNs nepesarpyskn ycTpoiicTea 6yaeT Bbino/HeHa
aBTOMaTMYeckas nepeagpecauys Ha CTpaHuLy aBTopusaumm (cM. pasgen 1.3), rae Heo6XoauMO BBECTM YUETHbIE
JlaHHble 45 BXoAa B cucTemy. MNocne ycnelHoro Bxofa B cucteMy 6yaeT aBToMaTUyecku 3anylieH mactep Ha-
CTPOIKW Ha Lare crieaytoLMM 3a WaroM KOHQUrypaummn ceTeBbiX MHTEPGIENCoB A1 MPOAOCHKEHUS KOHGUIYPUPO-
BaHWsA yCTpoiicTBa.
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2.7 HacTpoliiku pesepBuMpoBaHUs

[aHHbIiA ar macTepa HaCTPOWKU NpUCYTCTBYET ToNbKo B Web-nHTepdielice ynpaBneHns KoHTpossiepos M/1K210
C NOAAEPXKON OYHKLMN pe3epBUpOBaHNS.

Ecnu paHee, Ha Lware BbIGopa cxeMbl CETEBbIX NOPTOB, OblNa BbibpaHa cxema 6e3 pesepsMpoBaHns (CM. pas-
fen 2.5.2), To HaCTPOoIikM pe3epBrMpoBaHnsa byayT He AOCTYMNHbI. B aTOM cnydvae 06/1acTb HACTPOEK AAHHOrO Lwara
Oy[eT BbIIAAETb TaK, Kak NokasaHo Ha pUcyHke 2-22.

MacTep HacTpoNKH HacTpoiika pesepsMpoBaHus

+f 1. [o6po nomanoeatsb

+ 2. A3bik

3. Mapons yeTpoiicTea HacTpoitka GyHKLUMM pe3epBMPOBAHNA He TpebyeTcA, TaK Kak BbiGpaHHasA CXema CeTeBbiX NOPTOB He MMEET WHTepdeiica
' peaepBMpoBaHNA. HaXMWUTE KHOMKY «[POAOMKUTb», YTOGbI NPOAO/IKUTL KOHDMIypUpoBaHWe ycTporcTea Gea qyHKumMn

4. Xoct peaepBMpOBaHMA.

o 5. lata v BpemA

/ 6. Bbi6Op CXeMbl CETEBbIX NOPTOB Ecnyn HeoBX0AMMO MCMONb30BaTh (PYHKLMIO Pe3ePBUPOBaHNA, BAM HYXHO BEPHYTBCA Ha War Bbifopa cxemMbl CETeBbIX

MOPTOE W BblOPaTh CXeMy, NPEAHaZHAYEHHYH0 ANTA UCNONb30BaHWA C PE3EDEMPOBaHUEM

o 7. KoHturypaumAa ceTeeblx uHTepdencor
= B. HacTpoiKa pe3epBUPOBaHNA

Puc. 2-22: MacTep HacTpoliki. HacTpoiika pesepBupoBaHuns He TpebyeTcs

HacTpoiiku ans cxembl CETEBbIX MOPTOB C NOAAEPKKOW pe3epBnpoBaHUA Ha JaHHOM Lware 6yayT BbIrA4eTb Tak,
Kak nokasaHo Ha pUCyHKe 2-23.

HacTpoiika pe3epBrpoBaHusa NpeanosaraeT OAHOBPEMEHHbII 3anyck MacTepa HaCcTPOIikM cpasy Ha [BYX YCTPOii-
cTBax. B nepeylo ouepedb, Ha KAXOA0M 13 YCTPONCTB HEOOXOANMO Bbi6PaTh PEXUM KOH(UrypUpoBaHus. Ha ogHoM
3 YCTPOICTB BbIGUPAETCA PEXUM KOHDUTypupoBaHus «IM/1K 1», a Ha apyroMm — «MJ1K 2x».

[Janee no TeKcTy yCTPOICTBO C BbIGPaHHbIM pexmmoM KoHdmrypmposarus «MJ1K 1» 6yaet 0603HauaTbcsa NpocTo
Kak ycTporicteo INMJIK 1, a yCTPOIACTBO C BbIGpaHHbIM pPeXUMOM KOHGurypupoBaHus «MJK 2» — ycTtporictso MJIK 2.

[anee B pasgenax 2.7.1 n 2.7.2 npuBoanTCA AeTaslbHOE onvucaHne KoHUrypmupoBaHus B pexmnmax «MK 1»
n «MMJIK 2» cOOTBETCTBEHHO.

B panbHelilwem HacTpoiika hyHKUWin pe3epBupoBaHus M/1K MOXeT 6bITb Npon3BegeHa Ha cTpaHuLe «Pe3epBrpoBa-
HMe» NyHKTa rnaBHoro meHto «MJ1K» (cMm. pasgen 5.5).

2.7.1 Hacrtpoliika B pexume koHdurypupoBaHus «MJK 1»

YCTPOICTBO C BbIGPaHHbLIM PEXMMOM KOHUIrypupoBaHus «MJ1K 1» aBiseTcs OCHOBHbIM U OCYLLECTB/IAET KOH-
dvryprpoBaHue Kak CBOMX COGCTBEHHbIX NapamMeTpoB pe3epBMPOBaHNS, Tak 1 yaan&HHOro BTOPOro yCTpoicTBa
(Ha KOTOpOM BblGpPaH pexnmM KoHUrypupoBaHus «IMJK 2»).

Mpu BbIGOpE pexrma KoHurypuposaHus «MJ1K 1» gocTynHbl cnegyowme HacTPOLiku (CM. PUCYHOK 2-23):

» «IP-agpec atoro MNJ/1K» — IP-agpec gaHHoro /1K (yctpoicTso MN/1K 1) Ha nHTepdieiice pesepBrpoBaHus.
Ha paHHOM wware HacTpolika AOCTYMHa TONbKO ANS YUTEHUS.

Ecnu IP-agpec TpebyeTcs N3MeHWUTb, HEOOX0AMMO BEPHYTLCS K LUary KOH(Urypaummn ceTeBbix MHTepdelicoB
(cm. pasgen 2.6) 1 BbINONHUTL TPEBYEMbIE N3MEHEHUS.
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MacTep HacTpoWKH HacTpoiika pesepBnpoBaHus

< 1. ,D,OﬁpD noxanoBaTbh

o 2. A3bIK B

J 3. Naponb ycTpoiicTea Pemum KoHburypuposanua (@ MIKT () NNK2
4. XocT

+ 5. [lata v epemsA
o 6. BbiGop cXeMbl CETEEbIX NOPTOE

B pexumMe «MJ1K 1» KOH(pUrypupoBaHKe NapaMeTpoR

o 7. Kondurypauus ceTeEblx MHTepdeiicos pezepeupoBaHuR MK ocyllecTENAETCA © STOMD YCTPORCTEA
« 8. HacTpoiika pesepenpoBaHuA .lf‘D-id}AI"_v':II-H)C!ES Hvi_ocyu_ecwnﬂemﬂ Aana gaddoro MK (MK
s ) weToporo (MK 2)

LA ocylWecTBNEHWA KOHUIypMpoBaHuA yeTpoicTea MK 2

noTpebyeTcA BEOJ, YYETHBIX AaHHbIX JUTA ayTEHTHRHUKALMK Ha
eTopoM K. 3Th faHHble 6yAYT HONONHWTENBHO 2aMpPOLLIEHb!
NOCNE HAKATHA KHOMKK «IPUMEHMTE W NPOJOMKUTEY.

JKpaHa

MapameTpsbl
IP-agpec atoro MK 192.168.10.10
IP-agpec eToporo MK 192.168.10.11
TalMayT CUHXPOHM3aLIMKM NPUNOXKEHUA (MC) 5000
TaiiMayT CUHXPOHW33LMK JaHHbIX (Mc) 500
TalmMayT KOH(PUIYPaLMOHHBIX NAKETOB (Mc) 400

Hazap TpPUMEHWTE M NPOAOMTKWTL

Puc. 2-23: MacTep HacTpolikn. HacTpoliku pesepBypoBaHns B pexume KoHdurypmposaHus «IMJIK 1»

» «IP-agpec BToporo M/K» — IP-agpec sroporo MNJ/1K (yctpoictso MK 2). OaHHblii IP-agpec AomkeH 6biTb
B TOW e nogcetu, uto u IP-agpec yctpoiictea MNJ1K 1.

e «TaiMmayT CMHXPOHM3ALNUN NPUIOKEHNS (MC)» — TaliMayT CUHXPOHU3aLMn npunoxeHus. JonycTumblii guana-
30H 0T 1000 go 30000 mc (1-30 c). 3HaueHue no ymondaHuto 5000 mc (5 ¢). 3HayeHre gaHHOoro napamerpa
OyAET CUHXPOHU3MPOBAHO Ha ycTpoiicTeo MJIK 2.

e «TaiMayT CMHXPOHM3AUMUN AaHHbIX (MC)» — TaliMayT CUHXPOHU3aLMKn AaHHbIX. JonycTuMbli gnanasoH ot 50
00 2000 mc. 3HadveHune no ymonyaHuo 500 mc. 3Ha4veHne AaHHOro napameTpa byaeT CUHXPOHU3NPOBaHO
Ha ycTpoiicTeo MNJIK 2.

» «TaimayT KOH(OUIypaUMOHHbIX NAaKeTOB (MC)» — TaiimMayT KOH(DUrypauoHHbIX NakeToB. JonycTumblli gnana-
30H 0T 50 go 2000 mc. 3HaveHune no ymonyaHuto 400 mc. 3HavyeHne gaHHOro napameTpa 6yaeT CUHXPOHW3K-
poBaHo Ha ycTpoiicteo MNJ1K 2.

Mpy HaXKaTK KHOMKU «PUMEHUTL 1 NPOAOIIXUTLY» ByAeT 0TO6PaXKEHO BCMN/IbIBAKOLLIEE OKHO C 3aNpOCOM UMEHU
nosib3oBaTesa U Napons Ans ayTeHTudmkaumm Ha ycTpoiictee MJK 2, Kak nokasaHo Ha pUcyHke 2-24. 3TN faHHble
TpebytoTcsl, Tak Kak KoHUrypupoBaHue ycTpoiicTea MJ1K 2 ocyllecTBsieTcs N0 CETW Yepes CEeTEeBOI HTepdeiic
pe3epBUPOBaHUSA C MCNOMb30BaHMEM NPOTOKoNa SSH.

HaxaTtue kHonku «CKOHMrypupoBatb» NPUBELET K 3arycKy npoLecca KOHUrypmpoBaHus yHKLUM pe3epBupo-
BaHUs Ha ycTpoiicTtBax MJIK 1 n MNJIK 2. Mepepg 3anyckom npoLecca KoHhUryprpoBaHns Heobxoamnmo ybeantbes,
YTO BbINOJSIHEHBI C/1eAyIoLL e OCHOBHbIE YC/I0BUSA:

* Ha 060MX YCTPOICTBaxX, Ha Lare BbIbopa CXeMbl CETEBLIX MOPTOB, BbibpaHa cxema C pe3epBUpoBaHEM
(cm. pasgen 2.5.2);
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HacTtpoiika pesepBupoBaHua

B pexume «MJ1K 1» KOHDUIypUpoBaHWe NapaMeTpoE pe3epeMpoBannA MK ocywecTENAETCA C 3TOMO YCTPOMCTEE.
KonburypupoBaHmWe ocylecTENAETCA ANA fanHoro MUK (NAK 1) w eToporo (MK 2). ByAeT NpeanpyMHATa NONbITKa
CKOHpMrypupoeaTh 3T yeTpoiicTeo (MK 1) u eTopoe yeTpoicTeo (MK 2) ¢ IP-agpecom:

192.168.10.11

Mepes KOHBHUIYPUPOBaHMEM YOELMTECE, UTO BbINONHEHDI CNENYIOWWE YCNOBMA:
o Ha oGoux ycTpoicTeax Ha Wware Boifopa CXeMbl CETEEbIX NOPTOR BbiGpaHa CXEMa C pe3epEUpPOBaHHEM.
o Ha oGoWx ycTpoiAcTBax ceTeBble MHTepdeRchl pe3epBUPOBAHNA WMEIDT PaanuuHble cTaTU4eckue IP-afpeca M3 ogHOA NogceTH.
o 06a ycTpoicTEa hU3MYECKU NOAKNKYEHB] Mexy coGoii Yepes ceTeBble MHTepdechl pe3epBUPOBaHHA.

[LnA yenelwHol koHdurypauwn yetpoicTea MK 2 Heo6xogMMOo NPefoCcTABMTE YYETHbIE laHHbIe ANA ayTEHTUHMKALWK Ha
ycTpodcTee MK 2:

WMA Nonb20BaTend oot
Mapone  eess *

HamMHTE KHOMNKY «CKOH(PUIypUMPOBaTL», YToBb! HAYaTh NPOLECT KOHBWIYPUPOBAHMA. HEMMMTE KHOMNKY «OTMeHa», UTOBbI OTMEHMTE

KOH(UrypupoeaHme.
() "-UEN  CKOH(MIYpUPOBEaTE

Puc. 2-24: MacTep HacTpolikv. 3anpoc UMeHW Nosb30BaTens U Napons ANs ayTeHTudmkaumm Ha yctpoiictee MK 2

* Ha 060MX YCTPOWCTBax CeTEBbIE NHTEPMENiChI pe3epBMPOBaHMA UMEIT pas/inyHble cTaTnyeckne |IP-agpeca
13 OfHOI NoaceTy;

» 06a ycTpoiicTBa (hm3nyeckmn NoAKIUEHbI MeXay cob0i uepes ceTeBble UHTEPAIEChbl pe3epBMPOBaHNS;

* Ha ycTpoiicTse MJIK 2 3anyLleH npoLecc OXMaaHus OKOHYaHUS KOH(PMIrypmpoBaHns ycTpoicTea (CM. pas-
aen 2.7.2).

Bo Bpemsi npouecca KoHurypmpoBaHms 6ygeT oTobpaxaTbCa OKHO, MOKa3aHHOE Ha PUCYHKe 2-25.
HacTpoiika pesepBupoBaHUA

L L

Konpurypauua pezepenpoeaina CODESYS, nomanyiicTa nogomaMTe. ..

Puc. 2-25: MacTep HacTpoiiku. MpoLecc KOH(hUIyprpoBaHUs pe3epBUpPOBaHMS

Ecnu B npougecce KOHUrypupoBaHusl Npon3onagT olmoka, To byaeT 0ToGpaXkeHo OKHO € MHdhopMauueii 06 owné-
Ke, NoKasaHHoe Ha pucyHke 2-26.
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HacTpoiika pesepBupoBaHusA

LL L

He yaanoch cKOHHUIypupoBaTh pesepenpoeaHue CODESYS

He yoanock NonyduTs myGnuuHbIR SSH-kNoY yaanéHHoro yana. Bo3aMoMHO yKasaHbl HEBEPHBIE MMA NONb30BATENA WNKW Naponb ]

Puc. 2-26: MacTep HacTpoliku. Owmnbka KOH(UIyprpoBaHUst pe3epBrpOBaHUst

KHonka «MoBTOpUTb» NO3BOJISET BbINOHUTL MOBTOPHYIO MOMbITKY KOH(IMIYPMPOBAHNUS! C TEMM Xe NapaMeTpamm.
HaxaTne KHOMKW «3aKpbITb» NPUBEAET K 3aKPbITUI0 BCMN/IbIBAIOLLETO OKHA, MOC/E YEr0 MOXHO BbINOMHUTL U3MEHe-
HME NapaMeTpPOB Pe3epBMPOBaHNS 1 NOBTOPUTL NpoLeaypy KOH(IMIypUpoBaHWSI.

B cnyyae ycrnewHoro 3aBepLieHnst KOHPUIypupoBaHus 6yaeT oTo6pakeHo OKHO, NMoKa3aHHOE Ha PUCYHKe 2-27.

HacTpoiika pesepBupoBaHusA

L

Pesepeupoeaxne CODESY'S ycnelwHo cKOH(UrypupoBaHo

MpogomxuTb

Puc. 2-27: MacTtep HacTpolik1. YcnelwHoe 3aBeplueHne KOHhMIrypupoBaHus pe3epBrpoBaHus

Haxatne kHomnku «MpogomxnTb» NPUBEAET K Nepexody Ha CneayroLwuii war mactepa HacTPOMKU.

2.7.2 Hactpoiika B pexxume koHcurypuposaHusa «MJ1K 2»

YCTPOWCTBO C BbIBPaHHbLIM PEXMMOM KOHUIypupoBaHus «MNJ1K 2» sBnsieTcst BeA0MbIM N0 OTHOLLEHWUIO K YCTPOIA-
ctBy MK 1 1 ocyLlecTBAAET MWL OXUAAHNE OKOHYaHWUA KOH(UIYpUPOBaHMS NapamMeTpoB pe3epBrpoBaHns
ycTpovicteoMm MNJ1K 1.

Mpwu BbIGOPE pexnma KoHdurypupoBaHus «MJ1K 2» okHO MacTepa HacTpoliku ByAeT BbIrALETh Tak, Kak nokasaHo
Ha pUCyHke 2-28.

B okHe ByaeT oTobpaxaTbes NuLlb 3HaveHne |IP-agpeca gaHHoro NJ/1K, CKoHhMryprnpoBaHHOro Ha CETeBOM MHTEp-
dheiice pesepBupoBaHus. JaHHoe 3HauyeHne |IP-aapeca fO/MKHO ObITb BBEAEHO B KaUeCcTBE 3HAYEHUs napamerpa
«IP-agpec BToporo MJ/IK» Ha ycTpoiicTte MK 1 (cm. pasgen 2.7.1).

[Ans n3vereHns |P-agpeca ceTeBoro nHTepdielica pesepBrpoBaHns HEOOX0AMMO BEPHYTLCSA K Luary KoHdurypauum
ceTeBbIX MHTEPecoB (CM. pasaen 2.6).

HaxaTne KHomku «[poaomkuTb» NPUBEAET K 3amycKy npoLecca 0XuaaHusi OKOHYaHUsi KOHdUrypuposaHusi. Mpu
3ToM GyaeT 0ToGpakaTbCs BCM/IbIBAIOLLEE OKHO, Kak MOKa3aHo Ha pucyHke 2-29.
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MacTep HacTpoiKun HacTpoiika pesepBupoBaHus

¥ 1. NoGpo noxanosats 3nECh MOMHO HACTPOUTH QYHKLWKD pesepBrpoeaHMA MITK (

v 2. A3bIK

J 3. Naponb ycTpoiicTea Pexum KoHpurypupoeanma () NNK1

J 4. ¥oeT BoiGepuTe poBaHiA JanHoro MNK

+ 5. [laTa v BpeMA

6. BuiGop cxembl CETeBbIX NOPTOB B pexumMe «[/1K 2» KOHMIYpUpOBaHWE NapaMeTpoB

+ 7. KoHUrypauma ceTeebix WHTepheicos pesepeupoBaHuA MJIK ocywecTenAeTCA ¢ yocTpoiicTea MK 1
» 8. HACTPOIiKa pe3epBHpOBANUA Mocne HAKATUA KHOMKK «[TPUMEHUTDL U NPOAOMKUTL» HA

aKpaHe GyneT oToGpaMeHO OKHO OMWLAHWA 38BEpLLEHWA

9. HacTpoiiku SSH KOHGWUIYpUpPOBaHWA NapaMeTPOB pe3epEMpoBaHuA MIK.

10. HacTpoiikm FTP

11. KoHbMrypauma MEXCETEBOMD 3KpaHa MapameTpbl
12. 3aBepluieHune

IP-apgpec aToro MK 192.168.10.11

IP-agpec sToro MK

3aKpbiTh MacTep HaCTPOHKK Hasag MpPUMEHUTD U NPOACTIHUTD

Puc. 2-28: MacTtep HacTpoliku. HacTpolikvi pe3epB1MpoBaHUs B pexxmme KoHurypuposaHus <MK 2»

HacTpoiika pesepBMpoBaHnAa

B pexume <MK 2» kOHbUrypUpoBaH1e NapaMeTpoB pesepenpoeaHKA MK ocywecTenAeTcA ¢ yeTpoicTea MK 1. Ha atom
YCTPOWCTBE BLINONHACSTCA OMMAAHME OKOHYaHMA KOHDUIypMpoBaHuaA c ycTpoicTea MIK 1. IP-agpec aToro ycTpoiicTBa Ha ceTeEoM
wHTEpdeiice pe3epEMPOBaHUA:

192.168.10.11

3ToT IP-afpec HeoBxoauMo BBECTH B None «IP-agpec eToporo MIK» Ha yeTpoiicTee MK 1. 3ageplunTe KOHPUIypaumo GyHKUMK
pesepBUpOBaHMA Yepes Beb-MHTepdeic ynpaBneHMA yeTpoiicTea MK 1 ¢ ucnonbaceaHMemM MacTepa kKoH@Urypaumm Boibpae
PENUM KOHPUIYypUpoBaHua «MJK Ts.

Koraa koHburypuposaHne GyaeT saBeplueHo, B AaHHOM OkHe GyAeT BbiBeAeHa COOTBETCTBYOWaA MHopMauma. Mocne
3aBeplIeHNA KOHGUIYPUPOBaHWA BYAET AOCTYNHA KHOMKA «[POAOMMMTL», NOCNE HAXAaTUA KOTOPOIA BYOET BbINONHEH NEPEXOA K
CreAyoLLEemMy LWary MacTepa HacTPOMKW. Bbl MOXETe NPOMYCTUTL OXUAAHWE OKOHUAHWA KOHBUrypaumm B nto6oi MOMEHT W cpa3y
nepeiiTi K Criefyiolemy Wary MacTepa HAaCTPORKK HAXaB KHOMKY «[ponycTUTb W NPOACIKUTb.

OMUAIHKE OHOHYAHMA KOHPHIYPUPOBAHMA. ..

OtMeHa  TponycTUTb M NPOAOITEUTE

Puc. 2-29: MacTep HacTpolikv. OxugaHme oKOHYaHUSi KOHCOMIYpPUPOBaHUS pe3epBUPOBaHUS

[nsi npekpaLLeHns 0XnaaHUsi OKOHYaHUSI KOH(PUIYPUPOBaHUSI HEOBXOAMMO HavkaTb KHOMKY «OTMeHa». B 3ToM
cnyyae oxugaHue GyfeT npekpalleHo, a BCn/ibiBatolLee 0KHO 3aKpbITO.

Mpy HEOBXOAMMOCTMN MPOLECC OXMAAHUS OKOHYAHUST KOH(PUTYPUPOBaHNSA pe3epBUPOBaHNS MOXHO NPOMYCTUTD.
[lns 3TOro B OKHE 0XMAaHUS OKOHYaHUS KOHOUIYPUPOBaHNSE HEOBXOAMMO HaxkaTb KHOMKY «[ponycTutb 1 npoaon-
XUTb». [laHHOEe AeiiCTBME HMKAK HEe NMOB/USET Ha YCMELHOCTb OKOHYaHNs KOHhUryprpoBaHus hyHKLUN pe3epBu-
poBaHus ¢ ycTpoiictea MJIK 1.

B cnyvae ycrnewiHoro 3aBepLieHns KOHUIryprpoBaHus 6yaeT oTo6paXkeHo OKHO, NoKasaHHOe Ha pucyHke 2-30.
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HacTpoiika pesepBupoBaHUA

PezepevpoeaHie CODESYS ycnelHo cKOHGpUIypMpoBaHo

MpogomKuTh

Puc. 2-30: MacTtep HacTpoliki. YcnelwHoe 3aBeplueHne KOHhMIrypupoBaHus pe3epBrpoBaHuns

HaxaTne kHomnku «MpogomxnTb» NPUBEAET K Nepexody Ha CneayroLwunii Wwar mactepa HacTPOMKu.
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2.8 Hactpoliiku SSH

Ha fgaHHOM wware mactepa HacTpOKIX BbINO/THAETCA HACTPOiKa napaMeTpoB A0CTyNna K YCTPOWCTBY C UCMNO/b30Ba-
H1neMm SSH-npoTokona (CM. pUcyHok 2-31).

MacTep HacTpONKH HacTtpoiiku SSH

+ 1. o6po noxanoeaThb

W 2. flabik

3. Maponb ycTpoiicTea BrniouuTs SSH-cepeep

W 4. Xoct

+ 5. [1ata v BpeMA MNopt 22

+ 6. BbiGoOp cxeMbl CETEBbIX MOPTOB

+ 7. Koudmrypauws ceTeBbix nHTepdeiicoB

+ 8. HacTpoiika pe3epEUpOBaHUA

« 9. HacTpoiikn SSH PaspeluTs Nonb3oBaTento «roots BXOA NO Naponto
10. HacTpoiiku FTP

SSH knio4m

HeT nyGnuuHbIX KNouei.

No6aeuTb KoY
Puc. 2-31: MacTep HacTpoiiku. Hactpolika SSH

HacTpoiika «BkiounTe SSH-cepBep» npegHasHaveHa 418 BKAKYEHWS UK OTK/IYEHNST aBTOMATUYeCKOro 3anyc-
Ka cnyxobl SSH-cepBepa npu 3anycke CUCTEMBI.

OTkNtoueHne cnyx6bl SSH-cepBepa HEBO3MOXHO B C/lyyae Bbi6opa CXeMbl CETEBbIX MOPTOB C NOALEPXKKOW hyHKLMN
pe3epBupoBaHns Ha KoHTposnepe MJ1K210.

Mpy HEOBXOAMMOCTUN OTK/IOYEHNS CNYXObI SSH-CcepBepa pekoMeHAYEeTCs BbINOMHUTL PYUHYH0 HACTPOViKy cepBepa
Dropbear (cm. pasgen 4.3.2), ocTaBuB B CN1cke MHTEP(ENCOB TONbKO CETEBOV MHTEPAHeiic pe3epBrpOBaHuS.

Homep TCP-nopTta, Ha koTopom 6yaeT 3anyLeHa cnyxba SSH-cepBepa, ykasbiBaeTcs B nose «opr».

HacTpoiika «Pa3pelunTb nonb30BaTento ,foot" BXos No Naposito» onpeaenseT BO3MOXHOCTb aBTopu3aLmm ¢ uc-

Nnonb30BaHNEM NaposiA NPU NOAKIYEHNUN C UCNONb3oBaHneM SSH-npoTokona. Ecnn faHHasa HacTpoiika OTK/H0-
yeHa, TO aBTOpU3aLMs MO NAPO/o A8 NoNb30BaTeNs «root» 6yaeT oTk/YeHa. B 3ToM cnyyae BXof, B CUCTEMY
yepe3 SSH BO3MOXEH TOMbKO € MCNONb3oBaHneM SSH-kntoyeit (cMm. pasgen 2.8.1).

«YnpaB/ieHne» NyHKTa raBHoOro MeHwo «Cuctema» (cm. pasgen 4.3.2), a ynpasneHme SSH-ktouamMmy — Ha BKiaake

i B panbHeiilem HacTpoiika cnyx6bl SSH-cepBepa MOXET 6biTb U3MEHeHa Ha Bkiaake «JocTyn no SSH» cTpaHuupl
«SSH-koUM» TON Xe CTpaHnLbl.

2.8.1 SSH-kntoumn

B nogpasgene Hactpoek SSH «SSH-kNoun» BO3MOXHO A06aBUTb OAMH UM HECKO/IbKO MYyBANYHbIX SSH Kouei.
211 SSH kNoum 6yayT MCNoNb30BaHbI A/19 BbINOSIHEHWSA aBTOPU3aLUN.

[nsa nob6asneHus HOBOro Ny6nnYHOro kya HeobxoAMmMo BCTaBUTb CTPOKY Ny6smyHoro SSH knoua nnv nepera-
LWKMTb «.pubx» chaiin B nosie BBOAA K/1Ho4a M HaxKaTb KHOMKY «06aBuTb». YCNeLwHo go6aBneHHbli SSH ko4 6yaeT
0TOOpaXEH Ha CTpaHuLe, Kak MoKa3aHo Ha puUcyHke 2-32.
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SSH wmoun

root@plc210
RSA, 2048 GuT b
ARALR3NzaClycZERRRRADAQAERRARAQCHH KicFeJLCyE QFQQEWhdXxGEF1ISilwinsZR

NobaeuTb KMoy

Puc. 2-32: MacTep HacTpolikv. Jo6aBneHHbIn SSH ktou

Ha koHTponnepe M/IK210 ¢ ncnosib30BaHNEM CXEMbl CETEBbLIX MOPTOB C NOAAEPXKKON (DYHKL MM pe3epBMPOBaHUS

BO BpeMsi KOHPMIyprpoBaHus peseperposaHmns (CM. pasgen 2.7) asTomaTuyecku BbiNosHAEeTCA fJobasneHve nyo-
nuyHoro SSH kntoya BToporo (pesepsHoro) MNJ1K. YaaneHue sToro kntoya MOXET NPUBECTY K HapyLLEHWNIO HEKOTOPbIX
hyHKLMIA pe3epBMpPOBaHNSA, ONMUCaHHbIX B pasaene 5.5 AaHHOro pykoBOoACTBa.

[na ypaneHnsa nob6aBneHHOro kiwya Heobxo4MMOo HaxkaTb KHOMKY C KpacHbIM KPecTUKOM cripasa OT UHhopmaumm
0 koYe. Mpu aToM ByaeT 0TO6paXKeHO BCN/bIBAIOLLEE OKHO C 3anpoCoM MOATBEPXAEHUS YaaneHUs Koya, Kak
nokasaHo Ha pucyHke 2-33.

YaanuTe KNy

Bbl BeWCTEWTENBHO XOTHTE YAANWTh Cregyrowmia SSH knwou?

3sh-raa
ARRARINzaClyc?EARRADAQRARARMRAQDCHHZKOX InNiKHShS+frINrWCBRX 7 0UTME 1 +wINQShHpLsKeQniLPmivpOcR1ah01VCYh2H/ uH
S92UTBEWL 7 BCcSAPVwZbglyiH9MaDdUgafE4agyVSNAFAZJzYR4A1 CeaLZEaXE0Ue TVZquiWSihRefl luxH

SvhDa/03xMVh22 3YEeNebgl KEBFST4XAQTAC1V+e9Z 50wWh{YNSFPBYFQS9fhOinK4T4+eyFhdEol 6t 7xRAHON2hIT0Y¥g

S¥g5oleuR4ve eWwnMDSUJPAW1IVEYu] rSMm3G5FAZV2t0g6eSK0ACZxEP]1 Hka Smz08 xKi cFodLCgaQFROKWhdXxGGF1 151 1wWna ZR
root@plc2l10

OTmeHa

Puc. 2-33: MacTep HacTpoliku. MoareepxaeHne yganenus SSH knoua
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2.9 Hactpoiiku FTP

Ha gaHHOM ware mactepa HacTPOWKM BbINOMHSAETCA HACTpolika napameTpoB FTP-cepeepa (CM. pUCYHOK 2-34).

MacTep HacTpoHKn HacTtpoiikun FTP

1 ﬂoﬁpono)g(anoga'rb 30ech Bbl MOKETE HACTDOWTD NapaMeTpbl FTP-cepeepa. Bonee LeTanbHYK HACTDo ETR-raneana ha e
o 2. A3blk MyHKTe «FTP» MeHio «Cryx 6t
¥ 3. Mapono ycTpoiictsa BrnounTb cnyxby FTP
4. Xoct
+ 5. laTa n Bpema
+f 6. BbiGop cxeMbl CETEBbIX NOPTOR WmA nonbsosatens ftp
+f 7. KoHburypauus ceTeebix MHTEpheidcos
+ 8. HacTpoiika pesepBMpoOBaHHA
+ 9. HacTpoiikk SSH
= 10. HacTpoiiku FTP
11. KoHHUrypaLma MeXCeTeBoro akpaHa
12. 3aBeplwienne

Maponb see *

JomaluHWi KaTanor J/mnt/ufs/home/ftp/in v

Hazapg, MpUMEHWUTE W NPOAOITKNTE

Puc. 2-34: MacTep HacTpoliki. HacTpoiika FTP

HacTpoiika «BknounTe cnyx6y FTP» npegHasHayveHa AN BKAOYEHNS WK OTK/IOYEHUSA aBTOMATMYECKOro 3anycka
cnyx6bl FTP-cepBepa npu 3anycke cuctembl.

Vimsa nonb3osarens ansa gocryna k cogepxvmomy FTP-cepsepa yka3aHo B nose «/Msa nosib3oBaresisa» n He MOXeT
6bITb M3MeHeHo. Maponb AN NoNb30BaTENA YKa3blBaeTCsa B none «aponb».

B BbinagatoLem cnucke «JlomallHuii katanor» BeloupaeTcs NyTh K AoMaluHeMy katasnory FTP-cepsepa.

B panbHeiieM HacTpolikn cnyx6bl FTP-cepBepa MOXHO M3MEHUTb Ha cTpaHuue «FTP» pasgena rnaBHOro MeHo
i «Cnyx6bl» (cMm. pasgen 6.5).
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2.10 KoHdmrypaums MeXxceTeBoro aKpaHa

Ha gaHHOM wware MacTepa HacTPOWK/ BbINOJSIHAETCSA HACTPOIKa NpaBni MEXCETEBOIO 3KpaHa A/1s1 NOAK/IOUEHNS
k rnobanbHoi cetn (WAN).

B TOM cnyyae, ecsiv Npuv BbINO/THEHWUM HACTPOIKKM Gblia BbiIGpaHa cxema CeTEBbIX MOPTOB 6e3 NOoAKIHYEHNUS K [/10-
6anbHoii cetn (WAN), HaCTPOVKM MEXCETEBOIO aKpaHa GyayT He AOCTYMHbI. B 3TOM cnyyae 06/1acTb HacCTpoOeK
[JaHHOro Wwara 6yAeT BbIrAAeTb Tak, Kak Noka3aHo Ha pucyHke 2-35.

MacTep HacTpoAKn Kondmrypaumsa mexceTeBoro akpaHa

+ 1. [loGpo noxanoeatb

+ 2. Asbik

+ 3.Maponb ycTpocTEa

+ 4. XocT

o 5. [ata u BpemA

+ 6. Boibop cxembl cETEBBIX NOPTOB

KoHUrypauus Npaeun MEXCETEBOTO 3KPaHa He TpefyeTcs, Tak Kak BblBpaHa CXeMa CETeBbIX NOPTOE ycTpoAcTEa Ges
ucnonb3oeaHuA WAN nogrnioueHus.

7. KoHurypalna ceTeEblx uHTepeiicos
+ 8. HacTpoiika pesepEMpOBaHNA

+ 9. HacTpoiiku SSH

+ 10. Hactpoiikm FTP

Haaap, TpUMEHNTE W NPOAOMIKHTL

Puc. 2-35: MacTep HacTpoliki. HacTpoiika MeXCceTeBOro akpaHa He TpebyeTcs

[Nsi cXembl CEeTEBbIX MOPTOB C MOAK/UEHNEM K rnoGanbHoli cetn (WAN) HacTpoiiku MeXceTeBoro akpaHa s
JlaHHOTO Luara 6yayT BbIFSAETb TaK, Kak Noka3aHo Ha pUcyHke 2-36.

Kaxpas HacTpoiika No3BONSET OTKPbITb AOCTYN U3 rnobasbHoi cetn (WAN) K onpefenéHHbIM cnyxbam (ecnm Ha-
CTpOiiKa BK/IOYEHA — JOCTYN pa3peLléH, ec/iv BbIK/loYeHa — AO0CTYM 3anpeLuéH):
e «HTTP» — pgoctyn k Web-nHtepgeiicy LUCI no npotokony HTTP (no ymonuaHuto TCP nopt 80).
e «HTTP Secure» — pgoctyn k Web-nHTtepdelicy LUCIl no npotokony HTTPS (no ymonyanuio TCP nopt 443).
» «Secure Shell (SSH)» — pocTyn K ycTpoiicTBy no npotokony SSH (no ymonuaxuio TCP nopt 22).

* «File Transfer Protocol (FTP)» — gocTyn K ycTpoicTBy no npotokony FTP (no ymonyaHuio TCP noptbl 21
1 10050-10100).

* «Beb BU3yanusauua» — gocTyn K Be6-susyanmsaumm CODESYS (no ymonudaHuio TCP noptel 8080 1 8443).

¢ «CpefcTBa oTnagku» — otnagoudHble cpenctsa CODESYS (no ymonuyanuio TCP nopt 11740, UDP
nopt 1740).

* «ModBus TCP» — poctyn k ModBus TCP uHtepdeiicy CODESYS (no ymonuyanuio TCP/UDP nopt 502).
* «OPC UA» — poctyn K OPC UA untepgpeiicy CODESYS (no ymonuaHuio TCP/UDP nopt 4840).

B panbHeliem HaCcTPOVKM MEXCETEBOro aKpaHa MOXHO M3MEHWTL Ha CTpaHuLe «MexXceTeBol akpaH» pasaena rnas-
HOro mMeHto «CeTb» (CM. pa3gen 7.5).

http://owen.ru 43 /228


http://www.owen.ru

KpaTkoe onmcaHne 0CHOBHbIX (hyHKUMA Web-uHTepdelica ynpaBneHnsi KOHTPO/IEPOB...

TN-UG-OWRT-LUCI-R3

MacTep HacTpOAKKn

+ 1. [oGpo noxanoeatb

+ 2. A3sbik

+ 3.Maponb ycTpoicTEa

+ 4. Xoct

+ 5. [laTa W EpeMA

+ 6. BoiGop cxembl CETEBbIX NOPTOR

+ 7. KoH{urypauma ceTeeblx uHTepeiicos
+ 8. HacTpoiika pesepEMpOBaHHA

+f 9. HacTpoiiku SSH

+ 10. HacTpoiikm FTP

= 11. KoHdurypaluua MemceTeBoro aKkpaHa

12. 3aBeplieHne

KoHdurypauma MexceTeBoro sKpaHa

HTTP Secure

06wme cny6bi U NPOTOKONbI

BesonacHbii shell (SSH)
File Transfer Protocol (FTP)

CODESYS sapo INJIK

Be6 Bn3yannsauma

CpepacTea 0TNaaku

MpoTokonbl 06MeHa ¢ NoneBbIMHU YCTPORCTBaMMN

ModBus TCP

OPCUA

NONEEbIMH YCTPORCTEEMM M3 IMOGaNbHOM CeTH (WAT

|

|

Hasap, MpUMEHUTE M NPOACIIKNTL

Puc. 2-36: MacTep HacTpoiikn. HacTpolikn MexceTeBoro akpaHa

aen 2.8).

(cm. pasgen 2.9).

No6ble OTKPbIThIE MOPTbI BO BHELLHIOW (F106a/1bHYI0) CETb MOTYT NPEACTaBNATL CEPbE3HYHO YrPo3y 6e30MacHOCTM.

OTKpbIBas BO BHELLHIOW ceTb goctyn k Web-uHtepdoelicy LUCIl no npotokonam HTTP unn HTTPS, cneayet o6sa3a-
TebHO N03ab0TUTLCSA 06 YCTaHOBKE C/IOXHOIO Naposia Ans Bxoda (CM. pasgen 2.2).

OTKpbIBas BO BHELLHIOW CETb A0CTYN K Be6-Bu3yanusauum CODESYS, cpeacteam otnagku CODESYS, wuHam
OPC UA nnn ModBus TCP, cnefyeT NOHUMAaTh, YTO faHHble CNyx06bl 6yayT AOCTYMNHbI I060MY BO BHELLUHEN CeTn
6e3 Kakoin-nnbo aBTopm3aLuu.
OTKpblBas BO BHELLHIO CETb JOCTYM MO NpoToKony SSH, cneayeT o06a3aTenibHO N03aboTuTbes 0 6e3onacHoM napone
WM BK/IIOUMTL aBTOPU3aLIMIO TOBKO C UCMO/b30BaHMeM SSH-k/oYeit, To ecTb 3anpeTuTb BXOA No naposto (CM. pas-

OTKpbIBas BO BHELLHIOW CETb AOCTYN Mo npotokony FTP, cnepyet o6sA3arenbHO No3aboTuTbeA 0 6e3onacHoOM naposne
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Ha ctpaHuue «O630p» pasgena «CocTosiHue» oTobpaxaeTcs cBofHasA MHopMaums o TeKyLLLEM COCTOSHUN
yCTpoicTBa. BHelwHuiA Bug, ctpaHnubl «O630p» NokasaH Ha pucyHke 3-1.

& plc210 - O6zep - LuCl X + - O *

< ¢ @

O & 172.16.0.1/cgi-bin/luci/admin/status/overview b ﬁ In @ '@.

OIBIEH

s ABTOOGHOENEHHE BHNIOYEHD

BblidTH

HanpAxeHue GaTapeq Uacoe
Temnepatypa

KaHan nuTaHus 1

KaHan nuTaHuA 2

CoctonAqke USBE

COCTORHME ¥ plcz10
O6aop CocTosHue
MeskceTeBoit sKpaH
Cucrema

MapLpyThi

WmM#A xocTa plc210
Tpaduky 8 peanbHom Mogenb OWEN PLC210-01
BpeMeHi

CepuitHbli HoMep
JypHanb!

e ApXWTEKTYpa ARMVT Processor rev 2 (v71)
Cucrema b BepcuA NpoLLMBKK plc210redu 2.0.0814.0957
MK » BepcuA AOpa 4.19.94-rt39-ti-owen

) NokanbHoe Bpema 2020-08-19 17.57:37 +0300
CrywGbl P
BpemA paboTbl 3u 9M 16C
CeTo »
CpefiHARA 3arpyaka 1.33,1.92,1.75
CratucTuka b
MNp1unHa Nnepesarpyaku MuTanne

3065 MB (good)
47.8°C

He nogrnioueHo
MoaxknuyeHo

He nofxntoueHo

nnK
Aapo NMJK CODESYs
Bepcua agpa MK 3.5.16.0
CocToaHue Aapa MK PaGoTaer
MonbaoBaTensbCKoe NpMADKEHUE PafioTaeT

MocnegHese UCKMOYEHWE

OnepaTuBHasa namaTb (RAM)

WcnonbzoeaHo

Mm#A: Easy_Redu
WMameneno: 10.07.2020 12:57:24

Nothing

68.39 MUb / 243.58 Mub (28%)

-

Puc. 3-1: CtpaHuua «O630p»

CTpaHuua «O630p» pasaeneHa Ha HeCKO/bKO Nofpasaesios:

¢ «Cunctema» (cM. pasgen 3.1.1);

o «[/1K» (cm. pasgen 3.1.2);

* «OnepatnBHasa namsatb (RAM)» (cMm. pasgen 3.1.3);

¢ «COCTOSIHME NOPTOB CETEBbLIX NHTEpPdencoB» (CM. pasgen 3.1.4);

* «CeTtb» (cM. pasgen 3.1.5);

¢ «AkTMBHbIe DHCP apeHabi» (cMm. pasgen 3.1.6).
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3.1.1 Nopgpasaen «Cucrema»

MmA xocTa

Mogens

CepWiHbIA HOMEep
ApxuTexTypa

BepcuA NpoWWEKK
Bepcua agpa
JokanoHoe BpeMa
BpemA paboTbl
CpeaHAs 3arpyaka
MpWUYKHa Nepesarpyaku
HanpaxeHue GaTapeu 4acos
TemnepaTypa

Kanan nuraHua 1

Kanan nutanmAa 2

CoctoAHue USB

plc210-2

OWEN PLCZ210-01

ARMV7 Processor rev 2 (v71)
plc210 2.0.0811.1002
4.19.94-rt39-ti-owen
2020-08-25 15:15:51 +0300
04 9m 29¢
0.53,0.45,0.27
MuTanuwe

2986 MB (good)

35.8°C

MopknKYeHo

He nogrnioueHo

He nogxknioyeHo

Puc. 3-2: CocTosiHue. MNoapasaen «Cuctema»

B noapasaene «CuctemMa» cTpaHuLbl «O630p» (CM. PUCYHOK 3-2) NPMBOASTCS OCHOBHbIE NapaMeTpbl CUCTEMbI:

«mMsa xocTa» — MMS cUCTeMbI (MMS XocTa);

«Mogaenb» — Mofaenb YyCTPOICTBA;

«CepuitHbIi HOMep» — CepWiiHbI HOMep YCTPOIACTBA;

«ApPXUTEKTYpa» — MOAE/b 1 apXUTEKTYpa NpoLeccopa;

«Bepcusi NpoLLnBKM» — BEPCUS NPOLLMBKY;

«Bepcus sgpa» — Bepcus sapa onepaumoHHON CUCTEMBI;

«JlokasibHoe BpeMsi» — TekyLume AaTta U Bpems;

«Bpemsi paboTbi» — BpeMs paboTbl YCTPONCTBA (C MOMEHTA BK/IHOUEHNS);

«CpefHssa 3arpyska» — Tekylme 3HadeHns cpegHei 3arpysku [3] (cpegHue 3HadeHns 3a 1, 5 n 15 MUHyT);
«[MpuunHa nepesarpysku» — onmncaHne NpUYnHbLI NOCNeHel nepesarpysku;

«HanpshkeHne 6atapen YacoB» — 3HaUEHNe HanpsHKeHVsl 6atapen YacoB (3HaUeHMe U3MepsieTcs NP BKO-
YeHuW, fanee — OAuH pas B cyTku)';

«Temneparypa» — 3Ha4yeHue farymka Temneparypbl, yCTAHOBIEHHOTO Ha nnare yCTpOVICTBaZ;
«KaHan nutaHusa 1», «KaHas nutaHust 2» — cocTosiHue 1-ro 1 2-ro KaHasioB r||/|TaH|/|s13;

«CocTtosiHme USB» — cocTtosiHue USB nogxntodeHuns. B gaHHOR CTpoke oTobpaxaeTcsl MHhopMauusi 0 CKOpo-
cTn nogkntoyéHHoro USB ycTpoiicTBa (CM. PUCYHOK 3-3), a Takke nHhopmauusi o neperpyske no Toky, B Cry-
yae eé BO3HUKHOBEHUS (CM. PUCYHOK 3-4)*.

MeaknoyeHo High-speed ycTpoiicTeo

Puc. 3-3: CoctosiHue. Moagpasgen «Cuctema. MiHdhopmauusi o ckopocTu nogkitoueHns USB ycTpolicTee

! MapameTp oTcyTcTBYET B Web-uHTepdelice ynpasneHus koHTpossiepos CrK.
2 MapameTp oTcyTcTBYET B Web-uHTepdelice ynpasneHus koHTposiepos CriK.

3 Napametp otcyTcTBYeT B Web-uHTepdeiice ynpasnenus koHTposnepos CMK. B Web-uHTepdelice ynpasnerus koHTponnepos M1K200
NPUCYTCTBYET TO/ILKO napameTtp «KaHa nutaHus 1».

4 MapameTp oTcyTcTBYET B Web-uHTepdelice ynpasneHuns koHTpossiepos M/1K200.
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MpeEbiWeHUe NOTREGNEHUA MO TOKY

Puc. 3-4: CocTtosiHne. Mogpasgen «Cuctemax. MHchopmauusi o neperpyske no Toky Ha USB uHTepdelice

3.1.2 NMopgpasgen «MJ1K»

Anpo NNK CODESYS
Bepcua agpa MK 3.5.14.30
CocToanue agpa MNNK PafBoTaeT
Monb3aoeaTenbokoe NPUNoMEHHE He sanyweno
MocnegHee MCKNOUEHUE Nothing

Puc. 3-5: CoctosHue. Mogpasgen «MN/1K»

B nogpasgene «M/1K» ctpaHuubl «O630p» (CM. pUcyHOK 3-5) npuBoasaTcs napameTtpbl doyHKkumia MNJ1K ycTpolicTsa:
e «Appo MNIK» — HanmeHoBaHue ncnonb3yemoro aapa MN/k;
* «Bepcusa agpa MNJIK» — Bepcusa ncnons3yemoro sgpa MNskK;
* «CocTosiHne agpa MNJ1K» — coctosHue agpa MNJ1K. MoXeT npyHuMmarth 3HaYeHus:
o «PabotaeT» — agpo MNJIK 3anyuweHo 1 paboTaer,
o «OcTaHOBNEHO» — AAp0 MJIK OCTaHOBMEHO U He paboTaeT.

* «[lonb3oBaTeNIbCkoe NPUIOXEHNE» — KpaTkasi MHGopMaLys O NOMb30BaTe/TbCKOM NMPUIOXEHNUN. MOXET Npu-
HMMaTb OAHO M3 C/lefyHoLLIMX 3HAYEHWIA:

o «PaboTaeT» — nosib3oBaTe/IbCckoe NnpUNoXeHne 3anyueHo n pa60TaeT;
o «He 3anyLweHo» — Nnosib30BaTe/IbCKOE NPUIoKeEHNE He 3anyLLEeHo;
o «OCTaHOB/IEHO» — MNOJIb30BaTE/NIbCKOE NPUIOXEHNE OCTAHOB/EHO;

o «McknoueHne» — pa6oTa Noib30BaTENIbLCKOrO NPUIOXKEHNS Gblla NpepBaHa 13-3a NPOU30LLEALLIETO
UcktoUeHust. MIHchopmaumsi o nocsieiHeM Npov3oLleem UCK/oYeHn npueeaeHa B nose «MocnegHee
NCK/TOHEHME.

Ecnv nonb3oBaTesibckoe NPUIoXKEHNEe 3arpyXeHo, BbIBOAUTCS Crieaytowas 4onofHuTebHas MHdopMauus
0 NpUIIoXeHun (CM. MPUMEP Ha pUCyHKe 3-6):

o «MA» — Ha3BaHue (MMS) NPUIOXKEHWS,
o «ABTOpP» — aBTOP NPUIOKEHUS;
o «Bepcus» — Bepcust NPUNOXKEHUS;

o «lM3mMeHeHO» — pgaTta u BpeMA nocneaHero USMeHeHna nNpusioXKeHns.

Monb3oBatensckoe npunoxeHne PaBoTaeTr

MmA: naladka_PLC210

AeTtop: Melnik A. G.

Bepcwa: 3.5.14.1008
WameHeno: 27.05.2019 09:05:22

Puc. 3-6: CoctosiHue. Moapasgen «MJ/1K». MiHdpopmaLuus o 3anyLieHHOM Mo/b30BaTeIbCKOM MPUIOXeHUN

e «[locnegHee vckYeHne» — VIH(*)OpMaLI,VIFI 0 nocnegHem npowusowleglem NCKIKYeHnN.

3.1.3 Mopgpaspen «OneparuBHas namaTb (RAM)»

B nogpasgene «OnepaTtmeHas namatb (RAM)» cTpaHuLbl «O630p» NPUBOAUTCA MHKpOpMALMs O 3aHATOl onepa-
TUBHOIA NaMsITV YCTPOIACTBA B BUAE LLKaSIbl, KaK MOKa3aHo Ha pucyHke 3-7.
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McnonbaosaHo 78.36 MB / 244.52 MB (32%)

Puc. 3-7: CocTosiHue. Mogpa3saen «OneparvsHas namats (RAM)»
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3.1.4 MNMopgpasaen «CocTosiHNE NOPTOB CETEBLIX MHTEPIECOB»

B noapasgene «CocTosiH/E NOPTOB CETEBbIX UHTEPCIECOB» cTpaHuLbl «O630p» NnpuBoAUTCS Tabnula BCex nop-
TOB CETEBbIX NHTEPXIENCOB B BUAE Tabnuupl (CM. pUCyHOK 3-8).

KonnyecTtBo ceTeBbIX VIHTepCbeVICOB MOXET OT/INYaTbCA B 3aBUCUMMOCTW OT MOAE/TN KOHTpO/1epa.

Wma n MAC-agpec  CoCTOAHME NOAKMIOYEHWA

Ethernet 1
7C:38:66:42:6C:4C

Ethernet 2
7C:38:66:42:6C4E

Ethernet 3
7C:38:66:42:6C:4F

100 MéuT/c,
NonHbIiA gynnekc

Ethernet 4
7C:38:66:42:6C:4D

USB RNDIS
7C:38:66:42:6C:51

%3 MoAKNKYEHD

WHTepdeiic

eth1

eth2

eth3

ethd (WAN)

ush0 (USBO)

B cocTaee mocTa

br-LAN (LAN),
nopr 2

br-L AN (LAN),
noprt 3

br-LAN (LAN),
nopt 1

30HbI MeXceTeBoro akpaia  Mony4enue (RX)

62.93 Knb
(559 nakeToB)

2.43 Mub
(16210 nakeToB)

Puc. 3-8: CoctosiHue. Moapasgen «CocTosiHMe NOPTOB CETEBbIX MHTEPdECcoB»

Tabnmua 3-1: IKOHKV TUMOB 1 COCTOSIHWIA NOAK/IOUYEHNIA MOPTOB CETEBLIX MHTepeiicoB

Mepepava (TX)

31.41 Kub
(614 naketoe)

2.49 Mub
(8275 nakeTog)

Tun nogknioveHusa

CocTosiHue noaxkntoveHus

OTK/IIOUEHO

He nopgknioyeHo

MopakntoueHo

MpoBoaHoe noaksoyeHne

BecnposogHoe Wi-Fi nogxnwoyeHne

BecnposogHoe LTE/3G/2G noaknoyeHve

USB RNDIS nogkntoyeHve

VPN nopgxntoyeHne

PPP nogkntoveHve

4D UR B E

"Dy B|) €

Kaxgas cTpoka TabnuLbl COOTBETCTBYET OAHOMY (DU3NUYECKOMY CETEBOMY MHTepdieiicy. Tabnmua nMeeT crieayto-

wme ctonbubi:

e «Vmsi 1 MAC-agpec» — nms ceteBoro nopta u MAC agpec dmaunyeckoro nHtepdpeiica nopra;

» «COCTOsIHIE NOAKMOUEHNSI» — TEKYLLEe COCTOSIHME MOAK/THOUEHUS CETEBOMO MHTepdelica. Takke oTobpaxa-
€TCs HhopMaLusi O CKOPOCTY U AynJieKkce NoAK/IUeHWs], ec/iv Takas MHdopmMauus AoCTynHa As AaHHOTo

nHTepdeiica.

[ononHUTENBHO, B A@HHOM CTONBLE 0TOGPAXAETCS MKOHKA, KOTopasi onpeaensieT TUM 1 Tekylllee COCTosiHVe
NoAK/IoUYEHUs. BO3MOXHbIE TUMbI U COCTOSIHUS MOAK/TIOUeHUIi NpuBeaeHbI B Tabnuue 3-1.

» «U/HTEepdieiic» — 1Ma CUCTEMHOTO CETEBOIO MHTEpdielica nopTta. B ckobkax ykasbiBaeTcs MMS BUPTYasIbHOTO
CEeTEBOro NHTepdielica, K KOTOPOMY NPUBSA3aH CUCTEMHbIN CeTEBOW MHTepPdelic (ecnn TakoBoit umeetcs). Mpu
HaxaTuu Ha UMs BUPTYasibHOro NHTepderica Npon3onaéT nepexos K CTpaHuLe HaCTPOKM COOTBETCTBYHOLLLErO
ceTeBoro nHTepdeiica (cm. pasgen 7.1.1).

» «B cocTaBe MOCTa» — UMsi CCTEMHOIO CETEBOr0 MHTEpelica MOCTa, B KOTOPbI BK/IIOYEH AaHHBI NOPT.
B ckobkax yka3blBaeTCS MMSI BUPTYa/lbHOrO CETEBOr0 UHTepdeiica, K KOTOPOMY NpUBSI3aH CUCTEMHBIN ce-
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TEBOW MHTepdIelic (ecnun TakoBoW nmeeTcs). Mpu HaxaTm Ha UMS BUPTYa/lbHOTO MHTepdielica Npon3onaéT
nepexof K CTpaHuLe HacTpPOliKM COOTBETCTBYIOLLIErO ceTeBoro uHTepdeiica (cm. pasgen 7.1.1).

«30HbI MEXCETEBOIO 3KpPaHa» — Nepeyvnc/ieHne BCeEX 30H MEXCETEBOIO 3KpaHa, B KOTOPbIE BK/THOUYEH UHTEp-
qoelic;

e «[lMonyyeHne (RX)» — KO/IMYECTBO NPUHATLIX 6alT (MakeToB) Yepes AaHHbIN NHTeEpPQIENiC;

» «OtnpaBka (TX)» — KONM4YeCcTBO OTNPaB/IEHHbIX 6T (MakeToB) Yepes AaHHbIN MHTepdelic.

3.1.4.1 Pexum annaparHoro kKommytaTopa Ha Kkotponnepax NJiK200
Ha koHTponnepe MJ/IK200 gocTyneH pexunm annapaTrHoro kommyrtatopa (cMm. pasgen 2.5.1). B gaHHOM pexume

dhmsnyeckue noptel «Ethernet 1» u «Ethernet 2» o6begnHeHbl B annapaTHblid 3-X NOPTOBbIA KOMMYTaTop. TPeTuii
nopT (BHYTPEHHWI) annapaTHOro KOMMyTaTopa NOAK/YEH K LIeHTpasibHOMY npoLieccopy KoHTposiepa MN/1K200

N JOCTYNEH ANA HACTPOMKM nosb3oBarenem (CM. pUcyHok 3-9).

OObIYHBIV pexuM (aBa UHTepderica)

MJIK200
AnnaparHbi KOMMYTaTop
. nopt
é i Ethernet 1
5
D
% th1 nopt
< Ethernet 2
Pexwm annapaTHoro kommyTtatopa
MJIK200
AnnaparHbIn KOMMYyTaTop
— nopTt 3 nopr 1 nopt
§ i Ethernet 1
£
] /70'07’9
% nopt
Ethernet 2

Puc. 3-9: Pexumbl paboTbl KOMMyTaTopa KoHTposiepa M1K200

B pgaHHOM pexwvmMe Tabnmua nopToB CeTeBbIX MHTEPMEcoB CTpaHuLbl «O630p», ByAET BbIIAAETb, Kak NoKasaHo
Ha pucyHke 3-10.

WmA n MAC-agpec  CocTofHMe WHTepdeiic B cocTaBe MocTa 30HbI MeXCceTeBoro Mony4eHue Mepepaya
NOAKMIYEHWA 3aKpaHa (RX) (TX)

CPU 100 MBuT/c, eth0 (LAN) = lan 39.01 Kub 101.57 Kub
38:0B:3C:25:89:8F MONHBIA Gynnekc (237 nakeTORB) (257 nakeToEB)
Ethernet 1 w 100 MBuT/c, = AnnapaTHbIN = = =

MOMHBIA GyNaeKc KOMMYTaTOP
Ethernet 2 = AnnapaTHbIA = = =

KOMMYTaTOP

USB RNDIS . ush0 =2 = = =
38:0B:3C:25:89:91 = (USBO)

Puc. 3-10: CocTosiHue NopTOB CeTeBbIX MHTepelicoB koHTponepa M/1IK200 B pexvme annapaTtHOro kKoMMyTaTopa

MopTol «Ethernet 1» n «Ethernet 2» ByagyT nomeyeHbl kak «AnnapaTtHblii KOMMYyTaTop». CTaTUCTUKA NOMYYEHHbIX
N NPUHATLIX JaHHbIX 419 3TUX NOPTOB He BbIBOAUTCA B CBA3M C annapaTHbIMU OrpaHnyeHnsamMmn pexmma padoTsbl

KOMMyTaTopa.
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TpeTunii NOpT annapaTHoro KOMMyTaTopa B Tabnmue oTobpaxaeTcs B MepBoit CTpoke ¢ uMmeHem «CPU». B cucteme
JaHHbIi NOpT NpeAcTaB/ieH CUCTEMHbLIM MHTepdeiicom ethO.

3.1.5 Mopgpasgen «CeTb»

B nogpasgene «CeTb» cTpaHuLbl «O630p» NpMBOAUTCA MHGIOPMALMA 06 OCHOBHbIX CETEBLIX MHTEpPdielicax B BUAE
6/10KOB, Kak NnokasaHo Ha pucyHke 3-11.

OcHoeHo# IPv4d @

YetpoitcTeo: MocT: "br-lan”
MAC-appec: 64:CF:D9:60:EE:78 =

MpoTtokon: DHCP-knueHT
Appec: 192.168.10.230/24
Wines: 192.168.10.1

DNS 1: 192.168.10.1
HecrekaeT: 54 59m 24c
Moaknoyen: 0y OmM 36C

AKTHUBHbIE COEQMHEHWA 138 /16384 (0%)

Puc. 3-11: CocTosiHue. MNoapasaen «Cetb»

Kpome Toro, BHu3y nogpasgena «Cetb» cTpaHuLbl «O630p» 0TOOpakaeTcs Tekylliee N MakCMMaslbHO BO3MOXHOe
KONMYEeCTBO CETEBbLIX COEAMHEHNI B BUAE LWKaslbl (CM pUCYHOK 3-11).

3.1.6 Nopgpasaen «AkTuBHble DHCP apeHgbI»

B nogpasgene «AktuBHble DHCP apeHabl» cTpaHuupl «O630p» NpMBOANTCA Tabnnua akTMBHbLIX apeHA0BaHHbIX
DHCP agpecoB (CM. pycyHOK 3-12).

AKTHBHbIe DHCP apeHpabl

WmA xoeTa IPv4-appec MAC-aapec OcTaBLIeecA BPpeMA apeHabl

Anton-W8a 172.16.0.157 2E:47:BB 234 55m 17c

Puc. 3-12: CocTosiHue. MNogpasaen «AktusHble DHCP apeHapbl»

Kaxpas ctpoka Tabnuubl COOTBETCTBYET OAHOMY apeHAoBaHHOMY agpecy. Tabnuua umeet crefytolime cTonbubl:
¢ «/Msa xocTa» — MMS XOCTa K/IMeHTa, KOTOPOMY BblaH afpec B apeHay;
* «IPv4-agpec» — IPv4 agpec, BbldaHHbI KIVEHTY B apeHay;
* «MAC-agpec» — annapatHblit MAC agpec KnneHTa, Noy4nBLIEro afpec B apeHay;
» «OcTaBLlleecs BpeMs apeH/bl» — OCTaBLUeecs BpeMs apeHbl BblAaHHOro ajapeca.
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3.2 MexceTeBOW 3KpaH

Ha cTtpaHuue «MexceTeBoli akpaH» pasfena «CocTosiHue» 0TobpaxaroTCA akTUBHbIE MpaBnsia MeXCeTeBOro akpa-
Ha ans Bcex Tabnuy, (Filter, NAT, Mangle) n ux uenoyek. BHelLHWIA BUA CTpaHuLbl «MexXCceTeBOl sKpaH» nokasaH
Ha pucyHke 3-13.

& plc210 - Mexccerenoii skpan - X | + - m] ®
<« c @ © & 172.16.0.1/cgi-binflud/admin/status/iptables o @ P n @ & =
°I'IEII c ABTo06HOBNEHME BIIOYEHO =

COCTORHNE ¥ plc2lo
06aop COCTOfIHME MEXCETEBOro aKpaHa

MeCceTeBoi 3KkpaH " _
CKpbITb NYCThie LENoYkM  COPOCHTL cuéTumkn  lMepesanycTUTh MEXCETEBOH 3KpaH

MapuipyTbl
MexwceTeBoil akpaH IPv4 | MewceTesoi akpaH IPve
IpadMkM & peannHoM

BpemeHn Ta6nuua: Filter
HypHanbi Llenoyka INPUT (Monutuka: ACCEPT, 818 MakeTel, 61.20 KB Tpaduk)
Cuctema b naketoe  Tpaduk  HasHauenne Mpor. B Bue Wcrounmk Hanpaenenwe Onuynn KommenTapui
nnK » 1.66 K 117.00 KB ACCEPT all lo * 0.0.0.0/0 0.0.0.0/0 - -
. Custom input rule
CnyxGol b 3.04K 351.42KB input_rule all * * 0.0.00/0 0.0.0.0/0 = chain
e 208K 28376KB ACCEPT Il * * 0.0.0.0/0 0.0.0.0/0 ctstate
. . @ o o RELATED,ESTABLISHED
CTaTUCTHKaE P
262 13.62KB  syn_flood tcp * * 0.0.00/0 0.0.0.0/0 tep flags:0x17/0x02 =
BoiAti .
140 646 KB  zO all ‘a: * 0.0.0.0/0  0.0.0.0/0 - -
0 oB zone_wan_input  all ethl * 0.0.0.0/0  0.0.0.0/0 = =
Llenoyka FORWARD (Monutuka: DROP, 0 MakeTbi, 0 B Tpaduk)
naketoe Tpagmek HasHaueHue Mpor. B Bre MHcrounmk Hanpaenewne Onuwmn KommeHTapuit

N Custom forwarding rule
0 08  forwarding.rule  all - *  0000/0  0.000/0

chain
[} 0B ACCEPT all J E 0.0.0.0/0 0.0.0.0/0 ctstate
o o RELATED,ESTABLISHED
br-
a [1]:] zone_lan_forward  all lan * 0.0.0.0/0 0.0.0.0/0
0 [1]:] zone_wan_forward  all eth1 L3 0.0.0.0/0 0.0.0.0/0
0 0B reject all * * 0.00.0/0  0.0.0.0/0
Llenoyka OUTPUT (Monutuka: ACCEPT, 133 MNakeTsl, 5.62 KB Tpaduk)
naketoe  Tpaguk  Hasuauenue Mpor. B BHe WeTounuk  Hanpaenewne  OmumMu KommenTapuil
1.66 K 117.00 KB ACCEPT all * lo 0.0.0.0/0 0.0.0.0/0
Custom output rule
3.32K 1.17MB  output_rule all oo 0.0.0.0/0 0.0.0.0/0 q
Al il D
2.54 K 113MB  ACCEPT all oo 0.0.0.0/0  0.0.0.0/0 ctstate
. o o RELATED,ESTABLISHED
br-
650 3877KB  zone lan output  all * lan 0.0.0.0/0  0.0.0.0/0
0 0B zone_wan_output  all * ethl 0.0.0.0/0  0.0.0.0/0

Puc. 3-13: CtpaHuua «MexceTeBoi 3KkpaH»

[ns noHVMaHWA NprBeAEHHbIX AaHHbIX B Tabnuuax Ha cTpaHuue «MeXceTeBol aKkpaH» PeKOMeHAYeTCsl 03HaKo-
MUTbCA C AOKYMeHTaUMen kK MexceTeBoMy akpaHy netfilter ans sgep Linux [4] n K yTunuTe ynpaeneHus iptables [5].

YnpaBieHne MexceTeBbIM 3KpaHOM (pefakTupoBaHue 1 fobassieHne Npasw/) OCYLLECTBAETCA Ha CTpaHuLe «Mex-
CeTeBO akpaH» pasgena «CeTb» (CcM. pasgen 7.5).
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3.3 MapupyTbl

Ha cTpaHuue «MapLupyTbi» pasgena «CocTosHue» oTobpaxalotcs Tekywue IPv4 u IPv6 Tabnmubl MapLupytusa-
uun. Takke Ha cTpaHuLe npuBeaeHa Tekywasa ARP Tabnuua (Tabnuua cootsetcTBust MAC-agpecos IP-agpecam).
BHewHwuii Bug, cTpaHmubl «MapLupyTbi» NOKa3aH Ha pucyHke 3-14.

@ plc210 - Mapwpyrer - LuCl X | + - =
& (e Q O & 172.16.0.1/cgi-bin/luci/fadmin/status/routes - ﬁ N @O @ tu =
n ~
V) B L
u

COCTORHHE ¥ ple210

06

=op MapLupyTbi
MexxceTeBoR aKpaH Ha AaHHOM YCTPOWCTEE aKTUEHbI CNeAyilMe Npaguna
MapLupyTbi
ARP

rpadMKu B peansHom

BpEMEHH IPv4-anpec MAC-anpec WHTepdeiic

WypHans! 172.16.0.157 usho
Cuctema b 192.168.0.1 lan
M ¥ AxTuBHbIe |Pv4-MapLupyThi
Cnyw6Gol b

CeTb Ha3zHaueHue IPv4-lumoz MeTpuka Tabnuua
»

cete lan 0.0.0.0/0 192.168.0.1 0 main
Cratuctuka b usb0 172.16.0.0/16 - 0 main
BolidTu lan 192.168.0.0/24 - 0 main

IPv6 cocegu (neighbours)

IPv6-anpec MAC-agpec WMHTepdeic

AxTuBHbIE |PV6-MapLUpyTBI

CeTb HazHaueHHe METOHHHK MeTpuKa Tabnuua

Puc. 3-14: CtpaHuua «MapLupyTbi»

[o6aBuTb ctatnueckune IPv4 nnu IPv6 MapLupyTbl MOXHO Ha CTpaHuue «MapLupyTbl» pasgena «CeTb» (CM. pas-
aen 7.4).
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3.4 I'pacmkn B pea/ibHOM BpeMeHU
Ha ctpaHuue «padurkm B peasisHOM BpeMeHu» pasfena «CocTosiHie» 0To6paxatoTcs rpaukn 41 HEKOTOPbIX
CUCTEMHbIX NapameTpoB B peasibHOM BPEMEHMU:

* TekyLwias sarpyska cuctemsl [3] (cpegHue 3HaveHus 3a 1, 5 n 15 MuHyT);

e TekyLlue BXOoAALWNIA U ucxoasawmii Tpaduk ceTeBbIX MHTepdElicoB;

BHewwHWiT BUA, cTpaHuubl «padhmkn B peasibHOM BpeMEeHW» A/18 pa3InyHbIX rpadiMkoB nokasaH Ha pucyHkax 3-15,
3-16 n 3-17.

ir -
@ plc210 - Coegurerua - LuCl X | + =

“ - ¢ o © & 172.16.0.1/cgi-bin/lucifadmin/status/realtime/connections e @ Y n o @ 1w =
L -~
“I'I-Il c ABTOOGHOBNEHHE BKMIOYEHD
-
CocToAHME ¥ WmsA xocTa: plc2l0

063op f T )
Sarpyska | Tpadmk | CoenuHeHws

MemceTeBoi 3KpaH

3m 2m im
MapwpyTbl

rpatduK B peannHoM i
BpEMEHH

Hypranbi
50
Cuctema b

nne »
Cnywbol b

CeTo b

CraTucTuka #

(3 MUHYTHOE OKHO, 3 CEKYHHBIA UHTEPBAN)

BblidTi
52 CpepuAn: 48 MukoBaA: 68

0 Cpepuss: 1 MukoBaa: 6

=
o
3 |8
8 1% I3
o

Cpepgusa: 0 MNukopan: 1

BKNIOUMTH Pa3pelieHne MMEH

Cetb Mp Hanpaenenwe Mepepaya

IPV4 upp 172.16.0.157:17500 172.16.255.255:17500 13.76 KE (77 naxkeToe)
IPV4 upp 172.16.0.1:1740 172.16.0.1:1740 2.19 KE (56 nakeTos)
IPV4 upp 192.168.0.100:17500 192.168.0.255:17500 1.07 KE (6 nakeToB)
IPV4 TCP 172.16.0.157:4421 172.16.0.1:80 970 B (5 nakeToR)
IPV4 uDP 192.168.0.35:20365 8.8.8.8:53 546 b (4 nakeTog)
IPV4 uDpP 172.16.0.157:137 172.16.255.255:137 468 b (b nakeToE)
IPV4 uDP 192.168.0.100:137 192.168.0.255:137 468 B (6 NnakeToE)
1PV4 uDpP 172.16.0.157:53892 172.16.0.1:53 425 B (6 NaKeToB)
IPV4 uppP 172.16.0.157:50645 172.16.0.1:53 380 B (3 nakeToB)
IPV4 UDP 192.168.0.35:24371 192.168.0.1:53 360 B (3 nakeToB)
IPV4 UDpP 192.168.0.35:44848 8.8.8.8:53 352 b (4 nakeToB)
IPV4 uppP 192.168.0.35:44848 192.168.0.1:53 313 B (2 nakeToB)
IPV4 upp 192.168.0.35:42798 192.168.0.1:53 298 B (2 nakeToB)
IPV4 upp 192.168.0.35:24054 192.168.0.1:53 298 B (2 nakeToB)
IPV4 upp 172.16.0.157:54370 172.16.0.1:53 298 B (2 nakeToB)
IPV4 uDpP 192.168.0.35:18608 192.168.0.1:53 298 B (2 nakeToR)

Puc. 3-15: CtpaHuua «paduku B peasibHOM BpeMeHn». Mpadnk akTMBHbIX COeANHEHNT
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% ‘ & plc210 - Tpaduc - LuCl

X ‘ & plc210 - Coegurenna - LuCl - X ‘ +

‘@ I’ 172.16.0.1/cgi-bin/luci/admin/status/realtime

R noen =

~
c ABToOGHOBNEHME BKIIOYEHO

COCTORHME ¥
0O63op
MemceTeBoi aKpaH
MapwpyTbl

rpadiku B peanbHoM
BpeMeHH

JKypHanb!
Cuctema b
nng »
Cmywbbl b
CeTb b
CTaTucTUKa b

BoiiiTh

WmA xocTa: ple21d

3m

109

0350

3arpysxa 3a 1 MuHyTy:  1.52
3arpysxa 3a 5 munyT:  0.70
3arpyskasa 15 MuHyT:  0.46

(3 MUHYTHO® OKHO, 3 CeKYHHbIH UHTEpPBaN)

CpeghaR:  0.95 MNukoean: 1.52
Cpeaunan:  0.45 Mueoean: 0.70
CpegnaR:  0.37 MNukoean: 0.46

Puc. 3-16: CtpaHuua «lpathmkm B peasibHOM BpeMeHu». [padimnk 3arpysku

OBEM

X ‘ & plc210 - Coegurenma - LuCl X ‘ +

‘0 £ 172.16.0.1/cgi-bin/lucifadmin/status/realtime/bandwidth o @ T

in @O ® B =

~
c ABTOOGHOEBNEHWE EKNIIHEHO

COCTORHME ¥
0O63op
MemceTeBoi aKpaH
MapuwpyTbl

rpadiMku B peanbHomM
BpeMeHH

JKypHanb!
Cuctema b
nng »
Cmywbbl b
CeTb b
CTaTucTUKa b

BoiiiTh

WmA xocTa: ple21d

brdan | eth1 | swipl | swip2

swip3 | usb0

3m

50.00 i3uric (7.50 it5ic)

40,00 ¥awric (5.00 Kaic)

20.99 0w (2.50 Kaic)

2m Im

BxoaAuwmii: 368 GuT/c
(46 B/c)

Mexogawmia: 0 But/c
(0B/c)

(3 MUHYTHO® OKHO, 3 CeKYHHbI# UHTepBaN)

CpegHAR:  3.22 K6uT/c Mukoean: 75.77 Kéut/c
(412.52 B/c) (9.47 KB/c)

CpepHAn: 324.96 Gut/c Mukoean: 9.50 K6ut/c
(40.62 5/c) (1.19 KB/c)

Puc. 3-17: CtpaHuua «Ipadmky B peasibHOM BpeMeHu». Mpacuk Tpadurka mocta «br-lan»
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3.5 XypHanbl

Ha cTtpaHuue «KypHanbl» pasgena «CocTossHue» 0ToOpakaroTCs 3anncu cnepyowmnx XypHasios:
e BKMagka «>KypHan sgpa» — XypHan sgpa (cMm. pasgen 3.5.1);
* BKNagka «CUCTEMHbIN XypHa» — CUCTEMHBIN XypHan (cMm. pa3gen 3.5.2).

@ plc210 - Xypransi - LuCl X | + - O ke
<« (] fh 0 Z 172.16.0.1/cgi-bin/luci/admin/status/logview ) ﬁ n O @® ﬁ. =
V) E ]
[ ]
CocTosHue ¥ plc2ld
O6sop MpocMoTp XypHanos 2o

MeKceTeBoM aKpaH
HMypHan aapa | CMCTEMHbIN XypHan

MapupyTbl
Mpathky & peanbHom OTofpamaTh Mo yGbIBaHUIO BpeMeHU (NocneaHee caepxy) Crauatb (RAW) v
BpEMEHN
OTo6pamaTh NPHOPHUTETHI:
JKypHans |11 (1) || 12(4) || 14 (18) || 30(2) || Info (315) || Notice (72) || Debug (6) || Critical (1) || Warning (10) || Error (10) |
Cucrema b OToBpaKaTe cToNGLbI:
| N || Bpema || MpuopureT || CooGuwenue |
nnK » —
Cryxcn b DuneTp 3anucei:
Ceto b

3anucw wypHana (439)

CTtatucTuka b

N2 Bpewms Mpuoputer  Coobuienne "
BbiIATH 439 70.244033 Info IPvG: ADDRCONF (NETDEV CHRANGE): usb0: link becomes ready

438 69.572022 Info IPv&: ADDRCONF (NETDEV_UP): usb0: link is not ready

437 69.499592 Info configfs-gadget gadget: high-speed config #1: c

436 69.317080 Info IPv&: ADDRCONF (NETDEV_UP): usb0: link is not ready

435 6£9.191353 Info usb0: MAC 38:0b:3c:25:4b:10

434 69.187817 Info usb0: HOST MAC 38:0b:3c:25:4b:0f

433 69.119673 Warning using random host ethernet address

432 69.119406 Warning using random self ethernet address

431 52.477865 Info IPv6: ADDRCONF (NETDEV _UP): ethd: link i3 not ready

430 52.476721 Errcr net ethd: promiscuity not disabled as the other interface is still in promiscuity mode

429 52.474717 Errcr net eth4: promiscuity not disabled as the other interface is still in promiscuity mode

428 52.474023 Info Micrel K3Z8895 switch 42101000.mdio:05: attached PHY driver [Micrel KSZ8335 switch]

{mii_bua:phy addr=4a101000.mdic:05, irg=POLL)

427 52.382108 Info net ethd: initializing cpsw versicn 1.12 (0)

426 52.346936 Info IPv6: ADDRCONF (NETDEV _UP): eth3: link i3 not ready

425 52.343423 Info ks3z8895 spil.0 eth3: configuring for phy/ link mode

424 52.188422 Errcr net eth4: promiscuity not disabled as the other interface i3 3till in promiscuity mode

423 52.101685 Info ks3z8895 spil.0 eth2: configuring for phy/ link mede

422 52.058519 Info kaz8895 spil.0 ethl: configuring for phy/ link mode

421 51.859%065 Info IPw6&: ADDRCONE (NETDEV UP): eth2: link is not ready

420 51.877124 Info br-lan: port 2{eth2) entered disabled state

419 51.872611 Info device eth2 left promiscuous mode

418 51.869417 Info IPva: ADDRCONF (NETDEV_UP): ethl: link is not ready

417 51.798528 Info br-lan: port 1{ethl) entered disabled state Vv

Powered by LuCI (Owen) / 2020.06

Puc. 3-18: Bknagka «>KypHaun sagpa»

MepeknoyeHre Mexay XypHasiaMu OCyLeCTBASETCS NPU MOMOLLY BK1AA0K B BEPXHEN YacTu cTpaHuubl (CM. pucy-
HOK 3-18).

OToBpaaTb No yOblBaHMKD BPEMEHU (NocnegHee CEEpXy) Ckauatb (RAW) ‘ v

OTobpamaTs NPUOPHTETDI:
[17¢1) || 12(4) || 14(18) || 30(2) || Info (315) || Notice (72) || Debug (6) || Critical (1) || Warning (10) || Error (10) |

OTobpamatb cTonbubl:

|E|| Bpema || MpuopuTeT || CooblueHne |

DuneTp 3anuceit: OunCTUTB

Puc. 3-19: CtpaHuupl «XKypHauib». DMeMeHTbI ynpasneHus npocMOTPOM XYpHas10B

http://owen.ru 56 /228


http://www.owen.ru

Kpartkoe onvncaHue oCHOBHbIX thyHKUMiA Web-nHTepdoeiica ynpaBneHust KoOHTposniepoB...  TN-UG-OWRT-LUCI-R3

CTpaHuLa Kaxoro XypHasia B BepxXHeli YacTu CoAepXMT 06/1acTb CO CeayoLWy MK 3/IEMEHTaMu ynpasieHus

(cm.

pucyHok 3-19):

nepekntoyatens «OTo6paxkaTb No y6biBaHMio BpeMeHu (nocneaHee cBepxy)» — Mo3BosisieT Nepek/oynTb
PeX1M COPTMPOBKU 3anuceil. Mpu BKIOYEHHOM NepeksoyaTesnie 3anvcy XypHasia oto6pakatotcs no y6bisa-
HUIO BPEMEeHM perucTpauum, nocneaHss 3anucb Bceraa cBepxy (Pexmm oTo6pakeHust No ymonyaHuio). Ecnm
nepeksoyaTesb BbIK/IOUEH, TO 3aM1cK 0TO6paXKatloTCsl No BO3pacTaHWio BpeMeHu pernctpauuv, nocnegHss
3an1ch BCceraa CHu3y;

KHOMKa «OBGHOBUTL» — BhIMO/THAET MOBTOPHOE YTEHME 3anuceii U3 COOTBETCTBYIOLLIETO XypHasia ¢ 06HOB/e-
HMeM 3anuceli B Tab/uLe Ha CTPaHuLE;

KHomKa «Ckavatb (<ghopmam=>)» — N0o3BOJIAET BbINO/HUTL CKayMBaHne hainna xypHana B Tpedyemom op-
mare. [locTynHble dpopmarsl:

o «RAW>» — NpoCTOii TEKCTOBbI hopmart (McxodHblii dhopmar);
o «CSV» — TekcToBblii hopmat CSV;
o «JSON» — TekcToBbIli hopmaTt JSON;

KHOMKK-Nepeknodatenn «OTobpaxars NPUOPUTETbI» — MO3BOMAIOT BK/IOUNTL UMW BbIKMOUYATL OTOGpaXKeHue
3anvceit onpeaeneHHbIX NPYOPUTETOB;

KHOMKK-Nepeknodateny «OTobpaxars CTON6LIbI» — MO3BOMSIOT BK/OUUTL U/IN BbIK/IOUNTL OTOGpaXeHue
COOTBETCTBYHOLMX CTON6LOB B TabnvLe 3anuceli XypHana;

none BBoga «PunsTp» — N03BOJIAET BbINOMHUTL OMLTPALMI0 0TOOPaKaEMbIX 3anuceli XXypHana no 3agaHo-
MYy La6M0oHY (CM. prcyHoK 3-20).

KHOTMKa «OQUUCTUTB» — KHOMKA O4YNCTKY BBEAEHHOIO WabioHa dmbTpa B nose BBofa «®Puibtp».

3.5.1 XypHan sgpa

Bo Bknagke «XXypHan sagpa» ctpaHuubl «)XXypHasibl» pasgena «CocTosHMe» 0TobpaxatoTcs 3anncm CUCTeMHO-
ro XypHasna, B KOTOpbIil 3anMcbIBatoTCA CO06LLEeHNA paboThl sapa Linux, HaunHas ¢ MOMeHTa 3arpysku. Mpuvep
BHELLUHEro Bua BKagkn «XKypHau agpa» nokasaH Ha pucyHkax 3-18 n 3-20.

e

UBEHM :

@ plc210 - Xypransi - LuCl X |+ - O ke

C @ © & 172.16.0.1/cgi-bin/luci/zdmin/st ogvie e w I O @ )

COoCTOfHHE ¥ plc2ld

MapLupyTh!

Ipadmku B peansHom OTobpamaTb No yGblBaHUIO BpeMeHK (NocneaHee ceepxy) CkauaTb (RAW) v

BpeMeHH

OToBpaXaTh NPUOPHTETHI:

HypHanb 11(0) || 12(0) || 14 (6) || 30 (0) || Info (4) || Notice (2) || Debug (0) || Critical (0) || Warning (1) || Error (0)

Cuctema b 0To6pamaTb cTonbUbl:
N2 || Bpemn || MpuopuTeT || CooblieHue

nnK »
Crys6oi b DunbTp 3anucei: | kemel m
Cetb P

CTaTucTuka b

N Bpema MpuoputeT Coobuiexne
BoidATH 364 11.104884 14 kmodloader: done loading kermel modules from fetc/modules.d/*
363 11.069%207 Info Xt_time: kernel timezone is +0300
359 11.044447 Warning cryptodev: loading out-of-tree module taints kernel.
354 10.952610 14 kmodloader: lcading kermel modules from fetc/modules.d/*
323 6.6543%6 14 kmodloader: done loading kermel modules from //etc/modules-boot.d/*
322 6.652668 14 kmodloader: lcading kermel modules from //etc/modules-boot.d/*
310 3.562077 14 kmodloader: done loading kernmel modules from /etc/modules-boot.d/*
309 3.559271 14 kmodloader: loading kermel modules from /etc/modules-boot.d/*
305 2.598825 Info Freeing unused kernel memory: 1024K
216 0.689234 Info 12tp_ppp: FPPcL2IP kernel driver, V2.0
21 0.000000 Neotice Virtual kernel memory layout:
20 0.000000 Info Memory: 199232K/262144K available (7162K kernel code, 322K rwdata, 1952K rodata, 1024K init, 251K
bas, 13760K reserved, 49152K cma-reserved, OK highmem)
17 N AnAnnn Mori ¥arnal command line- le=/dew/mm1]l mnier init=fehinfinit lehlank=fl Taz8805 deazl i

0Gzop MpocmoTp XKypHanos z

MexceTeBoR aKpaH ~
HypHuan Agpa | CMCTEMHDIA XypHan

3anmcu wypHana (orgunstposano 13 na 439)

Puc. 3-20: Bknagka «)XXypHan sagpa». MpumeHeHne dunstpa 3anunceii
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3.5.2 CuctemHbIiA XypHan

Bo Bknagke «CUCTEMHbIN XypHa» CTPaHuLbl «)XXypHasibl» pasgena «CocTosHMe» oTobpaxarTcs 3anmMcu CUCTeM-
HOTO XypHana, B KOTOpbI 3anncbiBAIOTCA BCE COOLITUA aapa Linux, NpUnoXeHuii n cnyxo, 3anyLeHHbIX B CUCTe-
Me. Mpumep BHELLHEro Buaa BK1aakm «CUCTEMHBIV XXypHa» nokasaH Ha pucyHke 3-21.

] ple210 - XKyprane: - LuCl

)5 ¢ @

UBEEH

x|+

O X

O & 172.16.0.1/cgi-bin/luci/admin/status/logview

w In @O @

i’
(1]

CocToRHKHe ¥
0630p
MeCEeTeROM 3KPaH
MapwpyTbl

TpaduKn B peansHomM
BpeMerH

HypHanoi
CucTtema b
NnK »
Cnywbbl b
CeTb b
CratncTuka b

BbliATh

plc210
MpoCMOTP XYpHaNoB

Hypuan agpa | CucTemHbIA xypHan

OTobpaxaTb no ybblBaHUD BpeMeHK (NocneaHee ceepxy)

OToGpaKaTh NPUOPKUTETLI:

v

Debug (6) || Info (455) || Notice (158) || Critical (1) || Warning (20) || Error (98)
OToGpamaTh cTonbupbi:
N2 || BpemeHHan meTka || Ter || MpuoputeT || Kateropua || CooblieHne
DUNbTP 3anMcei:
3anuck xypHana (738)
N2  BpemeHHas MeTKa Ter MpuoputeT KaTeropus CoobuieHue ~
738 23.11.2020 13:14:57 owen-cloud[6138] Error daemon 2020/10/23 13:14:57 error:
gethostbyname ("gate.owencloud.ru™) failed
737 23.11.2020 13:14:56 at-backup.sh[6133] Error daemon sh: 0: unknown cperand
736 23.11.2020 13:14:55 at-backup.sh[&193] Error daemon uci: Entry not found
735 23.11.2020 13:14:46 owen-cloud[6169] Error daemon 2020/10/23 13:14:46 error:
gethostbyname ("gate.owencloud.ru”) failed
734 23.11.2020 13:14:35 owen-cloud[6144] Error daemon 2020/10/23 13:14:35 error:
gethostbyname ("gate.owencloud.ru"™) failed
733 23.11.2020 13:14:25 at-backup.sh[6121] Error daemon sh: 0: unknown operand
732 23.11.2020 13:14:24 owen-cloud[6115] Error daemon 2020/10/23 13:14:24 error:
gethostbyname ("gate.owencloud.ru™) failed
731 23.11.2020 13:14:24 at-backup.sh[6121] Error daemon uci: Entry not found
730 23.11.2020 13:14:13 owen-cloud[8030] Error daemon 2020/10/23 13:14:13 error:
gethostbyname ("gate.owencloud.ru™) failed
729 23.11.2020 13:14:02 owen-cloud[6064] Error daemon 2020/10/23 13:14:02 error:
gethostbyname ("gate.owencloud.ru™) failed
728 23.11.2020 13:14:01 sysfixtime Info daemon set localtime (Mon Nov 23 13:14:01 +03 2020) from
/dev/rtch
727  23.11.2020 13:14:00 crond[3479] Info cron USER rcot pid 6055 cmd /etc/init.d/sysfixtime hctosys
726 23.11.2020 13:13:54 at-backup.sh[6039] Error daemon sh: 0: unknown cperand
725  23.11.2020 13:13:53 at-backup.shl60391 Error daemon uci: Entrv not found Y

Puc. 3-21: Bknagka «CUCTEMHbIV XypHas»

OCHOBHbIM OT/IMUMEM XypHana sapa (cM. pasgen 3.5.1) 0T CMCTEMHOTO XypHasia SIB/ISETCS TO, UTO B XXypHasle
Afpa He PerncTpupyoTCs Kakne-1mb6o cobbITis OT NPUIOXKEHUI 1 CNYX6 YPOBHS NOMb30BaTENS.
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n Cucrtema

4.1 OGLWMe HACTPOIKN

O6Lye HacTPOIiKM CUCTEMbI pa3MeLLIEHbI Ha cTpaHuLe «O6LIMe HACTPOKK» pasaena «Cuctema» 1 pasaeneHsi
Ha HECKOJIbKO BKMaA0K:

e «XocT» (cm. pasgen 4.1.1);
* «KypHanuposaHue» (cMm. pasgen 4.1.2);
o «A3bIK» (CM. pa3gen 4.1.3);
* «JlononHuTenbHble» (CM. pasaen 4.1.4).

BHewwHWii BUA cTpaHuLbl «CucTeMa» nokasaH Ha pUcyHke 4-1.

& plc210 - Obune Hacrpoiikn - | X | + w - O
<« c @ © A& 172.16.0.1/cgi-bin/luci/admin/system/system [T o o ® 1 =
”~
VI
u
CocTtoAHne P plc2l0
CucTema ¥ CucTeMa

OBLME HACTPOHKM 3nech Bbl MOETE HACTPOMTE DCHOBHBIE NADAMETDLI BAILETD YCTPONCTES, TAKWE KaK UMR XOCTa MK HACTPOMKM XYDHANMPOBAHIA

Bpemna

Xoct JXypHanupoBaHue A3blK | JlononHWTENbHbIE
Ynpaenenne
CTopoxeBoil TaliMep WmA xocTa pic210

TOYKM MOHTUDOBaHWUA

Pe3epBHanA KoNua
CoXpaHHTb M NPUMEHHUTE v CoxpaHnTb

OBHOBNEHMWE NPOLMBKA

TepMuuan
Mepesarpyska
MacTep HacTpORKK

nnK »

Cnywbbl b

Ceto P

CTaTucTHKa b

BoliTu

Puc. 4-1: CtpaHuua «O6Lme HacTpoiKn»

4.1.1 Bknagka «XocT»

Bknagka «XocT» No3BOAAET HACTPOUTL UMSA XOCTa CUCTEMBbI.

BHewHwuii BUA, BKNaZKn «X0oCT» NokasaH Ha pUCcyHke 4-2.

XocT | MypHanuwpoeanwe | H3wk | JononHuTEnbHble

WmAa xocta  plc210

Puc. 4-2: CtpaHuua «O6Lme HacTpolikny. Bknaaka «XocTs»

4.1.2 Bknapka «)XypHanupoBaHue»

Bo Bknagke «>KypHasiMpoBaHVe» BbINO/THAETCS HACTPOWKa CUCTEMHOI CTyX6bl XXYpPHa/IMPOBaHWs. BHeluHWii Bug,
BKMaKN «XKypHaNMpoBaHue» nokasaH Ha pucyHke 4-3.

http://owen.ru 59/228


http://www.owen.ru

KpaTkoe onncaHne 0CHOBHbIX yHKUMIn Web-nHTepdielica ynpaBneHust koHTponnepos... TN-UG-OWRT-LUCI-R3

Xoct | MypHanupoeadue | Hablk | [JononHWTENBHEIE

F'EII]I'\-'IED CHUCTEMHOTD ¥y pHana o4

BHelHWil cepBep CUCTEMHOMD #ypHana
MopT BHELUHErD CepBEpa CUCTEMHOMD ¥ypHana
BHeLWwHWiA npoToKon nor-cepeepa LDP v
3anuceiBarts cucTemHble cobemuA B dafin  ftmp/system.log
3anuck cobbimhil OTnagka v

3anuce cobbiThil cron HopmManeHo v

Puc. 4-3: CtpaHuua «Cuctema». Bknagka «)KypHanupoBaHves

L[5t KOHGpUrypaumm AoCTYMNHbI CefyroLImMe HaCTPOMKN:

» «Pasmep CMCTEMHOTO XypHa/ia» — pasmep XPaHMMOro CUCTEMHOIO XypHasia B kuno6aiitax. MNpu npe.bile-
HMW YKa3aHHOrO pasMepa camble cTapble 3anucy 6yayT YAaIsTbCs U3 XypHana;

» «BHeLLHWii cepBep CMCTEMHOTO XypHasia» — IP-apec BHELLHero cepeepa CUCTEMHOrO XypHana. Mpu ykasa-
HUW agpeca BHELLHEero cepeepa XypHa/IMpoBaHusi, Co6bITs ByayT Ay6nMpPoBaTbCs Ha HEro;

* «[NopT BHELLUHEro cepeepa CUCTEMHOTO XypHana» — HOMep MopTa BHELLHETO CepBepa XypHa/IMpoBaHUs;

* «BHeLUHWiA NPOTOKO/ lor-cepBepa» — BbIGOP NPOTOKO/IA BHELLHETO CEPBEPA XYPHAMPOBaHWS. OCTymnHble
MPOTOKOJIbI:

o UDP;
o TCP;
* «3anucbiBaTb CUCTEMHbIE COOLITUA B (hai» — NokanbHbIi NyThb K dhaiiny CUCTEMHOTO XypHana;

¢ «3anncb CObbITUIN» — BbIBOP YPOBHSA COBLITUIA ANS XXYPHa/IMPOBaHUS. B CUCTEMHbIN XypHan 6yayT 3anu-
CblBaTbCA BCE COOLITMSA C YPOBHEM BbilLe MU paBHbIM BbiIbpaHHOMY. [115 BbIGopa AOCTYMHbI cneaytowme
YPOBHU:

o oTnagka (debug);

o nHgopmauus (information);

o 3amMeTka (notice);

o npegynpexaeHue (warning);

o owunbKa (error);

o KpuTnyeckas cutyaums (critical);

o Tpesora (alarm);

° ypesBblyaliHasa cuTyauus (emergency);

* «3anucb cobbITnii Cron» — BbIGOP YPOBHSA COOLITUIA CYXO6bI Cron NS XypHanuposaHus. Ans Bbibopa fo-
CTYNHbI CegyoLwme ypoBHu:

o oTnagka (debug);
o HOpMasibHO (normal);
o npegynpexaeHune (warning).

4.1.3 Bknagka «f3blk»

Bo Bknagke «H3bik» NpeocTaBnsieTcs BO3MOXHOCTb Bbibopa A3bika nHTepdielica Web-nHTtepdpeiica LuCl. BHeww-
HWIA BUA BKNAAKN «A3bIK» NOKa3aH Ha pUCyHKe 4-4.,
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Xoct | MypHanupoBanwe | HAzwk | [ononHuTenbHble

Hakik Pycckmit [Russian) v

Puc. 4-4: CtpaHuuya «Cuctema». Bknagka «A3blk»

MOMUMO CrCKa A3bIKOB B BbiNaJatoLLeM CMINCKE «H3bIK» COAEPXKUTCS 3MIEMEHT «auto», KOTOPbI NO3BONSET UC-
Mo/b30BaTh PEXM aBTOMaTMYECKOro Bbibopa A3blka MHTepdeiica B 3aBUCMOCTY OT A3bIKa, UCMOMb3YEMOro
B 6paysepe K/MeHTa.

4.1.4 Bknagka «lononHutenbHbIe»
Bo Bknagke «ononHuTeNbHble» NpeaocTas/ieHbl 4ONONHUTENbHbIE HACTPOWMKX. BHELHWI BUA, BKNaakM «JononHm-
TefbHble» MokKa3aH Ha pucyHke 4-5.

Xoct | MypHanwpoeaHwe = Hawlk | JononHUTERkHES

WHTepean nynnnHra 4 v

Puc. 4-5: CtpaHuua «Cuctema». Bknagka «JonosiHuTensHble»

HacTpoiika «/HTepBan nynnvHra» onpegensier MHTepBasl aBTOMaTMYeCKoro 06HOBIEHMS MHOPMaLMK Ha CTpa-
HULAX, NoAAePXMBaOLLMX AAHHYH0 BO3MOXHOCTL. Bosee noapobHas nHdopmalusi 0 qoyHKLMM aBTOMATUYECKOro
06HOBNEHUSI cofepXuUTcs B pasgene 1.4.
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4.2 Bpema

Ha cTpaHunue «Bpemsi» pasgena «CucteMa» pasMelleHbl HACTPOIiKM SI0Ka/IbHOTO BPEMEHM YCTPOICTBA, a Takke
HacCTPOIKM CUHXPOHM3AaLMM BPEMEHU MPY NOMOLLM CNyXx6bl NTP (CM. prcyHOK 2-6). BHewwHuii Bug, cTpaHuubl «Bpe-
MSA» MoKasaH Ha puUCcyHke 4-6.

@ plc210 - Bpewmn - LuCl X |+ - m} H

<« c Q © & 172.16.0.1/cgi-bin/luc/admin/system/time e T} [[\EN] @I

\/ [ ~ ~
“ ] ¥ ABTOOGHOBNEHHE BKITIOYEHO
-

CocToAHKe b plc2lo

Cuctema >

Bpemsa

06LKe HAacTpoiiku

Bpemsa
CucTemHoe B pemsa

Ynpaeneune

TNokanbHoe Bpema 2020-09-1019:48:33 +0300
CTOpOMEBOH TalMep

CHMHXPOHW3KMpOBaTh C Gpaysepom | CHHXpPOHW3MpOBaTL c NTP-cepeepoM
TOUKK MOHTHPOBAHWA
Pe3epBHan KONuA Yacoeof NoAc GMT+3 v

06HOBNEHWE NPOLIMEKN
CHHXPOHM3aLWs BpeMeHn

TepmuHan

BrMOUNTE NTP-KNUEHT
Mepeaarpyaka

MacTep HacTponKK BxniounTe NTP-cepsep [

ey Menonb3o0BaTh CepBepbl, 00bABNEHHDIE uepes DHCP

CnyxGol #
Cnucok NTP-cepeepos 1.ru.pool.ntp.org x
Ceto b

0.europe.pool.ntp.org *
CTaTucTuka b

2.europe.pool.ntp.org x

COXpPaHWTb W NPMMEHUTD * [ CoxpaHuts

BbiATI

Puc. 4-6: CtpaHuua «Bpems»

B none «[ata 1 BpeMsi» oTo6paxaeTcsl Tekyllee fIokaslbHoe BpeMs 1 gata.

KHonka «CMHXPOHN3MPOBAaTh C 6pay3epoM» BbINO/THAET YCTAHOBKY /IOKa/IbHOM AaThbl 1 BPEMEHU Ha YCTPONCTBE

B COOTBETCTBUM C TEKYLLEN AaTOl U BpEMEHEM, YCTAHOB/IEHHBIMM Ha KOMMbIOTEPE KMEHTA (TO eCTb B 6pay3epe).
Mpu cnepytoweM 06HOBMEHNN 3HAYEHNS NONS «JIOKasIbHOE BPEMSI», 3HAYEHNS AaTbl U BpeMeHn byayT ycTaHoBe-
Hbl B HOBbIE 3HAYEHNS.

KHonka «CuHxpoHusmpoBatb ¢ NTP-cepBepOM» BbINO/HAET YCTAHOBKY JIOKAJIbHOW AaTbl U BPEMEHUW HA YCTPOIA-
cTBe ¢ ucrnonb3oBaHnem NTP-knneHTa.

B BbiNaaaroLLem cnucke «4acoBoli Nosic» BbINO/IHAETCS BbIGOP YacOBOro Nosica /I0Ka/lbHOro BPEMEHU YCTPOCTBA.
[nsa oto6paxeHus B none «/1okasibHOoe BPeMsi» BPEMEHW B COOTBETCTBUN C BbIGPaHHbLIM YaCOBbLIM NOSICOM, HEOO-
XOAMMO NPUMEHNTb N3MEHEHWS, HaXXaB KHOMKY «COXpaHUTb U NPUMEHUTb.

4.2.1 CnHxXpoHU3auus BpemeHu

Onuna «Bkntounte NTP-kNneHT» BKIKOYAET CUHXPOHU3aUMo BpeMeHn npy nomowm NTP-knneHTa. CUHXPO-
HU3aums BbINOJIHAETCA C UcnosibzoBaHnem crnmcka NTP-cepBepoB, nepeyncneHHblX B crnmcke «Cnmcok NTP-
CepBepoB».

Onuus «Bknountb NTP-cepBep» BktoUHaeT cnyx6y NTP-cepBepa. Ecnv gaHHas onuust BK/lOUYEHa, TO YCTPOACTBO
MOXeT ObITb MCNO/Ib30BaHO B KayecTBe NTP-cepBepa B ceTu.
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Mpw BKOYEHUM ONUMK «Mcnofb3oBaTh cepBepbl, 0GbsBNEHHbIE Yepe3 DHCP» AN CUHXPOHMU3ALUM BPEMEHU
6yayT MCMo/b30BaHbl cepBepbl, 06baBeHHble DHCP cepeepom (onuus 42), KOTopbIii Bblgas yCTPOACTBY napa-
METPbI KOHMIypaLum ceTu.

B cnncke «Cnuncok NTP-cepBepoB» yka3biBaeTcs cnvcok agpecos NTP-cepBepoB, NCMNO/b3yeMbIX /1 CUHXPOHK-
3aUuMm NI0KaSIbHOTO BPEMEHU MPY BKITHOYEHHON onuumn «Bknounte NTP-kIneHT».

http://owen.ru 63 /228


http://www.owen.ru

Kpartkoe onvncaHue oCHOBHbIX thyHKUMiA Web-nHTepdoeiica ynpaBneHust KoOHTposniepoB...  TN-UG-OWRT-LUCI-R3

4.3 YnpaBneHue AOCTYNnom
CTpaHuua «YnpasneHue» pasgena «Cucrema» CoaepXuUT HACTPOIKM SIoKasIbHOTO U yaanéHHoro gocTyna
K YCTpOICTBY. Ha cTpaHuue «YnpasneHue» pasMeLleHbl HECKOMbKO BKNaAoK:

» «[Maponb ycTpolictBa» (cM. pasgen 4.3.1);

e «[loctyn no SSH» (cMm. pasgen 4.3.2);

e «SSH-knoumn» (cm. pasgen 4.3.3);

* «RS232» (cm. pa3gen 4.3.4).

4.3.1 HacTpoiika naponsi nonb3oBartens root

Bo Bknagke «Maposib yCTPoicTBa» CTPaHuLbl «YnpassieHme» (CM. PUCYHOK 4-7) MOXHO U3MEHUTb Naposb JOCTY-
na nonb3oBaTens «root». YkasaHHbIli Naposib UCNONb3yeTcs Kak Ans A0CTyna K KOHCONN YCTPOICTBA, Tak U Ans
foctyna k Web-nHtepdeticy LuUCl (cm. pucyHok 1-2).

i =
@ plc210 - Mapons yerpoiicrsa - X + =]

&« ¢ o © & 172.16.0.1/cgi-bin/luci/admin/system/admin oo pxd no®® 1 =

GIBIEH :

Coctoaxue b plc2l0

Cuctema ¥

MNapone ycTpodcTea | Joctynno SSH | SSHwknoum | RS232

06U Me HACTPOHKK
naponb YCTpOMUCTBa
Bpema
Ynpaenexue
CTopoxeBoil TailMep Maponb *
TOUKHM MOHTUDOBAHWA
MoATEEpKAEHHE NApONA *
PesepBHan Konua
O6HoBNEHWE NPOLWMBKK
TepmuHan CoxpanmTs
Mepesarpyaka
MacTep HacTpoAKK
Mng »
CnywGbl b
Ceto P
CTaTMCTHKa b

BolifTi

Puc. 4-7: CtpaHuua «YnpasneHue». Bknagka «lMaponb mapLupytusaropa»

4.3.2 HacTtpoiika goctyna no SSH

Bo Bknagke «[ocTyn no SSH» cTpaHuubl «YnpasneHue» (CM. pUCyHOK 4-8) pa3MelLieHbl HACTPOKN cepBepa
Dropbear, koTopbIii NpefocTaBAseT 4OCTYN K yCTpoicTBam no npotokonam SSH n SFTP.

KHOMKN «[06aBUTb» U «YAannTb» No3BOJAIOT COOTBETCTBEHHO A06aBUTL UIW YAIUTL 3K3EMNNAPLI cepBepa
Dropbear. No ymonyaHuio B cucteme 3anyLleH To/bKo O4UH 3k3emnasp cepsepa Dropbear, paboTtatoLmii Ha TCP
NnopTy 22 Ha BCEX CETEBbLIX MHTEpPJIelicax.

Mo ymonuaHuto Nto6ble BXoasaLmMe NogkHeHns n3 30Hbl «WAN> 3anpeLleHbl npaBuiamy MeXceTeBoro akpaHa
(cm. pasgen 7.5). B €BA3K C 3TUM, HECMOTPS Ha TO, YTO 3k3emnap Dropbear HACTPOEH Ha NPUEM NOAK/THOHEHNT
Ha BCex CeTeBbIX UHTepdelicax, Ha ceTeBbIX MHTepdericax 30Hbl «WAN>» nogknodeHre k SSH 6yaet HeBO3MOXHO.

[na kaxaoro aksemnnsipa cepsepa Dropbear AOCTYNHbI cneaylowMe HacTPoNKK AN KOHburypaumm:
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& plc210 - floctyn no SSH - LuCl - X |+ « - O

&« (& Q [0S~ 172.16.0.1/cgi-bin/luci/admin/system/admin/dropbear e ﬁ o ® B8
Y,

~
[ ]
]
|

CocToAHKE # ple210

Cuctema v ~
Maponb YCTPOMCTBa OocTtyn no SSH SSH Knro4n RS232

OfLyMe HACTPoAKK

DocTtyn no SSH
Bpema
YnpaBneHue

L Sksemnnsap Dropbear
CTopomeson Tanmep

TOUKM MOHTUDOBaHWUA Ypanutb

Pe3spEHaA KONWA

WHTepdeic  He onpegeneHo v
O6HOBNEHWE NPOLKMBKIA

Tepmunan

Mepezarpyaka Mopr 22

MacTep HacTPOHKK

C MOMOLLbIO Napons
nnK »
CnyxGbi »
! Root BxoguT no napono
CeTb »
CratucTuka P
MopTol wntoza  []

BolidTu

J106aBUTL SK3eMNNAP
COXpaHMTE M NPUMEHUTE » Nl CoxpaHuTb

Puc. 4-8: CtpaHuua «Ynpasnexue». Bknagka «Jloctyn no SSH»

* «/HTepdieiic» — BbIGOP CeTEBOro MHTepdelica, Ha KOTOPOM ByAyT NPUHUMATLCS BXOAALLME NOAKNOUEHNS
COOTBETCTBYHOLLEro ak3emnspa cepsepa Dropbear. Ecnv nHtepdelic He BbibpaH (3HaueHue «He onpegene-
HO»), TO COOTBETCTBYIOLLMIA 3k3emnssp cepBepa Dropbear 6yaet npuHuMaTh NOAKIIOUYEHNS HA BCEX AOCTYN-
HbIX MHTepdeicax.

* «MopT» — HoMep TCP nopTa 4515 BXOASLLMX NoAKIoUeHiA ak3eMnnsipa cepepa Dropbear.

* «C nomoLLblo Napons» — paspeLuaeT Wi 3anpeLlaeT ayTeHTUMUKaLMIo Npy NOMOLLM Napossa Npu NoAKIo-
YyeHuu no SSH. Ecnu ayteHTMdMKaLMAa Npy NOMOLLM Naposs 3anpeLLeHa, To BXo BO3MOXEH TO/1bKo no SSH
K/o4am, KoTopble MOXHO J06aBVTb B CUCTEMY B COOTBETCTBYIOLLEM Nogpasaene faHHoW CTpaHuLbl.

» «Root BXoAUT N0 Naposiio» — paspeLlaeT Uy 3anpeLLaeTt ayTeHTU(UKALMIO NPY NOMOLLM Napons ANs Noslb-
3oBartensi root. EC/i ayTeHTMdMKaums No Naposio 3anpelleHa, To BXog, Nosib30BaTesisi root BO3MOXEH TOJbKO
Mo K/ouy.

 «[lopTbl W/03a» — pa3peLlaeT Uam 3anpeLLaeT NOAKIHYEHNE YAATEHHbIX KTMEHTOB K /IOKa/IbHbIM NepeHa-
npaB/ieHHbIM NopTam.

B npunoxeHunn A NnprBoOAUTCA NPUMEP BbINOMHEHUA NOAK/THYEHNS K YCTPOWCTBY N0 NpoTokony SSH.

4.3.3 SSH-knoun

Bo Bknagke «SSH-koumn» cTpaHuLbl «YnpasneHue» (CM. pUCYHOK 4-9) peannsoBaHa BO3MOXHOCTb J06aBneHns
ny6nyHbIX OpenSSH kntoveit (.pub). 3T SSH KIYM UCNOMBL3YHTCA A1 BbINO/IHEHMS aBTOPU3aLUN.
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@ plc210 - 55H wnroun - LuCl
&« c @
\/

x |+ ~ - oM

© & 172.16.0.1/cgi-bin/lucifadmin/system/admin/sshkeys bl s n o ® ta

CocToAHKe b

Cucrema ¥
OBLMe HACTPORKK
Bpema
Ynpaenexue
CTOpOMeB0il TaliMep
TOUKW MOHTUPOBaHWUA
PeaepeHan Konua
0BHOBNEHWE NPOLWMBKA
TepMuuan
Mepeaarpyska
MacTep HacTpoiKn

Mng »

Cnyx6bl ¥

Ceto b

CTaTucTHKa P

BolifTi

plec210

Mapone yctpodcTea | Joctynno SSH | SSHknw4m | RS232

SSH Knoun

test@ubuntu
RSA, 2048 GUT
AARAB3NzaClyc2ERARADAQABRAARBAQCE1. OMscKTmYZauthwNeLCDJCI+MIX47EM0/ kb

[oGaBuTb KNou

Puc. 4-9: CtpaHuua «YnpasneHne». Bknagka «SSH-knwoun»

[nsa pobasneHns HOBOro My6/MYHOrO K/o4a Heo6XoAMMO BCTaBUTb CTPOKY NMy6/imyHoro SSH koua nnm nepera-
WKMTb «.pub» chaiin B nosie BBOAA K/1HoUa M HaxXKaTb KHOMKY «06aBuTb». YCNeLwHo gobaBneHHblii SSH ko4 byaet
OTO6paXEH Ha CTpaHuLe, KaK MoKasaHo Ha puUcyHKe 4-9.

Ons yaaneHus paHee f06aBEHHONO K/o4a, HeOGX0AMMO HaXaTb KHOTMKY C KpacHbIM KPEeCTUKOM cripaBa oT WH-

dhopmauun o Koye.
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4.3.4 HacTtpoiika nocnepgoBartenibHOro nopta RS232

Bo Bknagke «RS232» cTpaHuubl «YnpaBneHmne» (CM. pucyHok 4-10) pasMeLleHbl HacTPOiiK1 NocneaoBaTesibHOro
nopta RS232.

[aHHas Bknagka otcyTcTByeT B Web-nHTepdpeiice ynpasneHust kKoHTponnepos M/1K200.

& plc210 - RS232 - LuCl X |+ = m] pd
& C @ © A& 172.16.0.1/cgi-bin/luci/admin/system/admin/rs232 s N @ & =
~
V) 1B [
| |
CocToAHue b ple2ld

Cuctema ¥ .
Maponb ycTpoiicTBa | Jloctyn no SSH | SSHwoum | RS232

O6LWKe HACTPORKK

RS232

Bpems

Ynpaenexue
CTOpOXEBOH TaAMED CWcTemHaR KoHconb RS232 [

Toukn MOHTHpOBaHWA

Pe3epBHaRA KOMKUA
OBHOBNEHHE NPOLIMBKM
COXpaHHTb
Tepmunan
Mepe3arpyzka

MacTep HacTPorKK

Puc. 4-10: CtpaHuua «YnpasneHvne». Bknagka «RS232»

Ha Bknagke pasmelyeHa To/IbKO 0AHa HacTpoika «CrucTtemMHast KOHCOMb RS232», koTopas ynpaB/sieT BKIKYEHN-
€M UM OTK/TII0UYEHUEM BO3MOXHOCTM AOCTyNa K CUCTEMHOI KOHCOMEe YCTPOICTBa Yepes nocsiefoBaTesibHbIiA NopT
RS232.

M3mMeHeHne HacTpoiikn «CructeMHast KoHCob RS232» npuMeHsieTcs TOMbKO Nocne nepesarpysku ycTpoiicTea.

Mepe3arpyska ycTpoiicTBa MOXET 6bITb OCYLLECTB/IEHA HA CTpaHuLe «lepe3arpyska» pasgena «Cuctema» (CM. pas-
aen 4.9).
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4.4 CtopoxeBoW Taiimep

Ha cTtpaHuue «CTopoxeBoii Tamep» pasgena «CucteMa» pacnofioxeHbl HACTPONKM CAyX6bl CTOPOXEBOrO Taii-
mepa (watchdog). BHelwHuWi1 BUuA cTpaHuubl «CTOPOXEBO Taimep» nokasaH Ha pucyHke 4-11.

@ plc210 - Cropoesoi Taiimep X + - O H

&« () Q [OAN"1 172.16.0.1/cgi-bin/lud/admin/system/watchdog e T:r N @ @'.

UBEH :

Coctosune b plc2l0

CreTema HacTpoiiku cTopoXXeBoro TaliMepa
06LWKe HACTPOKK
Bpemsa

YeTpoicTeO fdev/watchdog
YnpaeneHue

TalimayT 30

CTOPOXEBO TaAMED
TOUKN MOHTHPOBaHHUA
PesepBHaRA KOMKUA Mepuop | 5

QfHOBNEHUE NPOLIMBKY

Tepmunan MonuTuka NNaHMpoBLLMKa 3aaay SCHED_FIFO ~
Mepesarpyska
! MpHopHTET 3afaum 1
MacTep HacTporku
nnK »
3naveHme snices 0
Cnyw6bl b

Ceto b

CTaTucTHka b

Puc. 4-11: CtpaHuua «CTOpOXeBOI Tanimep»

B none «YcTpoicTBO» yKa3biBaeTCsa UMS CUCTEMHOTO YCTPOMCTBA annaparHoro CTOpoXeBoro Talimepa. Cnyxb6a
CTOPOXEBOro TaiMmepa paboTaeT B (DOHOBOM peXuMe 1 aBTOMAaTMYECKU BbINOMHAET cOpoC annapaTHOro CTopoxe-
BOro TaiMepa C NepuofoM, ykasaHHbIM B none «lMepuoa» (3afaétcs B cekyHaax). 3HavyeHne TalimayTa annapar-
HOro Talimepa HacTpauBaeTCs Npu nomoLwm nons «TaiMayT» (3agaétca B cekyHaax). Ecnv annaparHblin cTopoxe-
BOW TaliMep He cbpacbiBaeTCs B TEUEHNE yKasaHHOro BpeMeHM, cucTema byeT aBToMaTMYeckn nepesarpyxeHa.

HacTpolika «Monntuka naaHnpoBLLMKa 3a4a4» npefHasHavyeHa ans Bblbopa anroputma avcneryepusanmm sagadm
NpPOrpaMmHOii Crly)X6bl CTOPOXEBOro Talimepa. [LoCTyNHbI C/iefyroLme ajiropuTMbl:

* «SCHED_OTHER» — cTaHgapTHbIli aropuTm NAaHUpOoBLLYIKA C pasgefieHnemM BpeMeHu. JaHHblin anroputm
ABMIAETCA CTaHAAPTHLIM a/ITOPUTMOM AMCreTyepusaunm Linux ¢ pasgeneHnem BpeMeHnin, npegHasHayeHHbIM
A5 NpoLEeccoB, He TPebyLwmMX cneunasibHbIX MeXaHU3MOB peasibHOro BpEMEHW CO CTaTUYECKUMU nNpruopuTe-
Tamu;

» «SCHED_FIFO» — nnaHuposwuk FIFO (First In First Out). ABnseTca NoMTYKON NAaHNPOBaHUS PeasibHOro
BpeMeHW. [JaHHbIA a/iropuTM NAaHNPOBaHWS HE NCNOMb3YET HUKaKNX MHTEPBaJIOB BpemeHu. Npouecc ¢ an-
roputMoM «SCHED_FIFO» BbINOMHAETCS A0 3aBEPLUEHMS, €C/IM OH He 3ab610K1MpOBaH 3anpocoM BBOAa/Bbl-
BOAA, BbITECHEH BbICOKOMPUOPUTETHLIM NPOLLECCOM, UM OH [OOPOBO/ILHO OTKA3bIBAETCS OT NPOLECCOPHOro
BPEMEHMU;

¢ «SCHED_RR» — yuknuyeckuii (Round-Robin) anroputm nnaHnMpoBaHus peasibHOro BpemeHu. Bcé, oTHocs-
weecsa K anroputmy «SCHED_FIFO», cnpasegnueo n gnsa «SCHED_RR» 3a UCK/1l0YEHMEM TOro, YTO KaxKao-
My MpoLieccy paspeLueHo paboTarb HEMPepPbIBHO He A0/bLUe HEKOTOPOrO BPEMEHW, Ha3bIBAEMOTO Kapycesb-
HbIM KBaHTOM.

Bonee nogpo6Has nHopmauma 06 anroputMax gucnetyepmusauum 3agad Linux npueeseHa B pasgene «Scheduling
policies» gokymeHTa [6].
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HacTpoiiku «MproputeT 3agaumn» 1 «3HadeHune ,nice"» SBASAKTCS NapameTpammn airoputMa gucneTyepusanum.

HacTtpoliika «IMpropunTeT 3aga4m» onpeaensieT 3Ha4eHne npmoputeTa ansa anroputMoB «SCHED_FIFO»
n «SCHED_RR». 3HaueHve npuopuTeTa SABASETCH YAC/IOM B auanasoHe oT 1 (camblii HU3KUIA npuopuTeT) Ao 99
(camblii BbICOKUIA NpUOpUTET).

HacTpolika «3HauyeHune ,nice“» onpeaenset 3HauyeHne «nice» ans anroputma «SCHED_OTHER». 3HaueHune
«nice» SABNSETCH YNC/OM B ananasoHe oT —20 (BbICOKMI NpuopuTeT) A0 +19 (HU3KUiA npruopuTeT).

Bonee nogpobHble pasbsACHEHWS 3HAYEHWI NapaMeTpoB NpuopuTeTa n «nice» NpuBefeHbl B pasgenax «Scheduling
policies» n «The nice value» gokymeHTa [6].
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4.5 Touykn MOHTUpPOBaHUA

YnpasneHve MOHTMPOBaHWEM pa3fenoB OCYLLECTBSAETCH Ha CTpaHuLe «TOYKM MOHTUPOBaHUSA» pasgena «Cucre-
Ma». BHeLWHWI B1g cTpaHmnubl « TOYKM MOHTMPOBAHUS» MOKa3aH Ha pUCYHKe 4-12.

@ plc210 - Toukw mortmposarus X | + - [m] s
<« (& Q [0S 172.16.0.1/cgi-bin/luc/admin/system/mounts e @ T:? I @ @. =
T} ~
OB
CoctoAumne b plc210
CucTema ¥

TOYKM MOHTMPOBaHHUA

OBumMe HACTPORKK

OCHOBHBIE HACTPOHKHN
Bpema

CozaaTh KOHGUIypaLHoHHGIA daiin
YnpaeneHue A purypau ¢

CTopOMKeBOW Talmep

TOUKM MOHTHPOBEHKA
MOHTMPOBATbL NOAKNKUEHHDIE YCTPOHCTES
Pe3epBHaRA KOMKUA

MbITaThCA BKNMYHTE CKOHBUIYPMPOBaHHbIE TOHKKW MOHTHPOBaHHUA ANA NOQKNOYEHHBIX YCTPOHCTE

OGHOBNEHNE NPOLIMEKK

HeuagecTHoid pasgen [
TepMuHan

MOHTHpOBaHWe He CKOHRUINYPUPOBaHHOIO pasaena

Mepeaarpyzaka

Hotplug pasgena
MacTep HacTpoKK

K »
Cryx6o1 b Mpoeepka daiinosbix cucTem nepen MOHTHPORaHMeM [
Cetn b ABTOMATMYECKaR NPOBEPKa DaltNoBOM CHCTEMbI PAS/IENa HA OLKGKM, NEPe/] MOHTUDOBaHHEM

CTaTUCTHKE P
CMOHTHpOBaHHbIE pasgenbi

BoliTH
Qaiinoean cUcTEMa TouKa MOHTUPOBAHUA JocTynko Wenonb3oBako OTMOHTMPOBATH
ubiOrootfs from 22.67 ME / 72.57 MB 68.77% (49.91 MB) -
devtmpfs fdev 512.00 Kb / 512.00 Kb 0.00% (0 B) =
tmpfs fmp 121.53 ME / 122.26 MB 0.59% (744.00 KB) -
Jdev/ubi1_0 foverlay 133.30 MBb / 135.18 MB 1.39% (1.88 MB) -
overlayfs:/overlay / 133.30 MB/ 135.18 MB 1.39% (1.88 MB) -
Jdev/mmcblkOp1 jmnt/ufs/media/mmecblkop1 70.07 ME / 126.01 MB 44.39% (55.94 MBE)
ToYKH MOHTHPOBaHWA
TouKi MOHTMPOBEHWA ONPEAENFAIOT, KyAa B (ainoBoil cucTeme GyIyT CMOHTUPOBaHBI pa3fenbl 3anNoMHHaIOLLEr0 yCTPOHCTES
BKnw4eHo YcTpoiicTEO Touia s ONUMH MOHTHPOBAHHA MpoeepHTh
MOHTHPOEAHWA cHcTeMa
/devisdal (e /mnt/ufs auto rw,codepage=1251,jocharset=utf8  Het
CYWECTBYET) /media/sdal
/dev/mmcblk0p1 Jmnt/ufs/media _ . _ =
(128.00 ME) /mmeblkopT auto (vfat) rw,codepage=1251jocharset=utf8 Her

Yaanute

Hobaeute

Ccorn o | [

|

Puc. 4-12: CtpaHuya «ToOYKM MOHTUPOBaHUS»

MoHTUpOBaHMe pa3aesnoB ocylecTBnseTca yTunmToli block Ha ocHoBe KoHMrypauuoHHoro dhaiina
«/etc/config/fstab». Bce HaCTpOikM, NpeacTaBneHHble Ha CTpaHuLe «TOUKM MOHTMPOBaHNSA» XPaHATCS B KOHK-
rypaumoHHoM dpaline «/etc/config/fstab».

Bce HacTpOIKM Ha cTpaHuLe «TOUYKV MOHTUPOBaHWS» pa3fesieHbl Ha TP nogpasaena:
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1) «l[nob6anbHble HACTPONKM» (CM. pasaen 4.5.1);
2) «CMOHTMpOBaHHbIe pasgensi» (cM. pasgen 4.5.2);
3) «Toukn MOHTUPOBaHUSA» (CM. pasgen 4.5.3).

4.5.1 NMopgpas3pgen «FNodasibHble HACTPOKN»

B pasgene «no6anbHble HACTPOKIUY» CTPaHMULbl « TOUKM MOHTUPOBAaHMS» (CM. PUCYHOK 4-12) npeAcTas/eHs! r1o-
6asIbHble HACTPOMKI MOHTUPOBAHUA:

» KHonka «Co3gatb KOHhUrypaumoHHbIli dainn» — no3BoNseT co3gath (nepenncartb) KOHUTYPaLUOHHbIN
thaiin «/etc/config/fstab» Ha ocHoBe 0BHapyXXeHHbIX B CUCTEME pasfenos. Haxatne kHonku «Co3fatb KOH-
hurypaLmoHHbIin daiisi» paBHO3HAYHO BbINO/IHEHUIO B KOHCO/IM KOMaHbI:

block detect > /etc/config/fstab

+ KHonka «MoHTMpoBaThb NOAKMOUEHHbIE YCTPOCTBa» — BbINOSIHAET MOHTUPOBAHWE TEKYLLMX CKOHUTYpPUPO-
BaHHbIX NOAK/THOYEHHbIX YCTPOIACTB.

* «HeunsBecCTHbI pa3gen» — aBToMaTnYeckoe MOHTUPOBaHVe pasfesnos, Aaxe ecnv 3Tu pasgesbl SBHO
He yKasaHbl B KOH(hurypaumm nogpasgena « Touku MOHTUpoBaHus» (cM. pasgen 4.5.3).

Ecnu onuus Bk/IOYEHa, TO HEM3BECTHbIE pasfesibl OyayT aBTOMaTnYecku CMOHTUPOBaHbI B Marnky
«/mnt/<nms_ycTpoiicTBa>».

¢ «Hotplug pasgena» — aBTOMarMyeckoe MOHTUPOBaHUe pasaenos npu nogknwodeHun (hotplug).

ABTOMAaTUYECKOE MOHTUPOBaHVE OCYLLEECTB/ISIETCS TOMNBKO A/18 pas3fenos, KOTopble yka3aHbl B Tabnuue nog-
pasgena «ToYKn MOHTUPOBaHMA» (CM. pa3gen 4.5.3).

Ecnv nogxntouéHHblil pasgen He nepeuncnied B Tabnuue pasgena «Touku MOHTUPOBaHWS», TO Takoli pasgen
OyAEeT CMOHTMPOBAH TO/IbKO €C/IM BK/IHOYEHA Onunsi «Hen3BecTHbIN pa3aen». ToUKoli MOHTUPOBAaHNSI B TaKOM
cny4yae 6yget nanka «/mnt/<umsi_ycTpoicTBa>».

» «[lpoBepka hainNoBbIX CUCTEM Nepes, MOHTUPOBaHNEM» — BbINOJIHEHME NPOBEPKM (haioBoit cnctTembl pas-
Jena nepef, MOHTMPOBaHMeEM. [11s NPOBEPKM NMPUMEHSIOTCA Cneayowme yTUAnTbl B 3aBUCKMOCTM OT Tna
(haiinIoBoli CUCTEMBI:

o VFAT — /usr/sbin/dosfsck;

o F2FS — /usr/sbin/fsck.f2fs;

o Btrfs — /usr/bin/btrfsck;

o ext2, ext3, ext4 — /usr/shin/e2fsck.

4.5.2 Nopgpasaen «CMOHTUPOBaHHbIE pa3aesibl»

B nogpasgene «CMOHTUPOBaHHbIE pa3fesibl» CTpaHnLbl « TOUKM MOHTUPOBaHUSI» NpUBEAEHa Tekywasa Tabavya
MOHTUPOBAHNSA (CM. PUCYHOK 4-13).

CMOHTMpOBaHHbIe pasgensi

Daiinoean cucTeMa To4Ka MOHTHPOBaHHA HocTynso Mcnonb3oBaHo OTMOHTHPOBATH
ubiO:rootfs Jrom 22,67 ME / 72.57 MB 68.77% (49.91 MB) -

devtmpfs Jdev 512.00 Kb / 512.00 Kb 0.00% (0 B) -

tmpfs /tmp 12118 ME / 122.26 MB 0.89% (1.08 ME) -

Jdev/ubil_0 Joverlay 129.97 ME / 131.93 Mb 1.49% (1.96 MB) -

overlayfs:/overlay / 129.97 ME / 131.93 MB 1.49% (1.96 ME) -

fdev/mmcblkOp1 /mnt/ufs/media/mmcblk0pl 70.07 ME / 126.01 MB 44.39% (55.94 MB)

Puc. 4-13: CTpaHula «TOYKM MOHTMpPOBaHUS». TekyLlas Tabmua MOHTMPOBaHKSA

B Tabnvue nepeuncrieHbl Bce CMOHTMPOBaHHbIE pa3fesibl, UX TOUKM MOHTUPOBAHUA Y 06BEM AOCTYMHOMO Npo-
cTpaHcTBa. IMeeTcs BO3MOXHOCTb PYYHOr0 Pa3mMOHTUPOBaHWSA MOJb30BaTENbCKUX Pa3esioB npyi NOMOLLY KHOMKN
«OTMOHTMPOBATL.
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4.5.3 Mopgpasgen «TOYKU MOHTUPOBaHUSA»
YnpaBssieHe ToukamMu MOHTUPOBaHWSA OCYLLECTB/IAETCA B Nofapasaesne « TOUKM MOHTUPOBAaHNA» CTpaHuLbl «TOYKK

MOHTMPOBaHUA» (CM. PUCYHOK 4-14). B faHHOM pasfenie MOXHO A06aBUTb TOUKM MOHTUPOBAHUSA AN NO/1b30Ba-
TenbCKkNx pasgenos (Hanpumep, ans USB-Hakonutenei).

TOYKHM MOHTHPOBaHWA

BknioveHo YcTpoicTEO Totuka @aiinosan ONUWH MOHTHPOBaHWA MNpoBepHTb
MOHTHPOBAHNA cHcTeMa P posep

/dev/sdal (ne ,!mntf_ufs auto rw,codepage=1251,iocharset=utf8 Hert
CyLecTBYeT) /media/sda’l

fdev/mmcblk0p1 /mnt/ufs/media = m

auto (vfat) rw,codepage=1251,jocharset=utf8  Her
(128.00 ME) /mmcblkop1 Ve

Puc. 4-14: CtpaHuua «ToYKM MOHTUPOBaHUS». YNpasieHne MOHTMPOBaHNEM MOJ1b30BaTe/IbCKUX pa3fenos

B pasgene npveegeHa Tabnmua yxe co3faHHbIX (CKOHUIYPUPOBaHHbIX) TOUEK MOHTMPOBAHMS NO/Tb30BATENbCKMX
pas3fesioB C UX napameTpami (CM. PUCYHOK 4-14). Tabnvua CoaepXuT creaytolime cTonoLbl:

* «BKNnoyeHo» — onpeaenseTt BKAKYEHa N1 AaHHaa Touka MOHTUPOBaHUA.

* «YCTPOWCTBO» — NapameTpbl yCTPOMCTBA 1 NPU3HaK, N0 KOTOPOMY YCTPOCTBO MAEHTUULMPYETCS A1 MOH-
TnpoBaHus (UUID, meTka ycTpoicTea nam gaiin ycTpoiictea).

Mo ymonuaHuio fo6aB/eHbl Ba YCTPONCTBA, KOTOpbIE NPY NOAK/IHOUYEHUM COOTBETCTBYIOLMX YCTPOWCTB 6yayT
aBTOMATUYECKN CMOHTUPOBaHbI:

o «/dev/sdal» — nepBbiit pazgen USB-HakonuTens;
o «/dev/mmcblcOpl» —- neps.biit pazgen MMC-kapTbl NamsATy.
¢ «ToYka MOHTMPOBaHKS» — TOUKA MOHTMPOBaHWA pasgena.
» «®dainosas cuctema» — painsioBast cMcTeMa CMOHTMPOBAHHOIO pasgena.
¢ «OnuM¥ MOHTMPOBaHUA» — AONOSIHUTE/bHbIE ONUMY, NepefasaemMble yTUAUTE mount [7] npyM MOHTUPOBaHUN.

 «[poBepuTb» — onpeaensieT, 6yAeT /N BbINOSIHEHA NPOBEPKa (haii/10Boi cucTeMb! pasaesna npy MOHTUPOBa-
HUN.

4.5.3.1 PepakTupoBaHue TOUKN MOHTUPOBAHUA

[na pefakTpoBaHUs TOUKM MOHTMPOBaHWA M0J/b30BaTe/IbCKOro pasfena HeobXoaMmMo HaxaTb KHOMKY «/3me-
HWUTb», PACMOIOKEHHYIO B NPaBOIi YaCcTU CTPOKM COOTBETCTBYIOLLErO pasgena Tabnuubl TOHEK MOHTMPOBaHUA

(cm. pucyHok 4-14). MNpu 3TOM OTKPOETCSA BCNJbIBAIOLLEE OKHO pefaKTUpoBaH/sA napaMeTpoB TOYKM MOHTUPOBAHUS
pasgena, Kak nokasaHo Ha pucyHke 4-15.

OKHO pefakTMpoBaHUsi NapaMeTpoB TOUKM MOHTUPOBaHWSA pasfena pasfesieHo Ha Bkiagkm «O6Lume HacTpoKms
(cm. pucyHOK 4-15) 1 «[4ononHUTENbHbIE HACTPOMKM» (CM. PUCYHOK 4-16).
Bo Bknagke «O6LLMe HACTPONKU» pasMeLLeHbI CrieaytoLLe HacTPOKK:

* «BknoyeHo» — onpegenseT BKIOYEHA /N AaHHasA ToUKa MOHTUPOBaHUS.

* «UUID» — ecnu BblbpaHa faHHas onuus, TO MOHTUPYEMbIA pasgen 6yaeT naeHTMdmumpoBaTbCs no BblbpaH-
Homy UUID.

Bo3moxeH py4uHoin BBog UUID mnm Beibop 13 cnvcka UUID Bcex NOAKIYEHHBbIX Ppa3fesioB Ha MOMEHT 3arpys-
KW CTpaHuLbl.

* «MeTka» — ecnv BblbpaHa faHHas onuus, TO MOHTUPYEMbIV pasgen 6yaeT naeHTUgUUMPOBAaTLCSA MO Bbl-
GpaHHON MeTKe.

B03MOXeH pyyHOii BBOA MMEHWN METKMN UM BbIGOP U3 CNMCKa METOK BCEX NMOAK/MHOUYEHHbIX Pa3fenoB Ha Mo-
MEHT 3arpy3ku CTpaHuLbl.
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Touykn MoHTHpoBaHWA — HacTpoiiku pasgena

O6wme HacTpoiky | [lononHUTENbHbIE HACTPOHKK

BrnioueHo

UUID  —npoeepka no uuid — v

MeTka  —npoeepka no meTke - v

YeTpoicTBo  /dev/sdal v

ToyKa MOHTWPOBaHHWA Jsmnt/ufs/media/sdal v

Puc. 4-15: O6Lyme HACTPOIKM TOUKU MOHTMPOBaHNSA paszena

Toukn MmoHTHpOBaHWA — HacTpoilkun pasgena

061LMe HACTPORKK | [lONONHMTENLHLIE HACTPORKK

Qaitnoeas cucTema auto e

ONUMK MOHTUPOBAHKUA rw,codepage=1251 jocharset=utfg

Mpoeepute  []

Puc. 4-16: lononHWTeNbHbIE HACTPOWKU TOYKM MOHTMPOBAHUS pa3gena

* «YCTPOIACTBO» — eC/n BbiGpaHa AaHHas onuus, TO MOHTUMPYEMbI pas3aen 6yaeT naeHTUULMPOBaTLCS
Mo MMeHM yCTpoiicTBa.

BO3MOXeH pyuHOi1 BBOZ MMEHM YCTPOCTBA MW BbIGOP U3 CNUCKA YCTPOCTB BCEX MOAK/IHOUEHHBIX Pa3aenos
Ha MOMEHT 3arpy3ku CTPaHuLibI.

» «TOuYKa MOHTPOBAHMUS» — OnpeaensieT TOUKY MOHTUPOBAHUA pasaena.
BO3MOXeH pyuHOi1 BBOZ TOUKM MOHTMPOBaHMS pasaena Uiy Bbi6op U3 criefyoLimx BapuaHToB:
o «lcnonb3oBaTh Kak KopeHb (/)» — ICMOMNb30BaTh pases Kak KopHeBoi pasaen.

B cnyyae Bbibopa gaHHol onuum GyAeT BblAaHO COOBLLEHME C peKoMeHJauusamu, B Buae Habopa Ko-
MaHz, no NoAroToBke pasgena 4711 UCMNosib30BaHUA B Ka4eCTBE KOPHEBOrO HA OCHOBE CYLLIECTBYHOLLETO.
[JaHHble KOMaHAb! BbITAAAT creayowmym obpasom:

mkdir -p /tmp/introot

mkdir -p /tmp/extroot

mount --bind / /tmp/introot

mount umA_ycTpoiicTBa_pa3gena /tmp/extroot

tar -C /tmp/introot -cvf - . | tar -C /tmp/extroot -xf -
umount /tmp/introot

umount /tmp/extroot
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Mpu BBOAE AaHHbIX KOMaHA, UMS_YyCTpOCTBa_pa3aena cneayet 3aMeHUTb Ha peasibHoe MMs yCTPOIA-
cTBa pasgena (Hanpumep, /dev/sdal).
Bo Bknagke «[onofHMTE bHbIE HACTPOIKM» PaCcNONOXeEHbI CNeayoLmne HacTPOKK:

» «®aiinoBas cucteMa» — BbIGOP (haiifIoBoii CUCTEMBI MOHTUPYEMOTO pasaena. [ocTyrnHbl cnefytolye Bapy-
aHTbl:

o «auto» — aBTOMaTuyeckKoe onpeaeneHue annoBoi cucTemMsl pasgena (3HaueHne no ymoayaHui);
o «ext2» — cpalinoeas cuctema ext2;

o «ext3» — (palinoBas cuctema ext3;

o «extd» — chalinoBas cuctema exts;

o «vfat» — chaiinoBas cuctema VFAT,;

o «msdos» — chaiinosas cuctema FAT32;

o «ntfs» — chainnosas cuctema NTFS;

° «M0/fIb30BaTENbCKNIN» — PYYHOI BBOA, Ha3BaHWs (painnoBoil cuctembl, koTopoe ByaeT nepefaHo yTunante
mount [7] npy MOHTVPOBaHUN.

o «OnNuMN MOHTUPOBaHMUS» — AOMOSIHATENbHbIE ONUMK, NepefaBaemMble yTUAUTE mount [7] NPy MOHTUPOBAHNUM
pasgena.

[lns KOppeKTHOro oTo6paxeHnss UMEH haifioB 1 KaTasIoroB C UCMOMb30BaHNEM CMMBOJIOB KUPUNLbI, HEOGXO-
4MMO yKasaTb criefytoLme onLUyn MOHTUPOBaHUS:

codepage=1251, iocharset=utf8

 «[poBepuTb» — onpegensiet, GyAeT v BbINO/IHEHA NPOBepKa haiiIoBoi cucTeMbI pasaena npyv MOHTMPOBa-
HUW.

4.5.3.2 [lo6aBneHne TOUKN MOHTUPOBAHUA

[na no6asneHns HOBOIM TOUKM MOHTUPOBAHMWSA NOJb30BATENLCKOTO pasfena Heo6xoarMo HaxaTb KHOMKY «Job6a-
BUTb», PACMOIOXEHHYIO NOA, Tabnmueli ToUek MOHTUPOBAaHWSA (CM. PUCYHOK 4-14).

Mpw fo06aBNEHNN HOBOW TOUKM MOHTUPOBAHMUSI OTKPOETCS TAKOE XXe OKHO peaakTUpPOBaHUsi NapaMeTpoB TOUKM MOH-
TUPOBaHUSA, Kak U NpY pefakTUPOBAHNM YXe CYLLECTBYIOLLEN TOUKM MOHTMPOBaHUS. PefakTpoBaHNne CyLLecTBYo-
LMX TOYEK MOHTUPOBaHMS pAcCMOTPEHO B pasgdene 4.5.3.1 AaHHOro pykoBoACTBa.

4.5.3.3 YpaneHune TOYKM MOHTUPOBaHUA

[ns yaaneHus TOYKM MOHTMPOBaHUS NOMb30BaTENbCKOTO pasferna HeobXoAMMO HaxkaTb KHOMKY «YAanuTb», pac-
MOIOXXEHHY0 B MPaBoii YacTu CTPOKM COOTBETCTBYHOLLIETO pasaena Tabnmupbl TOHeK MOHTMPOBaHNS (CM. puCy-
HOK 4-14).
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4.6 Pe3epBHOe KonupoBaHue

Ha cTpaHuue «Pe3epBHas Konus» pasgena «Cuctema» pacnosioxXeHbl HaCTPOIKK, CBSA3aHHbIe C co34aHueM U BOC-
CTaHOB/IEHMEM pe3epBHOIT Konun ¢hainioB KOHAoMrypaumm ycTpoiicTBa. HacTpoiika cnmcka coxpaHsiembix dalisnios
onncaHa B pasgene 4.6.2. Kpome TOro, Ha JaHHOl CTPaHMLE MOXHO BbIMOSIHATL COPOC YCTPOMCTBA K 3aBOACKUM
HacTpoiikam (factory reset).

BHewHwuii Bug, cTpaHnupbl «Pe3epBHas Konus» nokasaH Ha pucyHke 4-17.

& plc210 - Peseperan konua - x |+ - [m] s

&« c Q LOBN"1 172.16.0.1/cgi-bin/lud/admin/system/flash e b d N @.

UBEH :

Coctonnne b plc210

Crerema PesepBHanA Konus

Ofime HaCTPoiKK B
DNedcteua | KoHgurypauus

Bpemsa

YnpaeneHue PesepBHas KonuA

CTOpOMEBOH Talmep

Touku MOHTHPOBaHWA

3arpysnTo pesepeyio Komio NN, aprue

PesepBHan KOMUA

OGHOBNEHWE NMPOLINBKM BoccraHosneHune

TepMuHan
Mepesarpyaka

) COPOCHTE Ha 3HaUEHNA NO yMoNuaHnio [N cbpoc
MacTep HacTpoAku

MK » BOCCTaHOBMTS peaepaHyio komuio  [ERRRINEPRE,

Cnywobl b
Ceto b
CTaTMCTHKE P

BbIATH

Puc. 4-17: CtpaHuua «Pe3epBHas Konus»

Ha cTpaHuue «Pe3epBHas Konusi» Bo BKIaake «[eicTBus» (CM. pUCyHOK 4-17) npeAcTaB/eHbl crieaytoliue ane-
MEHTbI yNpasneHus:

+ KHonka «Co3faTtb apxuB» — MO3BOJIAET CO34aTb (CKayaTb) tar-apxme TEKYLLMX KOH(IMIypaLMOHHbIX dhaiinos
MPOLUMBKM YCTPOWNCTBA;

» KHonka «BbInonHnTL CO6poCc» — BbINOMHAET COPOC YCTPOICTBA K 3aBoACKMM HacTpolikam (factory reset);

Mpu BbINOMIHEHUM COPOCA K 3aBOACKMM HACTpOikaM 6yayT YHUUTOXEHbI BCE NOJ/b30BaTe/IbCkne haiisibl 1 note-
psiHa nosib3oBaTesibckas KoHMrypauys ycTpoiicTea.

Mpu BbINOMIHEHUM cOpOCca K 3aBOACKMM HAcTpoiikam ByaeT BbiNoSHeHa nepesarpyska ycTpoicTaa.

* KHomMka «3arpyska apxusa...» — BbIMOIHAET BOCCTAHOB/EHWE HACTPOEK 13 tar-apxmea (cM. pasgen 4.6.1).

4.6.1 BoccTaHOBJ/IEHUE Pe3epPBHOV KOMUU HACTPOEK

BoccTaHOB/MEHVE PE3EPBHOI KOMUK HACTPOEK NPOV3BOAMTCS NPY NMOMOLLYM KHOMKM «3arpy3ka apxuBe...», pacnoso-
XXEHHOI B noapasaene «BoccTaHOBNEHME» CTPaHULbl «Pe3epBHast Konus».

Mpn HaXxxaTUM KHOMKK «3arpy3ka apxusa...» byeT 0To6paxeHOo BCMN/biBaloLLEe OKHO, KakK NoKa3aHO Ha PUCYH-
Ke 4-18.
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3arpyska daina...

Moxanyiicra, BbiGepuTe daidn LnA 3arpysKun.

0630p... OTMeHa
Puc. 4-18: BoccTaHoBNeHMe pe3epBHOIi konuun. Beibop thaiina ans 3arpysku

B gaHHOM OKHE HeobxoAMMO BblOpaTh (halin apxvBa pe3epBHOIT KoMK Ha fIoKasibHON (oainnoBoli cucTeMe npu
NMoMOoLLM KHOMKK «O630p...» (CM. pUcyHOK 4-18). Mocne Bbibopa haiina apxmsa AN 3arpy3ky, BO BCM/IbIBAOLLEM
OKHe ByfeT oTobpaxeHa nHopmaLuus o BbiIopaHHOM dhaiine (MM 1 pasmep), Kak nokasaHo Ha pucyHke 4-19. MNpu
3TOM, KHOMKa «3arpy3nTb» CTAHOBUTCSA akTUBHOW.

3arpysKa daiina...

o Hazeanwe: backup-plc210-1-2020-09-17 tar.gz
o Pasmep: 47.44 Kub

0630p.. OTMeHa m

Puc. 4-19: BoccTaHoBNeHWe pe3epBHO konuu. MoaTBepXAeHVE 3arpy3km

[nsa noatTBepxaeHns 3arpy3ku BblbpaHHOro haiina HeobxoAMMO HaxaTb KHOMKY «3arpy3uTb». B cnyyae ycnewu-
HOW 3arpy3kn haiina apxmea pe3epBHO KOMMK 1 ero npaBuALHOTO doopmata (apxus B popmare «.tar.gz»), oyget
0TOOPaXKEHO OKHO MOATBEPXAEHNA BOCCTAHOB/IEHNSA CO CMIMCKOM BCEX BOCCTaHaB/MBaEMbIX (DalifioB, Kak nokasa-
HO Ha pucyHke 4-20.

BoccTaHOBUTE pe3epBHYI0 Konuio?

3arpyXeHHbIi apXMB Pe3epBHOI KOMWW ABNAETCA JeHCTBUTENDHBIM M COAEPKUT ainbl, NepeuncNeHHbIE HIKE. HaxmuTe «MPofoMKNUTD» ANA BOCCTAHOBNEHWA PE3EPBHOI
KOMMKW 1 Nepesarpyaki, uni «0TMeHa» 1A NPepbiBaHUA onepauum.

etc/collectd.conf o
etc/config/codesys

etc/config/ddns

etc/config/dhcp
etc/config/firewall
etc/config/luci

etc/config/luci wizard
etc/config/matpd
etc/config/network
etc/config/systen
etc/config/ucitrack
etc/config/ubttpd
etc/config/vaftpd
etc/dropbear/dropbear_rsa host key
etc/group

etc/hosts

etc/inittab

etc/openvpn/

etc/passwd

etc/profile

etc/rc.local ”

Puc. 4-20: BoccTaHoBNEeHWEe pe3epBHOii konuu. MoaTeepXaeHe BOCCTaHOBNEHNS

[ns noATBEpPXAEHNSI BOCCTAHOB/IEHWS Pe3ePBHOI KoMK He06XoAMMO HavkaTb KHOMKY «MMpoaomkuTe». B aToM
cny4yae 6yaeT BbINOIHEHO BOCCTAHOB/EHME (DalifoB U3 3arpyXeHHoro thaiiia apxmea pe3epBHOii konuu ¢ nocre-
[AytoLlell nepesarpy3koli ycTpoiicTBa.

Mpu BbINOMHEHUM BOCCTAHOB/IEHWSI PE3EPBHOI KOMMU HEKOTOPbIE NOJb30BaTe bCKue haiinbl (HanpuMep cepTudmka-
Thbl, CKPUMNTbI) MOTYT OCTaTbCsl B cUCTEME. YTOObI 3TOT0 HE MPOW3OLLIIO, BbINOMHATE Nepes BOCCTAHOB/IEHMEM PE3epB-

j i Mpwu BbINOSIHEHUM BOCCTAHOB/EHWSI PE3EPBHOI KONWM HACTPOEK BYZET BbIMOMHEHA Nepe3arpyska ycTpoiicTaa.
i HOIi KonuM cBPOC K 3aBOACKUM HACTPOMKaM.
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B TOM c/lydyae, ec/in 3arpyxaemblii NOBPEXAEH UM UMeeT HEBEPHbI hopMaT, MoC/e HaXaTUs KHOMKK «3arpy-
3UTb» (CM. PUCYHOK 4-20), BCM/bIBAIOLLEE OKHO GYAET 3aKpbITO, a B BEPXHE YacTh CTpaHuULbl 6YAEeT 0TO6paXeHO
COO0O6LLEHME O TOM, YTO 3arpyXXeHHbli paiin He yaaéTca NpounTaTh, kak NokasaHo Ha pucyHke 4-21.

.
& plc210 - Pesepenan konma - Lu. X ‘ + =
&« c ‘@' [ON"1 172.16.0.1/cgi-bin/luci/admin/system/flash e i} IneBo ® & =
vaung= -
)51
-
Coctosnve b plc210
Cucrema ~
OBime HaCTPOiiKM 3arpy#eHHbilii apXWE Pe3ePBHON| KOMUK He UNTAETCA JaKpbITs

Bpemn

Ynpasnenve
CTopoxeBsoi Taiimep
TouKK MOHTHPOBAHWA
PesepsHan konus

OBGHOBNEHWE NPOLKMBKK

PeSEpBHaH Konwna

DOeiicTBuA | KoHpurypauus

PesepBHan Kon1A

3arpyauTh PE3EPEHYID KOMUK W

4.6.2 HacTtpolika cnucka ¢aiinos pe3epBHOiA konuu

Puc. 4-21: BoccTaHoBNeHNe pe3epBHOL konuun. OwmbKa YTEHUS 3arpyXXeHHoro gaiina

Ha Bknaake «KoHdurypauusi» cTpaHmLbl «Pe3epBHast Konusi» MOXHO BbINOSIHUTL HACTPOIKY crniMcka chaiinos,
KOTOpble ByAyT COXPaHSATLCS B PE3ePBHOI KON, BHELLHWIA BUA BKNaaKM «KoHUrypauus» nokasaH Ha puUcyH-

Ke 4-22.

& plc210 - Pesepenan konms -

X

+

&« () ‘@ (0N 172.16.0.1/cgi-bin/luci/admin/system/flash

UBEH

N IR

- O

In @ &

s

CocToRHUEe b

Cuctema ¥
O6LWKe HACTPORKK
Bpems
ynpaeneHue
CTOPOXEBOA TAAMED
TOYKM MOHTHPOBaHNA
PezepBHaR KONWA
OBHOBNEHWE NMPOLINBKM
Tepmunan
MNepesarpyzka
MacTep HacTpoiku

nnK »

CnywGbl ¥

ple2ld

Pe3epBHafA Konusa

JeicTBuA | KoHgurypauus

Kondurypauma

MokazaTe TeKYLLHW CNWUCOK q)avmoa peaepeHOM KONUK OTI(pI:ITD CINCOK....

## Thia file containa files and directories that sheould
## be preserved during an upgrade.

# /etc/example.conf
# /etc/cpenvpn/

CoxpaHuTb

Puc. 4-22: CtpaHuua «Pe3epsHas konus». Bknagka «KoHdurypaums»

34ecb NpeAcTaB/ieHO COAEPKMMOE KOH(hUrypaumoHHOro goaiina «/etc/sysupgrade.conf», B KOTOPOM yKa3blBatOTCS
[ONONHWTENbHbIE NYTH K dhaiinam n/nnm nankam, KOTopble HEOBXOAMMO COXPaHATb B PE3EPBHOI KOMUK (MO OAHOM

3anucy Ha cTPoKy). CTPOKKM, HAUMHAIOLMECS C CUMBONA «#», ABNAIOTCA KOMMEHTapUSAMU 1 UTHOPUPYHOTCA NpK
BbINO/THEHWUW PE3EPBHOTO KOMMPOBAHWSI.

Mpwn HaxaTum KHOMKK «OTKPbITb CMMCOK...» ByAeT 0TOOPaXEH NOJHbIA CNMCOK haiinoB BO BCN/IbIBAIOLLEM OKHE,

KoTopble ByayT COXpaHEeHbl B Pe3ePBHYI0 KONMIO C y4ETOM KOH(UIypaumMoHHoro daiina «/etc/sysupgrade.conf»
(cMm. pucyHok 4-23).
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CnucoK daiinos ana pesepBHOro KONMPoBaHUA

Hue NPMBOAMTCA onpenenéxHbli cnucok Gaiinoe ANA pe3epBHOMO KOMWPOBaHWA. OH COCTOMT U2 M3MEHEHHDIX KOHMIypaUMoHHbIX haiAnos, oTMeueHHbIX opkg,
HeoBxoauMbix Ga308bix Hainoe, a TakKe WalnoHOE pe3epEHOND KONWPOBaHWA, ONPeaeneHHbIX NoNb30BaTENeM.

J/etc/collectd. conf ~
/etc/config/codesys

fetc/config/ddna

/etc/config/dhep

/etc/config/firewall

Jete/config/luci

fetc/config/luci_wizard

Jetc/config/matpd

/etc/config/network

/fetc/config/aysten

/etc/config/ucitrack

/fetc/config/uhttpd

Jfetc/config/vaftpd

/etc/dropbear/dropbear_rsa_host_key

/etc/group

fetc/hoats v
/etc/initrab

3aKpbITb

Puc. 4-23: CtpaHuua «PesepBHas konus». Bknagka «KoHdurypaums». Cnucok daiinos
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4.7 OGHOBMEHWE NPOLUNBKN

Ha cTtpaHuue «O6HOBMEHME NPOLUMBKU» pasgena «CucteMa» pacnosnioxeH diyHKLMOoHan 06HOBNEHNSA NMPOLUMBKM
ycTpoiicTBa. BHelWwHWi BuA cTpaHnubl «O6HOB/IEHME NPOLUMBKUY» NOKa3aH Ha puUcyHke 4-24.

& plc210 - Obrosnenme npoww: X | == - O x

&« ¢ o © £ 172.16.0.1/cgi-binAud/admin/system fu see fad m o &

UIBI:H

CocToRHME P plezld
CueTema v O6HOBNEHNE NPOLUMBKM (war 1 13 3)

06wWme HacTpoiKK

BpemsA
Onuyun 06HOBNEHWUA NPOLUMBKH

Ynpaenexue
CTOpOMEBOA TaAMep
YpanuTh HacTpoitku ycTpoictea [
TOYKH MOHTHPOBAHWA
Pe3epBHaRA KONMA
OGHOBNEHHME NPOLMEKN
Tepmunan
Mepesarpyzka
MacTep HacTpoiiku
MK »
CnywGbl b
CeTb b
Cratuctuka b

BolitTia

Puc. 4-24: CtpaHuua «OBHOBNEHNE NPOLUNBKM»

Bcs npoueaypa 06HOBNEHUS NPOLUUBKK YCTPOACTBA COCTOMT K3 3-X LIAroB:
1) BbI6op onuuii 06HOBNEHNSA NPOLLMBKN;
2) 3arpyska 06pasa NpoLUNBKM Ha YCTPONCTBO;
3) BbinosiHeHVE 0GHOBEHNS MPOLUMBKM YCTPOCTBA 1 Nepesarpysku.

4.7.1 Bbl6op onuuii 0GHOB/IEHUSI MPOLUVBKU

MpK BbINONHEHUN OOHOB/IEHNS NPOLUMBKM YCTPOMCTBA MOXHO BbINOMHUTL aBTOMATUYECKUIA COPOC BCEX HACTPOEeK
K 3aBOACKOMY COCTOSIHMIO. 1191 BbINONHEHMS cOpoca npegHa3HayeHa HaCcTpoka «YaanuTb HaCTPOIKK YCTPOit-
cTBa» (CM. PUCYHOK 4-24). Ecnv faHHas HacTpoiika BK/IKOYEHa, TO NPY BbINOSIHEHUM OGHOBEHWS MPOLLMBKU BCe
Nnosib30BaTeNIbCKME HACTPOVKU U JaHHble Ha YCTPOWCTBE ByayT YHUUTOXEHbI. ECNK XXe HacTpoiika He BKKUEHa,
TO NPV BbINOSIHEHWNN 0GHOBEHNS MPOLUMBKM BCE MO/Ib30BATE/IbCKME HACTPOVKM M AaHHbIE Ha YCTpolicTBe ByayT
COXpaHeHbl.

[JaHHOro gokymeHTa. Mpy 06HOBNEHWM NPOLUKBKM YCTPOCTBA, A4J1S CO3A4aHNs U BOCCTAHOBEHUST PE3ePBHOI Konuu

i TMpoueaypbl Py4HOrO CO3AaHKS N BOCCTAHOB/IEHUS PE3EPBHOI KOMWM NOAPOGHO paccmaTpuBatoTcs B pasgene 4.6
{ 1MCrONb3yIoTCA Te Xe BO3MOXHOCTY.

4.7.2 3arpys3ka o6pasa NpoLINBKU

BHewWwHWiT BUZ CTPaHWLbl BTOPOTO LWara, Ha KOTOPOM BbIMOHSETCS 3arpy3ka goaina obpasa NpoLLMBKY, MOKa3aH
Ha puUcyHke 4-25.
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@ plc210-Ludl X | + -~ O *
<« c Q © & 172.16.0.1/cgi-bin/luc/admin/system /fwu/step_2 v @ ﬁ [[\EN] ®. =
V)L B :
CocToAHKe b plc2lo
Cuctema >

O6HOBNEHWE NPOLUMBKM (Liar 2 u3 3)
061Lue HacTpoiikn Ha faHHOM Lware HeoGXoAMMO BoIBPaTL (aiin NPOLWMEKN.

Bpemn Boifpannoii daiin npowusky OyneT sarpyseH Ha yCTRORCTBO, koTopoe Obino BoiDpaHo Ha npegoigylem ware

Ynpaenenne
Onuwun 06HOBNEeHUA NPOLUMBKKN

CTOpOMEBOH TalMep

¥AanuTb HAacTPORKM YCTPORCTEA ‘ nNa
TOUKK MOHTHPOBAHWA

Peaepean Konua BaHble YBeAOMCHHA

OGHOBNEHUE NPOLLMEKN ~ )
‘ BHUMAHME: Bo Bpems 0GHOBNEHWA NPOLUHBKA BCE NONb30BaTENbCKWE AaHHBIE HA YCTPORCTEE GyAYT YHHUTOREHDI J

TepmuHan
‘ BHWUMAHME: Bc EpemMs 0GHOBNEHWA NPOLIMEKA BCE HACTPOAKKM YCTPORCTEa GyAyT NOTEPAHDI. Bbl MOXETe CAENATE PE3EPEHYHD KOTIHK) HACTPOSK 30ech. J
Mepeaarpyaka
MacTep HacTpolikn ®aiin NpoLMBKH
MK » 06pa3s NpoLUMEKH (3ToT o6pa3 GyAeT UCNoNb30BaH ANA 06HOBNEHUA NPOLLMEKMW)
MoxanyiicTa ebiGepuTe $hain NPOWWEKKW ANA 38rPY3KM
Cnyx6Gob1 #
0620p... | ®aiin He BrIBpaH.
CeTo b

CratueTva b Haaap | MMepesarpyanTb yCTPOWRCTBO M OOHOBMTH NPOLUNBKY

BbiATI

Puc. 4-25: CtpaHuua «O6HOBEHVE NPOLWMBKM». 3arpy3ka daiiia npoLUvBKu

B noapasgene «Onuym 06HOBNEHNS MPOLLMBKU» 0TOGPaXKaKOTCA 3HAUEHUS BbIGpaHHbLIX ONuuii Ha NpeaplayLiem
Lware.

B noapasgene «BaxHble YBELOM/IEHNSI» 0TOGPAKAITCA Pas3/IMUHbIE BaXKHbIE COOBLLEHNS, KOTOPbIE MOTYT 3aBU-
CETb OT BbIGPAHHbIX AOMNO/THUTE/bHBIX ONUMIA U T.N. Hanpumep, B c/lyyae BKIOUEHHOW ONuun «YaasiMTb HACTPOMK
YCTpOIiCTBa» AaHHbIi noapasaen 6yaeT BbIAAeTb Tak, Kak NokasaHo Ha pUcyHke 4-26.

| BHUMAHME: Bo Bpema 06HOBNEHUA NPOLUMEKW BCE NOMb30BATENBCKWE AaHHbIE HA YCTPORCTBE BYAYT YHUUTOMEHDL. J

| BHUMAHME: Bo Bpems 0GHOBNEHUA MPOLIMBKW BCE HACTPOMKK yCTPoHcTEa GYnyT NOTEPAHDIL. Bbl MOXETE CAENATh PE3EPEHYH KOMMID HACTPOEK 3/ECh. J

Puc. 4-26: CtpaHuua «OGHOBMEHNE NPOLUMBKM». O6aCTb BXKHbIX YBELOMMAEHWIA

Mpu OTCYTCTBUW YBEAOMEHWIA NoApasaen «BakHble YBeJOMIEHUA» He 0TOBPaKaeTCs.

B noppasgene «®daiin npowmekn» 0TobpaxaeTcs Hopmaums o 3arpyXeHHom haine obpasa NpoLumekn. Ecnu
Ha TeKyLLMA MOMEHT HET 3arpy>XeHHoro gpalisnia obpasa npoLwunskn, To nogpasaen «dain npoLnBKN» ByAET BbIrIs-
[LeTb, KaK NoKa3aHo Ha pUCyHke 4-27.

Daiin NPOWMEKYW HA BHELUHeM HocHTene (3ToT daitn GyaeT Henonb3oBaH AnA oGHOBNEHWA NPOLNEKN):

| MowanyiicTa BbibepuTe (ain NPOLWWEKN AN1A 3ArPY3KM HAa BHELHWA HOCHMTEND

O6zop... | ®aiin He ewIbpaH.

Puc. 4-27: CtpaHuua «O6HOBNEHME NPOLLMBKU». OTCYTCTBME (haiina NpoLIMBKY Ha BHELLUHEM YCTpO/CTBE

B aToM cnyyae Heo6xoAMMO BbIGpaTh thaiin o6pasa NPOLUMBKIA A1s 3arpy3kn Npy MOMOLLY KHOMKM «O630p...».
Bo Bpems BbINOHEHUA 3arpy3ku haiina o6pasa NpoLLUMBKY HA BHELLHee YCTPOoCTBO, noapasaen «®daiin npolums-
Ku» GyAeT BbIMAAETb Tak, Kak MoKa3aHo Ha PUCYHKe 4-28.

http://owen.ru 80/ 228


http://www.owen.ru

Kpartkoe onvncaHue oCHOBHbIX thyHKUMiA Web-nHTepdoeiica ynpaBneHust KoOHTposniepoB...  TN-UG-OWRT-LUCI-R3

= = VingT sarpyska (haiina NpowMBKK, NOXANYACTa NOAOKANTE. .

3arpyxeHo 14155300 13 58178486 (24%)

Puc. 4-28: CtpaHuua «O6HOBEeHME NpoLmMBKM». Mpouecc 3arpy3ku daiina npoLUvBKN

Ecnu 3arpyxeH chaiin obpasa NpoLUmBKK, KOTOPBIA He NpegHa3HaveH AN NPOLUMBKY Ha ycTpolicTse M/1K210,

TO nogpasgen «dain npownBkn» ByaeT BbIMNSAAETh Tak, Kak Moka3aHo Ha pucyHke 4-29. B 3Tom cnyyae Heobxo-
AMMO BbIGpaTh HOBBIW halin obpasa NPOLUMBKU A1 3arpy3kv Ha BHELLHee YCTPOKCTBO NPy NOMOLLM KHOMKK «O6-
30pP...».

O6Gpaz npoluMEKM (3ToT obpas GyaeT MCNoNb3oBaH ANA oGHOBNEHWA NMPOLLMEKHN)

3arpymeHHblii (ailn NPoLIMEKM HE ABNAETCA NPOILMBKON NpeAHa3HaYeHHON ANA yeTpoiicTea MMK210. 3ToT daiin He MoXeT GbITb HCNONb30OBaH ANA
0GHOENEHUA MNPOLUMBKM Ha ycTpoiicTee MJIK210. MoxanyiicTa, BbiGepuTe U 3arpysuTe dain NPoLWKWEKH, NPpeAHa3HaYeHHbIA 4NA ycTpoicTea MNK210.

Paamep: 2.98 MB
Bpemn cozpanuA: Wed Mar 04 13:35:43 2020
KoHTponbHaa cymma (MD5): c40bld5e9de28907a2bddd45443d3a01

0630p... | Maiin He BoIbpaH.

Puc. 4-29: CtpaHuua «O6HOBNEHNE NPOLLNBKUY». HEKOPPEKTHBIN (haiisl NPOLLNBKMA Ha BHELLHEM YCTPOCTBE

Ecnu e 3arpyxeH cpaiin o6pasa npoLLMBKY, KOTOPbIV NpeAHasHaueH A71s NPOLUMBKU Ha ycTpolicTee M1K210,
TO nogpasaen «daiin NpowmnBk» GyaeT BbIMSAETb Tak, Kak NoKa3aHo Ha pucyHke 4-30.

0OGpaz npowunexn (3ToT ofpa3s GyaeT McNoNb30BaH ANA OGHOBNEHWUA NPOLUMEKH)

Pasmep: 56.45 MB
Bpemn co3afgaxna: Wed Mar 04 13:38:10 2020
KoHTponbHas cymma (MD5): 50d7da639£864d20d3d68d6cfelcefal

0G30p... | ®aiin He BrIGpaH.

Puc. 4-30: CtpaHuya «O6HOBEHME NPOLIMBKM». KOppeKTHbI dhalin NpoLUMBKU HA BHELLHEM YCTPOACTBE

B nogpasgene «®daiin npowmBkn» A1 3arpy>XeHHoro daiisia o6pasa NPOLNBKN Ha BHELLIHEE YCTPONCTBO BbIBO-
AnTCa cnegyowas AononHUTeNbHas HopMaLms:

» «Pa3mep» — pa3mep paiina obpasa NPOLLMBKU HA BHELLHEM YCTPOICTBE;
* «Bpewmsi co3gaHusa» — aarta u BpeMs co3faHus daiina obpasa NpoLLNBKU Ha BHELLIHEM YCTPOIACTBE;

» «KoHTponbHasa cymma (MD5)» — KOHTpO/bHas cymma halina o6pasa NpoLLIMBKY Ha BHELLHEM YCTPOICTBE,
paccuntaHHasa anroputmMom MDS5.

4.7.3 Mepesarpyska u o6HOBNEHNE NPOLLUNBKU

Mpy HaIMUMKM Ha BHELLHEM YCTPOWCTBE KOPPEKTHOro doaiisia o6pasa NpoLUMBKY, NpegHa3HauYeHHOro /18 NPOLLMBKA
Ha ycTpoicTee MNJ/1K210, kHonka «lMepe3arpy3uTb YCTPONCTBO Y OBGHOBUTL MPOLLMBKY>» CTAHOBUTCS akTUBHA.

HaxaTve 3Toii KHOMKM HauMHAeT npoLeaypy 06HOB/EHUsI MPOLUMBKM YCTPOCTBA. Mpu 3ToM cTpaHuua «O6HoB/e-
HWe MPOLUMBKW» BYAET BbIrNAAETh, Kak NOKa3aHO Ha pucyHke 4-31.
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OGHoBNEeHWe NpowWwnBKHK (war 3 us 3)

MpéT obHOBNEeHWe NPOWMBKN YCTPONCTBA, NOXANYHCTa NOAOKANTE...

= OsargaHine NoJKMHUEHUA YCTpoicTEa. .
('

Hazag

Puc. 4-31: CtpaHuua «O6HOBNEHUE NPOLLNBKKY». OBHOBMEHUE NMPOLLUBKM YCTPONCTBA

B Tom cnyuae, ecnv 06HOB/EHME NPOLUMBKY BbINO/THAETCA C BbIK/TFOYEHHO HACTPOIKON «YhanuTb HACTPOIKM
yCTpoiicTBa», TO Noc/ie 06HOBNEHNSA NPOLLMBKM M YCMELLHOW 3arpy3kun YCTpOCTBa NPON30MAET aBTOMAaTUYECKMNIA
nepexo Ha cTpaHuuy ayTeHTudmkaumm (cm. pasgen 1.3). Ecnn gononHutenbHas HacTpoiika «YganuTb HacTpoit-
K1 yCTpOIcTBa» BK/OUEHA, TO BO3MOXHO NOTPebyeTcs NoAK/o4eHNe K YCTPOWCTBY B PYHYHOM pexnme, Tak Kak
IP-agpec ycTpoiicTBa nocne 06HOBIEHWS NPOLLUMBKA MOXET ObITb U3MEHEH.

i Mpoueaypa 06HOBNEHNA NPOLLMBKM YCTPOCTBA MOXET 3aHMMaTb 10 10 MUHYT;
i 3anpelyaeTcs OTK/IOYATL NUTaHME YCTPOKCTBA [0 NOJIHOTO OKOHUYaHMSA NPoLEeaypPbl 0GHOBIEHIA NPOLLNBKY.
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4.8 TepMmuHan

Ha cTpaHuue «TepMuHan» pasgena «CucteMa» MOXHO NoMy4YnTh JOCTYN K TepPMUHaNY YCTPOiCTBa Hernocpea-
CTBEHHO uepe3 6pay3ep, 6e3 UCNo/Ib30BaHWSI KAKOro-MG0 A0MNO/IHUTE/ILHOTO NMPOrPaMMHOr0 06ecneyeHus.

BHewwHWi BUA, cTpaHuLbl « TepMUHan» nokasaH Ha pucyHke 4-32.

& tanowrt - Tepraunan - LuCl x |+ - O x
&« c @ © A 172.16.0.1/cgi-bin/luci/admin/system/shellinabo s w mn o & =
u ~
UBI:H
CocToaHue b TAnowrt
CucTema ¥

Tepmmunan | HacTpoitkn

06wWKe HAacTpOAKK

Be6-TepMuHan

Bpems
Ynpaenexue
CTOpOMEBOA TaAMep

- / PLC218
OYKHK MOHTHpOBaHMA ) 203 -81 18:89:88 UTC

(c) 2018-2020 Owen LLC
https://owen.ru

Pe3epBHaRA KONMA
OGHOENEHUE NPOLWEKN
Tepmunan
Mepesarpyska
MacTep HacTpoiiKK

MK »

CnywGbl b

CeTb b

Cratuctuka b

BolitTia

OTKpbITb TEPMHUHAN B OTAESNEHOM OKHe

Ecnv TepMUHan He

MAETCA U UCNONbL3Y

aMOonNoANUCaHHb
TEETCTEYHOLLEA KHOMKKM BhILIE 1 NOATBERS)
paHuLy UNKM KCNONb30BaTh TEPMUHAN B OTKPbIBLLEMCAH OKHe

eT NoTpeGoBaTbCA OTKPLITh TEPMWHAN B OTAENEHOM OKHE
Mocne NogTEEPXAEHNA CECIT.«IEIZ-KIHEI’& Heobxognmo

3UTb JJAHHYHO C

Puc. 4-32: CTpaHuua «TepMuHas»

Mpun ncnonb3oBaHWK caMonognucaHHoro SSL ceptudmkara 06nacTb TEpMUHaNa Ha CTpaHuLe «TepMuHasT» Mo-
XET BbIMNALETL TaK, Kak NoKasaHo Ha pUCyHKe 4-33.

B 3aBO/CKOI1 NPOLUMBKE YCTPOICTBA CaMONOANMCAaHHbIN cepTUdMKaT reHepupyeTcs aBTOMaTUYeCKy Npu NepBom
BK/TOYEHUM YCTPOIiCTBA.

[JaHHoe cooblieHne CBUAETENLCTBYET O TOM, UTO Gpay3epy He YAanoch BbINOHUTL NPOBEPKY cepTudukaTa. B ue-
NAX 6e30MacHOCTM NPaKTUYECKM BCE COBPEMEHHbIE 6pay3epbl N0 YMOYAHUIO He OTKPbIBAKOT CTPaHWLbI, Ha KOTO-
PbIX UCMOJIb3YIOTCSA CAMONOANUCaHHbIe CepTUdUKaTbI.

Ha pucyHke 4-33 nokasaHo cogepXxnMoe obnacTv TepmuHana ans épaysepa Mozilla Firefox. B apyrux 6paysepax
BHELLHWI BUA, 1 COAEPXaHNe JAaHHOrO COOBLLEHMSA MOXET OT/IMYATbCS.

http://owen.ru 83 /228


http://www.owen.ru

Kpartkoe onvncaHue oCHOBHbIX thyHKUMiA Web-nHTepdoeiica ynpaBneHust KoOHTposniepoB...  TN-UG-OWRT-LUCI-R3

[TpenynpexaeHue: BeposaTHas yrpo3a 6e3onacHoCTy

Firefox oBHapyxu1n BepOATHYH yrpo3y Be30nacHOCTM WM He cTan oTkpeieats 172.16.0.1. Ecan Bbl NoceTMTe 3TOT CauT,
Hanajaslne MOryT NONbITaTbCA NOXMTHTL BALLY MHHOPMALIMIO, TAKYHD Kak Maponu, aipeca SNeKTPOHHOW NouTkl
WK AaHHble BaHKOBCKWX KapT.

MoapobHee...

BepHyTbcs Hazaa (pekoMeHayeTcs) [LononHUTensHo...

OTtnpaeka COOBLWEHMA O NOA0OHEIX OWwWKbKax nomoxeT Mozilla 0bHapyXuTe W 3a610KMpPOEaTE BpeLOHOCHbIE

CarThI

Puc. 4-33: CtpaHuua «TepmuHan». Owmnbka npoBepku ceptudmkara B 6paysepe Mozilla Firefox

[nsa paspelueHns paboTbl TEPMMHAIA C CAMOMNOANMCAaHHBIM CepTUUKATOM, HE0OXOAMMO BbINOMHUTL CrieayoLme
felicteua (Ha npumepe 6paysepa Mozilla Firefox®):
1) OTKpbITb TEPMUHA B OTAE/IbHOM OKHE 6pay3epa, HaXas KHOMKY «OTKPbITb TEPMUHAS B OTAE/TbHOM OKHE>,
pPacnosiIOKEHHYIO B HYXKHEW YacTu CTPaHUUbl « TepMUHaUT» (CM. pUCYHOK 4-32).

2) B OTKpbIBLUEMCS OKHE OyAeT 0TOH6paXKeHO CO0bLLEHME, aHaUTOTMYHOE NOKa3aHHOMY Ha pUCYHKe 4-33. Heobxo-
JMMO HakaTb KHOMKY «[0NOMHUTENbHO...».

3) B oTkpbIBLIEliCS 06/1aCTU AONOSIHUTE/BbHOK MHGOPMALMK (CM. PUCYHOK 4-34) HE06X0AUMO HaXKaTb KHOMKY
«[TPUHATL PUCK 1 NPOAOMKUTB.

Beb-caiTel NOATEEPMXAAHT CEOK NOAAMHHOCTE C MOMOLLLHD cepTudKrkaTos, Firefox He aosepaeT aToMy
CaWTy, MOTOMY UTO OH MCMNOAL3YET CEPTUOMKAT, HegeAcTeMTeNsHbIA ang 172.16.0.1:4200.

Koa owwnbku: MOZILLA_PKIX_ERROR_SELF_SIGNED_CERT

MNpocmoTpeTs cepTUduKaT

BepHyTbca Hasan (pekoMeHayeTca) MPUHATE PUCK M NPOACTKUT b

Puc. 4-34: CtpaHuua «TepMmuHan». [lonosHnTebHast MHGopMaums 06 ownbke NpoBepKNU cepTudmkaTa Ha npumepe 6paysepa
Mozilla Firefox

4) BygeT OTKPbIT TePMUHAT C NPUIALLEHNEM K BBOAY VMEHW MONb30BaTEsl, Kak NoKasaHo Ha pucyHke 4-35.

1 B gpyrux 6paysepax (Google Chrome, Opera, Microsoft Internet Explorer u T.n.) npuBeA&HHaA NocneAoBaTebHOCTb AEACTBUI MOXET
HeCyLLeCTBEHHO OT/IMYaTbCS.
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@ ple210 - Teprawnan - LuCl x E Shell In A Box x | + -

c @ @ & https://172.16.0.1:4200 o Y IND ® B =

plc218 login: []

Puc. 4-35: CtpaHuua «TepMuHa». OTKpbITUE TEpMUHANA NOC/e NOATBEPXAEHUS CAMONOANMCAHHOTO cepTudmkaTa

5) OTtaenbHoe OKHO 6pay3epa MOXHO 3aKpbITb. [oc/ie 06HOB/IEHNA OCHOBHOIO OKHA, B KOTOPOM Obl1a OTKpbITa
cTpaHuua «TepMuHasn», 06n1acTb TepMuHana Ao/HKHa BbIrA4ETh, Kak Noka3aHo Ha pucyHke 4-32.

4.8.1 HacTpoiiku TepmuHana

CTpaHuua HacTPoeK TepMMHasia nokasaHa Ha pucyHke 4-36.

@ plc210 - Hacrpoiika - LuCl x | + « - O
< @ ‘m‘ D 172.16.0.1 /cgi-bin/luci/admin/system/shellinabox/configure LT w In O ® 1 =
I -
VBENH
CocTosuue b plc2lo
Cuctema +

TepMuHan HacTpoilka
OBLUME HACTPOIKK

HacTpoiika TepMUHana

Bpema
YnpaeneHue OCHOBHblE HAacTpOMKK | HacTpoWku SSL

CTOpOMEEOW TalMep
Mopr | 4200
TOUKH MOHTHPOBEHWA

PezepeHan KonuA
OTKNKOUYNTD BbIBOL, 3BYKOBbLIX CUTHaN0oB
OGHOBNEHWE NPOLIMEKK

TepmuHan

Mepeaarpyska CoxpaHuTb W npumeHuTs i CoxpanuTh

MacTep HacTPoiKK

Puc. 4-36: CTpaHuLa OCHOBHbIX HACTPOEK TepMyHana

B none «MopT» yka3biBaeTcs 3Ha4yeHne TCP nopta cnyx6bl Be6-TepMmmHana. Mo ymonyaHuto, cryxo6oii Beb-
TepMuHana ucnosnedyetcs nopt TCP 4200.

HacTpoiika «OTK04YMTb BbIBOA, 3BYKOBbIX CUTHaU10B» OTK/Il04aeT BOCcnpoun3seeHve 6pay3epoM 3ByKOBbIX CUrHa-
0B, KOTOPblE MOTYT 6bITb CreHepuMpoBaHbl B TEpMUHaUE, HanpumMep npu BbiBoge cneunasnbHoro cumsona ASCI|
BEL (kog 7) [8].

Ha Bknagke «HacTpoiikun SSL» pacnonoxeHbl HACTPOVKY WndpoBaHmsa SSL. BHelwHuiA BUA, BKNaakn «HacTpoiiku
SSL» nokasaH Ha pucyHke 4-37
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& plc210 - Hacrpoiika - LuCl X | + + _ 0o
&« c @ © & 172.16.0.1/cgi-bin/luci/admin/system/shellinabox/configure Rhd w In DO ® @ =
~
UBEN
L]
CocToRHue b plc2lo

Cucrema ¥ ~
TepmuHan | HacTpoika

OBLLMe HECTPOIRKK

HacTpoiika TepMHHana

Bpems

VnpaeneHue OCHOBHbIE HACTPOAKKM | HacTpoikmn SSL

CTopoxeBol Talimep
BrniouMTe SSL [

Toukn MOHTHPOBaHWA

PeaepaHan Konus Ceprudukat HTTPS (popmat PEM) | ] /ete/shellinabox/ssl/certificate.pem (2.79 KB)

OBHOBNEHHE NPOLIUEKY

TepmuHan Ypanuto SSL ceptuukar  IRAELTIEESS Il TGy

Mepesarpyzka

MaCTep HaCTPOHKK

CnyxGol b

Puc. 4-37: CtpaHuua SSL HacTpoek TepmuHana

HacTpoiika «Bknounts SSL» No3BO/ISET BKIOUUTL WK OTK/IIOUUTL UCMO/b30BaHNe SSL npu pa6oTe TepMyHasa.

He pekomeH/yeTcsi UCNOMb30BaTh CYX6Y TepMUHaIOB 6e3 BKIUYEHHOTO SSL WwWndpoBaHus. B aTom crydae, Bce
[laHHbIE MO CETV NepeaatoTcs B OTKPLITOM BUAE, B TOM HWC/IE JIOTUH 1 Naposib.

HacTpoiika «Ceptudmkat HTTPS (chopmat PEM)» no3BonsieT ykasartb NyTb K SSL cepTudmkaty Ha daiinoBoii
cMcTeMe yCTpOWCTBa UM BbIMOIHUTL 3arpy3Ky HOBOro ceptudpmkara B popmare PEM npv nomoLym kHonkm «O6-
30p...».

Mpun HaxaTnm KHOMKN «YaanuTb SSL cepTudhmkar» nponcxoauT ygasneHume tekyulero SSL ceptudpmkara. MNpu atom,
€C/In BK/IloUeHa onuusa «BkiounTe SSL», aBTomatuyeckn 6yaeT BbiNo/IHeHa reHepaums HOBOro camonoinmcaHHo-
ro ceptudpmkara.
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4.9 lMepes3arpyska

CTtpaHunua «[lMepe3sarpyska» pasgena «Cucrema» npegHasHadeHa A5 BbINOSHEHNUS NPOrpaMmHol nepesarpysku
ycTpoiicTa. JaHHas yHKLMSA aHal0rMyHa BbINO/THEHWIO B KOHCOMIM KOMaHAbl reboot. BHewwHuin Bug, ctpaHuubl
«[epe3arpy3ka» pasgena «Cucrema» nokasaH Ha pucyHke 4-38.

& plc210 - Mepesarpyaca - LuCl X | + - - O
<« c @ © & 172.16.0.1/cgi-bin/luci/admin/system/reboot eee v mWweo®e®H\ =
. ~
UBEEH
L]
CocToAxue b plc2io
Cuerema ¥ Mepesarpyska
0Gwme HACTRORKM MporpaMMHan Nepesarpyska Ballero yeTPoORCTES, T.e. BbINOMHEHWE KOMaHbl reboot

Bpemn
BbINONHUTL Nepe3aarpyaky

Ynpaenexue
CTOpOMEEOH TaliMep
TOUKK MOHTUPOBaHUA
PesepaHan KonuA
OBHOBNEHWE NPOLIMBKM
TepMmuHan
lMepeaarpyska

MacTep HacTpOHKK

Puc. 4-38: CtpaHuua «lepe3arpyska»

Mepe3arpyska yCTPOCTBA BbINO/THAETCS NPY HaXKaTUW KHOMKM «BbINOMHUTL Nepesarpysky».
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4.10 MacTtep HacTpoWKu

[JaHHblit pazgen otcyTcTByeT B Web-uHTepdeiice ynpasneHusi KoHTponniepos CriK.

Ha cTpaHuue «MacTep HacTpoiiku» pasgena «CucTeMar» MOXHO BbINOMHUTL 3aMyck MacTepa HaCcTPOKN, KOTOPBbII
noApo6HO onucaH B pasaesne 2 aHHOro AOKYMEHTA.

BHeLHW Bug, cTpaHuLpbl «Mactep HacTpolikn» pasgena «Cuctema nokasaH Ha pucyHke 4-39.

& plc210redu-1 - Mactep Hactpe. X | + - O
&« ¢ @ © & 192.168.5.1/cqgi-bin/luci/admin/system fwizard o bxd ne@o @ 1 =
~
V)[1H 1]
=
CocTosHue b plc2l0redu-1
bueTema = MacTep HaCTPONKH

O6ume HACTpORKK MacTep HaCTPOAKKM MO2BONAET BLINONHUTL KOHDWIYPaUWio OCHOBHDIX NapaMeTPOE YCTPOACTEE 338 HECKO/BKO NPOCTh!
BpemA

YnpaeneHne

CTopoXeBoii Taiimep

TOUKH MOHTHPOBaHUA

Pe3epBHaA KOMKA

OBHOBNEHWE MPOLIMEKN

Tepmunan

MNepesarpyska

MacTep HaCTPOMHKK

nnK »

Puc. 4-39: CtpaHuua «MacTep HacTpOKu»

3anyck MacTepa HacTpPOiKM OCYLLECTB/ISETCS MPU HAXATWUKN KHOMKK «3anyCcTUTb MacTep HaCcTPOKM. ..».
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H NMNK

B fJaHHOM pasfesnie CoAepXUTCS OnMcaHne CTpaHuL, AN ynpaBieHusi, HacTPONKN 1 MOHWUTOpUHIa dyHKUmi MN/1K
YCTPOWCTBA, KOTOpble obecneynBatoTcs cpegoi ncnonHeHms CODESYS.

5.1 Be6 Bu3syanusauyus

Ha cTpaHuue «Beb Bu3yanmsauusa» pasgena «MJ/1K» otobpaxaerca Bu3yanusaumns nonb30BaTeIbCKoro npuiaoxe-
Hna CODESYS.

BHewwHWii BUA cTpaHuLbl «Beb Bu3yanmsauns» pasgena «IMJ1K», npu 3anyweHHOM nosib30BaTe/IbCKOM Mpuioxe-
HWUW, NOKa3aH Ha pucyHke 5-1.

i -
° plc210 - Beb eusyannsauua - L X | + = n

&« ¢ © & 172.16.0.1/cgi-bin/luci/admin/plc/webvisu o Ine&@o ® 8 =

VIBEEH :

CocToRnue b plc2lo

Cucrema b

Be6 Busyanusauus

e I o o I N e e N | = e
Beb Buayanuzauua _
Tect Y¥aauHeix OwmSrm Mpouext CyTOH Hbl H CTeHA
HacTpoitku DO-DI 4Hz 0 0 0

Q) o ©

RS485 115200 &n1
usBe

3arpyaku

ol ool e
o|lo|le| e
ol ol o e

MpunoxeHue MMC
Eth
PesepeupoBaHie — Whchopmauwa o USE yerpoiictee ———
Daitnbi xypHanos EMKOCTE:
TecT He 3anyLueH .
Coyxon » 3aHATo:
CeoBogHo:
CeTb b — OBy WnHEI Cron / Crapt Barapen
= . — Whdopmama o MMC yetpoitcee ———
Gt s e 2693 Emkocte: 132135936
Boti
e _ Ethemet 3auATo: 58650352
[ Paam. nakera:56 ] € bR 3475584
Khonka: (Omxata
Zanyctume Tect | [ANUTensHOCTE MCNLTaHui:
Hac Mun
Owmbru | BrniounTe Bhixoaa Tect RTC / Retain agﬁaop;f“:; | II| IIl

OTKpbITb Bef BU3yanuaalMio B OTAENBHOM OKHe (BKNagKe)

Puc. 5-1: CtpaHuuya «Beb Bu3yanmsauns»

B HWXHEl YacTu CTpaHULbl pacnonoXeHa KHomnka «OTKpbITb BE6 BU3yanv3auuio B OTAE/IbHOM OKHe (BKNaake)»,
KoTopasi NMo3BOJISIET OTKPbITb BE6 BU3yann3auuio B 0TAe/IbHOM OkHe (U1 BKafKe) 6pay3epa, UTo MOXET ObiTh
yA06HO NpY HEO6X0AMMOCTM PYUHOTO MaclUTabUpoBaHMs OKHa Be6 BuU3yasnm3aLui.

Ecnu nonb3osatensckoe npunoxeHne CODESYS He 3anyueHo, To Ha cTpaHuue «Beb Busyanusaumsa» oyaet
0TOGpaXeHO COOTBETCTBYIOLLEE CO0bLIEHME (CM. PUCYHOK 5-2).
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& plc210 - BeB puzyammanma - | X |+ = - o EH
<« c @ © & 172.16.0.1/cgi-bin/luci/admin/plc/webvisu sss fg meo®®H[ =
~
V)UDH]
-
CocTorHue b plc210

Cucrema b Beb BU3yanusauma

MNnK -

| Monb30BaTENbCKOE NPUNOXEHWE HE 3aNYILEHO.

BeG BH3yannaaLua

HacTpoiiku

3arpyaku

Puc. 5-2: CtpaHuua «Beb Bu3yanusauus». [onb3oBaTenibCkoe NpuioxKeHne He 3anyLeHo

5.2 HacTpoliikn

CrpaHuua «Hactpoiikn» pasgena «IM/1K» cogepXxut 0CHOBHbIE HACTPOIKK cpefpl ucnonHeHns CODESYS, Bkito-
yas hyHKumMIo Be6 BM3yanusauun. BHewwHnii Bug cTpaHuubl «HacTpoiku» nokasaH Ha pucyHke 5-3.

W@ plc210 - Hacrpoiikn - LuCl X |+

- (] kY
&« (&) Q‘ 0 Z 172.16.0.1/cgi-bin/luc/admin/plc/settings e T:? INn B ©. =
u ~
“l'l-ll s ABTOOGHOENEHHE BKITIOHEHO
-

CocToRHKMe b plczlo

Cuncrema b

HacTpoiiku CODESYS
nnK

CeTeBble HacTpPolku Beb BU3yanusayum
BeG Buayanuaauna

= THN NOgKNHOYEHUA HTTP w HTTPS ~
HacTpoiikn
3arpyaxu Homep nopta HTTP 8080
MNpunoxexue Homep nopta HTTPS 8443
PeaepBupoBaHue

SSL ceptudmrar  Het SSL ceptudmiata

Cnyx6b1 b

CeTb b WUckniouennsa

CTaTucThka b 06paboTKa UCKNKYEHHil Otnasnusaetca CODESYS w

BbliATH
PasHoe

Puc. 5-3: CTpaHunua «HacTpoiikm»

Ha cTtpaHuue «HacTtpoiiku» pasgena «[M/1K» foCTynHbI cneaytoLue HacTPONKM:

e «Tun NOAK/IOYEHNA» — BbIGOP NOALEPKUBAEMbIX NPOTOKOMNOB NOAK/IIOYEeHNs Be6 Bu3yanusauum CODESYS
(no ymonuaHuio «<HTTP n HTTPS»);

» «Homep nopta HTTP» — Homep nopTta TCP, ncnonb3yemblii Be6 Bu3yanusaumein CODESY'S, npu ucnosnb3o-
BaHuKU npoTtokona HTTP (no ymonyaxuio 8080);

» «Homep nopta HTTPS» — Homep nopTa TCP, ncnonb3yemolii Be6 Busyanunsaumein CODESYS, npu ucnosb-
30BaHMKM npotokona HTTPS (no ymonyaHuio 8443);

* «SSL cepTudmkar» — nHgopmaumsa 1 HacTpolikn SSL ceptudmkara, ncnonsdyemoro ans HTTPS nogktove-
HYA K BE6-BM3yanusaunu.

Ecnun cepTudpmkar oTcyTCcTBYET, TO 0TOOpakaeTcs cooblieHne «HeT SSL cepTudomkartax». 18 nmerowlerocs
cepTuchrkaTa oTobpaxkaeTcs fara ero cosfaHusa 1 gara UCTeYEeHNs ero cpoka geictaus (CM. pucyHok 5-4).
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SSL ceptudmkat Cozpad: May 515:25:36 2020 GMT
WeTekaeT: May 5 15:25:36 2021 GMT

Puc. 5-4: NHdopmaums o Tekywem SSL ceptudmkare se6 susyanusauum CODESYS

KHonku «CreHepupoBars...» N «YaanuTtb...» NpefgHasHayeHbl AN reHepauny Hosoro SSL ceptudomkara v yaa-
NleHnsl TeKyLero ceptudimkata COOTBETCTBEHHO. eHepauns u yaaneHune SSL ceptudmkara Beb Bu3yanmsa-
umm CODESYS paccmoTpeHsbl B pasgenax 5.2.1 1 5.2.2;

KHonka «3arpy3ntb...» npegHasHadeHa ans sbibopa v 3arpy3ky SSL ceptudpmkara ¢ 3akpbITbIM K/1H04OM. Ipo-
uecc 3arpyskm SSL ceptudpmkara paccMoTpeH B pasgene 5.2.3.

» «O6paboTka NCKNIUYEHUI» — MeTog, 06paboTkn ncknveHui. JocTynHbl cnegytowme BapruaHTbl:
o «OTnaenuneaetcd CODESYS» — uckntoueHus obpabaTsiBaloTcs cpenoii ucnonHeHns CODESYS;
o «[Mepesarpy3ka» — Mpy BO3HMKHOBEHWU UCK/IOYEHNSA BbINOJTHSAETCA Nepesarpyska.

e «OYnCTUTb retain NamaATb...» — OYNCTKA SHEProHe3aBNCUMOIA retain namaTun (cm. pasgen 5.2.4).

* «[Mepe3anyctutb CODESY S» — BbINOMHAETCA NoMHasA nepesarpyska scex cnyx6 CODESYS (MHTepdheiicos,
npunoxexuii n gp.) (cm. pasgen 5.2.5).

o «YOanuTb NPOEKT» — NO3BONAET YAAUTL 3arPyXeHHbI NPoekT (CM. pasgen 5.2.5).
5.2.1 leHepauyua SSL ceptuchukarta
KHonka «CreHepupoBarh...» (CM. pUCYHOK 5-3) NO3BONSAET BbINOMHUTL reHepaumio Hosoro SSL ceptudimkara. MNpu

Ha)kaTuu JaHHOI KHOMKW 6yaeT 0To6paeHOo MoAa/IbHOE OKHO C 3anpoCoM MOATBEPXAEHUS reHepaLm HOBOro
SSL cepTudmkara, nokasaHHoe Ha pucyHke 5-5.

NeHepauwusa SSL ceptudukaTa

Bbl AefCTEMTENBHO XOTHTE CreHepUPOBaTh HOBbIR SSL cepTudukaT?

leHepaUyvA HOBOIO L-cepTUMKaTa MOXET 3aHATH MHOTO BpeMeHK. CyLLecTBYIOLLMA SSL-cepTudUKaT, ecnin creHepuposad, GyaeT yaaneH. [1NA NPUMEHEHNA HOBOMD ‘

cepTUdMKaTa Heo6X0[MMO BRYUHYHO Nepe3anycTTs CODESYS
O "EUEE  CreHepupoBaTh

Puc. 5-5: MNoaTBEpXAeHME reHepauum HoBoro SSL cepTudmkara

Mpun HaxaTum KHonkn «CreHepmnpoBaTb» ByeT 3anyLLeH npouecc reHepauum HoBoro SSL ceptudpmkara. Bo Bpems
BbIMO/IHEHWA reHepauuy ByaeT oTobpaXKaTbCA OKHO, NOKa3aHHoOe Ha PUCYHKe 5-6.

MeHepauuna SSL cepTudmkaTa

& MeHepauuwA Hoeoro SSL-cepTudukara... MoxanyicTa, NOJOKANTE, 3TO MOXET 38HATh MHOTO BREMEHH. ..

Puc. 5-6: l'eHepaumsa HoBoro SSL cepTudmkara

Mpu ycnewwHom 3aBepLUeEHUN TeHepaumm HOBOro SSL ceptudmkara 6yaet oTobpakeHo OKHO € COOBLLEHNEM, KakK
NnoKasaHo Ha pUCYHKe 5-7. B none nHopmaumm o Tekyllem ceptudgukare (CM. pucyHok 5-4) 6yayT oTobpakeHbl
[aHHble HOBOrO cepTudukara.

leHepauyuna SSL cepTudukaTa

HoBbIi SSL cepTU(UKAET YCNELWHO CreHEPUPOBEH.

3aKpbiTh

Puc. 5-7: YcnewHas renepauns HoBoro SSL ceptudmkara
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5.2.2 YpaneHue SSL cepTudukara

KHonka «YaanuTb...» (CM. pUCYHOK 5-3) NO3BOMSET YAANNTL TEKYLMIA SSL cepTudimkar. Mpu HaxaTum 3Toli KHOMKK
6y[eT 0TO6paXeHO MoasIbHOe OKHO NOATBEPXAEHUS yaaNeHns cepTudmkara, nokasaHHoe Ha pucyHke 5-8.

Ynanenue SSL ceptudukaTa

Bbl AeiiCTEMTENDHO XOTHTE yAanuTb SSL ceptudmkar?

Puc. 5-8: MNoareepxaeHve yganeHus ceptudukara

Haxartume KHONKn «Yaanutb» NpMBEAET K 3anycKy npouecca yganeHuns Tekyulero SSL ceptudpmkata. B cnyyae
YCMELLHOro yaaneHus 6yaetr 0TobpaXeHo OKHO C COOOLLEHMEM, KakK MOKa3aHo Ha puCyHke 5-9.

Ypanenue SSL cepTuduKaTa

SSL cepTMhMKAT YCMelHo YAaNEH.

3aKpbITh
Puc. 5-9: YcnelwHoe ynaneHune ceptudgumkara

5.2.3 3arpyska SSL ceptucukara

KHonka «3arpysuTb...» (CM. PUCYHOK 5-3) npefHasHaueHa ans 3arpysku dpalinos SSL ceptudonkara seb-
Bu3yanmsauun CODESYS. Mpu HaxaTuy faHHO KHOMKM 6yaeT 0TobpaeHO MoAasIbHOe OKHO C 3arnpocom Tpe-
6yeMbIx halinos (CM. pucyHok 5-10):

» ®aiin ceptndmkara (.cer chaiin) — dpaiin cepTndonkara 6e30nacHOCTU, KOTOPbIA CNonb3yeTcs aasa obecne-
yeHus 6e30MacHOCTV CepBepoB, TpaH3akLUuii, NorMHoB. CepTudmkar 6e30nacHOCTH BbIAAETCS cnelyasbHbIM
LieHTpom cepTudmkaumm.

« daiin npuatHoro kntova (.key dpaiin) — chaitn 3akpbiToro (NPMBaTHOrO) K/ko4a, KOTOPbI 0b6ecneynBaeT 3a-
wnweHHoe HTTPS coeguHeHne mexay cepBepoM U KITUEHTOM.

« DH (Diffie Hellman) kntou (.pem cpaiin) — dpaiin DH kntoya, 3akoaupoBaHHbIli B Base64, npuMmeHsiemblii gns
6e3onacHoi Beputukauuy nonb3oBaTenei.

3arpyska SSL ceptudmkarta

MoxanyicTa, EpiGepuTe SSL-cepTdUKaT w Gain ¢ 3aKPbITHIM KNKOYOM ANA 3arpyaku. [ANA NpUMEHEHUA HOBbIX CEPTUdMKATOR HeOBXOAMMO BPYYHYHD NEpe3anycTuTL
CODESYS nocne 3arpysku.

®aitn ceprudukara (.cer daitn) 0630p... | Daiin He BoibpaH.
Qaitn npueaTHoro knioya (key daiin) 0630p... | ®aiin He BLIGpaH.
DH (Diffie Hellman) kntou (.pem daiin) 0630p... | Daiin ve Buibpan.

Puc. 5-10: MogansHoe okHo 3arpy3ku SSL ceptudmkara Be6-susyanusaumm CODESYS

Mocne 3arpy3ky Bcex TPEX (hainnoB 1 HaXXaTun KHOMKK «3arpy3nTb» (CM. pUCyHOK 5-10) GyA€eT BbINOMTHEHA 3arpy3-
Ka thalinoB SSL ceptucmkata Beb6-susyannsaumm CODESYS Ha ycTpoicTBO. BO BpeMs BbINOHEHUS 3arpy3Ku
6yneT oTobpaxaTbCs OKHO, NOKa3aHHOe Ha pucyHKe 5-11.
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3arpyska SSL ceptudukata

ks 3arpyska S5L cepTudmxaTa...

Puc. 5-11: 3arpy3ka SSL ceptucdukara

Mpw ycnewHom 3aBepLueHnn 3arpy3ku dpaiinos SSL cepTudimkata 6yAeT 0TO6paXEHO OKHO C COOBLLIEHNEM, Kak

NnokasaHo Ha pucyHke 5-12. B none nHopmaymm o TekyLem ceptudnkare (CM. pucyHok 5-4) 6yayT 0ToO6padkKeHbI
[JaHHble HOBOro cepTudukara.

3arpyska SSL cepTudukaTa

S5L cepTMhMKAT YCMELWHO 3arpyHeH.

3aKpbiTh
Puc. 5-12: YcnelwHas 3arpyska SSL ceptudukata

[na npumeHeHuns 3arpyeHHoro SSL ceptucukara Heo6xo4MMO BbINOHUTL Nepesanyck CODESYS npu nomoLm
KHOMKKN «Mepe3anyctute CODESYS...» (cm. pa3gen 5.2.5).

5.2.4 OuuncTKa retain namsaTu

KHonka «QuucTka retain namsTu...» (CM. PUCYHOK 5-3) NO3BO/ISET BbINOHUTL OUNUCTKY retain naMsTy (3HeproHesa-

BUCMMOI1). Mpn HaxkaTnm faHHOM KHOMKK ByAeT 0TobpaKeHO MoAasIbHOEe OKHO C 3anpoCcoM MOATBEPXAEHUSA OUMCT-
KW retain namsTy, nokasaHHOE Ha pPUCYHKe 5-13.

OuncTKa retain namaTu

Bbl AeACTEUTENBHO XOTHTE OUMCTUTD retain namaTs?

(LT -DEN OUMCTUTE

Puc. 5-13: MoaTeepxaeHne ouncTky retain namsaTtn

Mpy HaxkaTUKM KHONKM «OuKCTKa retain namaTu...» BydeT 3anyLleH npoLecc O4YnUCTKM retain namMaTu. Bo Bpems Bbl-
NOMIHEHNS OYMCTKM ByaeT OTOBpaKaTbCs OKHO, NMoKa3aHHOe Ha pucyHke 5-14.

OyucTKa retain naMATH

- BBINONHASTCA 04YWMCTKA retain namATH...

Puc. 5-14: Ounctka retain namsatu

Mpun ycnewHomM 3aBepLUeHn OUUCTKM retain naMaTy ByaeT 0TO6PaXeHO OKHO € COOBLLIEHNEM, KaK NOKa3aHo Ha pu-
CyHKe 5-15.

OyKcTKa retain naMaTm

Retain NamATE yCnewHo o4neHa.

3aKpbiTh

Puc. 5-15; YcnelwHas ouncTtka retain namaTm
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5.2.5 lNepesanyck CODESYS

KHonka «lMNepe3anyctnte CODESYS...» (CM. pucyHoK 5-3) no3Bonset nepesanyctutb CODESYS. MNpu Haxatum
[OaHHOI KHOMKKN 6yAeT oTo6paxeHo MoganbHOE OKHO € 3anpocoM noaTeepxaeHms nepesarpyskm CODESYS, noka-
3aHHOe Ha pucyHKe 5-16.

MNMepesanyck CODESYS

Bbl geliCTEWTENBHO NepesanycTuTe CODESYS?

[ "UE  [epesanycTuTb

Puc. 5-16: NoarsepxaeHne nepesarpy3kn CODESYS

Mpu HaxkaTumn kHoNkKM «Mepe3anyctute CODESYS...» 6ygeT 3anyLueH npouecc nepesarpysku CODESYS. Bo Bpe-
MS BbINOSIHEHUS Nepe3arpy3ku dyaeT oTobpaxaTbCa OKHO, NOKa3aHHOE Ha puUCyHKe 5-17.

MNepesanyck CODESYS

5. Boinonuaetca nepesanyck CODESYS...
Puc. 5-17: lNepe3arpy3ka CODESYS

Mpw ycnewwHom 3aBepLueHun npouecca nepesarpysku CODESYS 6yeT oTo6paXeH0 OKHO C COOBLLEHMEM, Kak
nokasaHo Ha pucyHke 5-18.

Mepesanyck CODESYS
CODESYS yCnewHo nepesanylyeH

3aKpbiTh

Puc. 5-18: YcnewHas nepesarpy3ka CODESYS

5.2.6 YpaneHue npoekrta

KHOMKa «YaanuTb NpoekT...» (CM. pucyHok 5-3) no3sonsiet yaanutb npoekt CODESYS. Mpu HaxaTun gaHHoiA
KHOMKM ByfeT 0TO6paXKeHO MOAa/IbHOE OKHO C 3arpoCcoM NOATBEPXKAEHUS YAASIEHNS NPOEKTa, NoKasaHHoe Ha pu-
CyHKe 5-19.

Ypanenue npoexkta CODESYS

Bbl AefCTEMTENBHO XOTHUTE YAaNUTL NpoekT CODESYS?

Puc. 5-19: NoaTeepxaeHne yaaneHne npoekta

Mpy HaXaTUM KHOMKK «Y[AannTb NPOEKT...» ByAeT 3anyLleH npouecc yaganeHmsa npoekta CODESYS. Bo Bpems
BbINOSIHEHUSA yAaneHns 6yaeT oTobpaxarTbCs OKHO, NOKa3aHHOe Ha puUcyHke 5-14.

Ypanenne npoekta CODESYS
"% Ypanenue npoexTa CODESYS...

Pwuc. 5-20: YnaneHve npoekta
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Mpwn ycnewwHom 3aBepLueHnmn yaasneHus npoekta 6yaeTr oTobpaKeHO OKHO C COOOLEeHEM, KakK NokasaHo Ha pUCYH-
Ke 5-21.

YpaneHune npoekta CODESYS
MpoekT CODESYS ycnewHo yaanéu.

3aKpbiTh

Puc. 5-21: YcnelwHoe yaaseHne npoekTta
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5.3 3arpysku

Ha ctpaHuue «3arpy3ku» pasgena «MJ1K» npegctaBneHbl CCbISIKM 415 3arpy3ku pas/iMyHbIX NonesHbIx aiiios
N CCbINIKN Ha MH)OPMaLMOHHbIE MaTepuasibl No paboTe ycTpoicTea. BHeLWwHW BuA, cTpaHuubl «3arpysku» pasge-
na «MMJIK» nokasaH Ha pucyHke 5-22.

@ plc210 - 3arpyakm - LuCl X |+ - ] X
&« Cc o © & 172.16.0.1/cgi-bin/luc/admin/plc/downloads [+ mn o & =
~
V) (10 [
.
CocToAHKe b plc2ld
CucTema b
3arpysKku

MK

Mawker OBEH CODESYS
Be6 Buayan13aLnA

- CkauaTb (8.96 MuE)
HacTpoitku

3arpysku

Opaiisep RNDIS gna Windows

MNpunoxeHue
Ckavatb (1.46 MuE)

PeaepeupoBsaHme

Daitnbl XypHANoB Wndopmauma u matepuansi
CryxGol b o CTpaHuua ycTpoicTEa Ha calite OBEH
o Ctpanuua CODESYS V3 Ha caiite OBEH
Cetb b o Pazpen CODESYS V3 Ha dhopyme OBEH

o OGpPaTUTBCA B TEXHUUECKYH NOAASKKY
CTaTUCTUKa P

Puc. 5-22: CtpaHuua «3arpysku»

[na 3arpy3ku AOCTYNHbI cnepytowme daiinbi:
* «[MakeT OBEH CODESYS» — nakeT a/1a cpefpl paspabotkn CODESYS;

» «[paiiBep RNDIS ans Windows» — nakeT gpaiiepos ans USB RNDIS nogkntoueHus ans onepaunoHHon
cuctembl Windows.

* «/HjopMaLums n MaTepuasibi» — CCbINIKMA Ha CTPaHuLUbl Nogaepxkn yctpolictea, CODESYS 1 TeEXHUYECKOA
NoAAepXKN.
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5.4 lpunoxeHune

Ha ctpaHuue «MpunoxeHune» pasgena «MJ/1K» otobpaxaetca nHpopmaums o 3anyLeHHOM Nob30BaTelbCKoM
npunoxeHun CODESYS. BHelwwHWli BUg, cTpaHunubl «MpuioxeHne», npy 3anyLweHHOM No/ib30BaTe/IbCkoM npuo-
XXEHUU, NoKasaH Ha pUCyHke 5-23.

@ plc210 - Mpnnoxenme - LuCl X + " - = “
« (& Q 0 Z 172.16.0.1/cgi-bin/luci/admin/plc/application e o IneBo ® 1 =
] A
“l'l-l l c ABTOOGHOBNIEHHE BKITIOYEHO
[ |
COCTORHME P ple210
Cuctema b
MpunoXeHue
nnK =
CocToRHWe PaGoTaeT
Befl Buayanuaauma
Wmn naladka_PLC210
HacTpoiku
AsTop Melnik A. G.
3arpyaknu Bepeust 3.5.14.3003
MpunoxeHHe WameHeHo 17.12.2019 10:44:07
Pe3epBHpOBaHUe Target 351433
Daiinsl kypHanoe MonuTop 3agay
Cnywhbi b
CopTHpoEaTb No cTonbuy MpropuTeT v
Ceto P
MopAACK COPTMPOEKK To BO3pacTaHNio -
CratucTuka b
) MuH, Make.
BoliiTn BpemA EpemA CpepnHee BpeMA MHuH. Maxe.
WuTepean uMKna LMKna BpeMsA uMkna  IKuTTEp JRATTEP MUTTED
Wmna Tun Mpuoputer (MKc) (mMKc) (MKc) umKna (MKc) (mKc) (mKc) (MKc) (Mrc) Cépoc
DODITask Cyclic 0 25000 531 12 405 1026 1318 -937 381
RS485Task Cyclic 1 25000 25 9 40 442 1556 -735 a21
RicTask Cyclic 31 250000 73 15 708 6917 9648 -4895 4753
EthernetTask  Cyclic 31 50000 19 11 59 5882 10943 -5408 5541
DrivesTask Cyclic 31 25000 20 10 36 4733 11182 -5581 5601
StendTask Cyclic 31 250000 795 16 1224 6933 12388 -6194 6194
RetainTask cyclic 31 250000 25 14 68 5839 9445 -4914 4532
VISU_TASK cyclic 31 100000 275 13 446 88497 11139 -5721 5418

Puc. 5-23: CtpaHuua «lpunoxeHne»

B BepxHeli YacTy CTpaHuLbl 0TOGpaXXaeTCsi kpaTkas MHPOPMaLIMS O 3anyLEHHOM NPUIOXEHUWN B BUae Tab/uLbl:

¢ «COCTOSIHNE» — COCTOSAHWE M0/1b30BAaTE/IbCKOro NPUIOXEHUA. MOXeT NpYHMaTb O4HO U3 CriefyroLWnX 3Ha-

YeHWi:

> «Pa6oTaeT» — Nnosib3oBaTe/IbCKOE NPUIOKEHME 3aMyLLEHO 1 paboTaeT;
o «He 3anyleHo» — Nonb30BaTe/IbcKoe NPUIOKEHNE HEe 3anyLIEHO;
o «OCTaHOB/EHO» — NOJb30BATE/bCKOe NPUIOXKEHNE OCTAHOB/EHO;

o «lIcKoueHne» — paboTa Nnosb30BaTeNbCKOro NPUIOKEHVs Gblia NpepeaHa 13-3a Npous3oLLeawero

VCKJ/TIOUYEHMS;

o «/IMsi» — Ha3BaHue (MMS) NPUIOXKEHUS;

* «ABTOpP» — aBTOP NPUIOXEHUS;

+ «Bepcusi» — Bepcusa NPUNOKEHNS;

¢ «l/3meHeHO» — AaTta 1 BpeMs nocnefHero n3MeHeHus NpuioXeHus.

 «Target» — Bepcyusl LieNIeBoro paHTaimMa.
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Hanpwumep, ecnu nonb3oBartesnibckoe npunoxeHne CODESYS He 3anyuieHo, To Tabnvuya ¢ nHgpopmaumein o npuio-
XeHun ByaeT BbIrNSAAeTb, Kak MoKa3aHo Ha puUcyHke 5-24.

CocToAHKe He aanyuieHo
Mmna He yKa3aHo
AeTop He yKka3aHo
Bepcua He yKka3aHo
M3meHeHO He yKka3aHo
Target He yKa3aHo

Puc. 5-24: CtpaHuua «lpunoxeHne». MNMonb3oBaTesibckoe NpuIoxKeHne He 3anyLuieHo

5.4.1 MoHuTOp 3apau

B nogpasgene «MoHMTOp 3agad» CTpaHunLbl «prunoxeHne» oTobpaxaeTtcs Tabnvua 3agad (task) Tekyuiero sany-
LLLIEHHOTO NMO/ib30BaTeNbCcKoro npunoxeHns CODESYS (cm. pucyHok 5-25).

MHH. Make.

Bpema Bpems Cpepnee Bpemsa MuH. Make.
WHTEpEan uUMKna uUMKNa BpEMA uukna  JwuTTep AWUTTED AMUTTED

UmnA Tun MpuopuTeT (mKc) (MKc) (MKc) umMkna (MKc) (mKc) (mKc) (mKc) (Mkc) CoGpoc
DODITask Cyclic 0 25000 521 12 405 1026 1318 037 381
RS485Task Cyclic 1 25000 24 9 40 442 1556 -735 821
RicTask Cyclic 31 250000 991 15 709 6917 9648 -4895 4753
EthernetTask Cyclic 31 50000 27 11 59 5882 10949 -5408 5541
DrivesTask Cyclic 3 25000 26 10 36 4733 11182 -5581 5601
StendTask Cyclic 31 250000 963 16 1227 6933 12388 6194 6194
RetainTask Cyclic 31 250000 26 14 68 5839 9446 -4914 4532
VISU_TASK Cyclic 3 100000 138 13 439 88497 11139 -5721 5418

Puc. 5-25: CtpaHuua «Mpunoxexne». Tabnvua moHuTopa 3agaqy

Kaxgas cTpoka Tab/uLbl COOTBETCTBYET OAHOI 3a[ade, [/151 KOTOPOK 0ToGpaXatoTcs criefyoLive napameTpbl
B COOTBETCTBYIOLLMX CTONOLAX TabNNLbI:

«ma» — nmga 3agaun,
«Tun» — TN 3aayn. MoxeTt NPMHUMaTHL crneayrwme 3Ha4yeHnaA:
o «Cyclic»;
o «Event»;
o «Status»;
o «Freewheeling»;

«[MpuoputeT» — NpropuTeT 3aga4n. MoXeT NprHUMaTh 3HaveHns ot O (HamBbicwnii npuopuTeT) ao 31 (Hawv-
MEHbLLWA NPUOPUTET);

«VHTepBan (MKC)» — MHTepBaUT 3arnycka 3afayv B MUKPOCEKYHAAX;
«Bpems uukna (MKC)» — BpeMs uMKna 3ajadn B MUKPOCEKyHAaXx;
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* «MwuH. Bpems uykna (MKC)» — MUHUMasIbHOE BPEMS LMK/Ia 334a4M B MUKPOCEKYHAAX;

» «Makc. Bpemsi Lykna (MKC)» — MakcUMasibHOe BPeMsi LMK/a 3a4auu B MUKPOCEKYHAAX;

o «[xutTep (MKC)» — MKUTTEP 3a4a4un B MUKPOCEKYHAAX;

o «MUH. BKXUTTEP (MKC)» — MUHUMaSIbHbIA KUTTEp 3a4a4n B MUKPOCEKYHAAX;

* «Makc. mKuTTEp (MKC)» — MakCUMasTbHbI MKUTTEP 3a4a4M B MUKPOCEKYHAAX;

» «C6Bpoc» — KHOMKa copoca CUETUMKOB A/1s1 AaHHOW 3aaaun. CopackiBalOTCs CUETUMKMA BPEMEHM LyKNa
U MKUTTepa B 3HaueHne «0».

KHorka «C6pocuTb BCE» BbINMOSHSET COPOC CUETUMKOB BPEMEHHW LMKIA U [KNTTEPA B 3HaUeHne «0» A Bcex 3a-
[lay, nepeyncrieHHbIx B Tabnmue. C6poc CUETUMKOB TOMBKO AJ151 KOHKPETHOW 3a4aui BbINOHSETCA NP NOMOLLM
KHOMKM, pacrosfioXeHHoii B cTonoLe «C6poc» CTPOKM COOTBETCTBYIOLLEN 3a4aumn TabnuLbl MOHMTOpA 3a4ad.

Ceepxy Tabnmupbl MOHUTOpPA 3a4a4 PacnofiokeHbl 3/IeMeHTbI ynpaBneHust (CM. pUCYHOK 5-26), No3BoNsoLLME Bbl-
NOSIHUTL COPTMPOBKY CTPOK Tab/uMLbl N0 3a4aHHOMY CTOM6LY C 3afaHHbIM NOPSiAKOM (N0 BO3pacTaHuio Un yobliBa-
HUIO 3HAYEHWN).

CopTupoBaThb no cronbuy MpHopUTET v

MopAACK COPTUPOBKK Mo BO3PACTaHWD v

Puc. 5-26: CTpaHuua «[punoxeHue». YnpasneHue COpTUPOBKOI TabnuLpl MOHUTOpa 3a4ay
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5.5 Pe3epBupoBaHue

[JaHHbI pa3gen npucyTcTByeT Tonbko B Web-nHTepdpelice ynpasneHusa KoHTponnepos M/1K210 ¢ nogaepxkoin dyHK-
LM pe3epBrpPOBaHNS.

Ha ctpaHuue «PesepsupoBaHune» pasgena «M1K» otobpaxaeTca nHdopmaumsa n aneMeHTbl ynpasieHua qyHKU-
el pesepsuposaHus MJK.

BHeLHW Buf, cTpaHuLpl «PesepeupoBaHmne» pasgena «MNJK», npy 3anyLieHHOM MNosb30BaTe/TbCKOM MPUIOKEHNN
¥ HAaCTPOEHHOV (hYHKLMM pe3epBMPOBaHMS MEX Y ABYMS YCTPOCTBAMU, MOKa3aH Ha pUCYHke 5-27.

@ plc210 - Pesepempoeanme - Lu. X | + - ] X
<« Cc o © & 172.16.0.1/cgi-bin/luc/admin/plc/redundancy e [+ mn o & =
n ~
V l'l-ll c ABTOOGHOBNEHMUE BRINIOYEHO
.
CocTosAHne b plc2lo
Ci »
nerema Pe3sepBuUpoBaHUue
nnK Ha 3T0ii CTPaHULLE MOXHO HACTPOMTL pe3epeMpoaHue MK CODESYS M HaBniofaTh 3a TeKYLUMM COCTORHWEM Pe3epENPOBaHNA

Beb Buayan1aaLmuA

CocTosHue
HacTpoiiku
MapamMeTp JokanbHblii MK BTopoii NNK
3arpyaxu
IP-agpec 192.168.10.10 192.168.10.11
MNpunoxeHue .
Mopknioyenne (ping) Ja Oa
Peaepenposanue BocTyn K ynpasnenmio na na
Daitnbl xypHanos BepcuA NpoLIMEKH 2.0.0814.0057 2.0.0814.0957
CnyxGbl » CocTonAHue pesepenpoBaHHA PeaepeHbilii OCHOBHOW
Ceto » OwutKa pezepEHPOBaHHUA HeT owmbok HeT owmGok
CTaTUCTUKa P
CHHXPOHW3ALMA TlepeimOUMTL COCTORHME HacTpoiika focTyna K ynpaeneHuEo.
BoitiiTn o (ocHOBHOW/peaepBHbIi) AL St yrpasne -
Kondmrypauua
MapaMeTp JlokanbHblil MK Bropoii NNK
WaeHTudukarop MK 1 4 2
Nepebiii IP-agpec 192.168.10.10 192.168.10.11
Bropoii IP-agpec 192.168.10.11 192.168.10.10
MopT NoAKNIOYeHHA 1205 & 1205
TaiMayT CMHXPOHM3aLMH NPUNOXEHWA (MC) 5000 5000
TaiiMayT CHHXPOHW3ALMK JaHHbIX (MC) 500 « 500
TaiimayT KOHGHIYpPaLMOHHbIX NAKETOE (ME) 400 400

CKOH(UrypHpOBaTL NOKanbHbIR MK CKOH(UIypupoBaTh BTOpOi MK

Ko ¢Mrypa UMA nokanbHoro MIkK... B COOTBETCTEWM C NapamMeTpaMu BTOpPOro B COOTBETCTBMU C NapaMeTpaMi NOKanbHOro
MnK... MnK...

Puc. 5-27: CtpaHuua «Pe3epsuposaHmne»

CTpaHuua «Pe3epBupoBaHue» pasfeneHa Ha Asa nogpasaena:

* «COCTOSIHUE» — COAEPXUT MHCPOPMALMIO O TEKYLLEM COCTOSIHAN Pe3epPBUPOBaHNS Y OCHOBHbIE 3/1IEMEHTbI
ynpasnenuns (cm. pasgen 5.5.1);

o «KoHhurypaums» — coaepxut nHopmMaumio o KoHdUrypaumm yHKLUN pe3epBrpoBaHns /T0KaslbHOro U pe-
3epBHoro MJ/1K, a Takke CoAepXUT 3NeMEHTbI YpaB/ieHNss CUHXPOHU3aLmMmn KoHdurypaumm (cm. pasgen 5.5.2).
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5.5.1 NMopgpaspen «CocTosiHNE»

B noppasgene «CocTtosiHue» oTobpaxaetcs Tabnuua ¢ nHdopmMaumeli o TekyLleM COCTOAHUM PYHKUUN pe3epBu-
poBaHusl. BHeLWHNIA BUA Tabnnubl COCTOSIHUA NPMBEAEH Ha pUCyHKe 5-28.

Mapametp NokanbHbii MK BTopoii NNK
IP-appec 192.168.10.10 192.168.10.11
Mogxniouexne (ping) na na
JAocTyn K ynpaeneHuio na na
Bepcua NpolmMexH 2.0.0814.0957 2.0.0814.0957
CocToAHWe pe3epEMpOBaHNA PesepeHblid OCHOBHO#
Own6Ka pe3epEMpPOBaHUA HeT owmnbok HeT owmnGok

MepeKniounTE COCTOAHKE
(ocHOBHOR/pe3epBHbIA)

Puc. 5-28: CtpaHuua «Pe3epBupoBaHue». Tabnumua cocToaHUs

Tabnua coCTOSAHUA COAEePXUT cneaytoLme ctonoubl:
* «[MapameTp» — MM 0TOGpaKaeMoro napamMmeTpa CoOCTOSHNS;
* «JloKkasbHbIi M/1K» — 3HaYeHne napameTpa ans nokansHoro MJK;
» «BTtopoii M/IK» — 3HaueHne napameTpa A5l BToporo (pesepsHoro) MJIK.

B cTpokax Tabnuubl 0TO6paxarTCs 3Ha4YeHUs 413 cneayowmx napameTpos:

* «IP-agpec» — ckoHdurypupoBaHHsbIii IP-agpec MJIK. KoHdurypauus IP-agpecoB Ans /10KasibHOro U peseps-
Horo NJIK BbInonHseTcs B nogpasaene «KoHdurypauns» (cM. pasgen 5.5.2). Ecnu IP-agpec He ckoHurypu-
poOBaH, TO 3Ha4YeHne napameTpa bygeT 0TobpaxaTbcs Kak «He cKoHhUrypmpoBaHo» (CM. PUCYHOK 5-29).

MapameTp NokanbHbii NAK BTopoi NNK
IP-appec 192.168.10.10 He cKoHpUrypupoBaHo
MogknioyeHue (ping) Oa HeT cBazun
JocTyn K ynpaenesuio na HeT ceaan
Bepcua Npowmexun 2.0.0814.0957 HeT ceaan
CocToAHne pesepBMpoOBaHnA PesepEHbIi HeT ceaan
OwwbKa pe3epEUpOBaHUA HeT owmnbok HeT ceaan

Puc. 5-29: CtpaHuua «Pe3epsupoBaHmex». Tabnuua cocTosiHuA. |[P-agpec He CKOHGUIyprpoBaH

¢ «[opgkntoueHune (ping)» — pe3ynsTar BbINO/IHEHUA NPOBEPKM NoAakaoyeHns K MJIK. MNpoBepka BbINOMHAETCA
nyTém otnpasku ICMP naketa «<ECHO_REQUEST» [9] ckoHdurypuposaHHomy IP-agpecy ¢ BpeMeHeM 0Xu-
JaHvs oTBeTa paBHbIM 1 cekyHAe. B ToM cnyyae, ecnv 3a Bpems oxuaaHusa He 6ygeT nonydeH oreet (ICMP
naketr «kECHO_REPLY»), 3Ha4yeHue 3TOro u Bcex nocneayowmx napaMeTpoB byaet oTobpaxarbes Kak «HeT
CBA3U» (CM. pUCYHOK 5-30).
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Mapametp TNokanbHbii MK Bropoii MK
IP-appec 192.168.10.10 192.168.10.11
MopknioyeHue (ping) na HeT cenAzn
[ocTyn K ynpasnexnio Ha HeT cefzun
BepcuA NpolmMEKH 2.0.0814.0957 Het cesau
CocToAHHE pe3epBUPOBaHNA ABTOHOMHDbI# Hert ceRan
OwwnbKa pe3epEMPOBaHUA HeT coobLeHus Het cesau

Puc. 5-30: Ctpanuua «PeseperposaHmne». Tabnuua coctosHna. OTCyTCTBUE CBA3W €O BTOPbIM MK

3HayeHne «HeT cBA3W» Takke 0TobpaxaeTcs B C/lydae He CKOHGUrypupoBaHHoro IP-agpeca MykK.

e «JloCcTyn K ynpasneHnio» — pesy/ibTar BbIMOSIHEHNS NPOBEPKN Haunuua gocTyna K ynpasnenuio MNJ1K. B cny-
Yyae nokasbHoro MNJ1K, gocTyn K ynpasneHuio onpegenseTtca Tem, 3anyeHo nn 84po MK (CODESYS) nnu
HeT. B cnyyae BToporo MN/1K, gna obecneyeHns goctyna K ynpas/ieHunto, NoOM1UmMo 3anyLieHHoro agpa MK,
TaKke HeobxoanMo Hannuue becnaponbHoro SSH-gocTyna Ko BTopomy MJIK. [4na HacTpoliku Takoro goctyna
Heo6Xx0AMMO BOCNO/1b30BaTbCA KHOMKOM «HacTpolika A0CTyna K ynpaB/eHuto...», KoTopasi CTaHOBUTCS aKTuB-
HOI B cnyyae OTCYTCTBUSA AOCTYyNa K ynpasneHuto BTopbiM MK (cm. pasgen 5.5.1.3).

B cnyyae oTcyTCTBMA A0CTYNA K YNPaB/eHNIo, 3HaYeHne 3TOro 1 BCex nocreayowmx napameTpos byaet
oTobpaxarbeca kak «Het goctyna» (CM. pucyHok 5-31).

CocTosiH/E «HET A0CTyna» MOXET 0To6paxaTbCcs BO Bpemsi nepesanycka sapa MNJK, Hanpuvep, npu uameHe-
HUM KOHpUTypaLuum.

MNapameTp JokanbHbii MK Bropoii MK
IP-appec 192.168.10.10 192.168.10.11
MoaxnioyeHue (ping) Ja Ha
AocTyn K ynpaenedunio Ha HeT goctyna
Bepcua npoluMexkn 2.0.0814.0957 HeT goctyna
CocToAHHE pe3epBEHpOBaHUA OCHOEHOR HeT goctyna
OwwubKa pezepEMPOBaHUA HeT owmbok HeT goctyna

HacTpoiika AOCTYNA K YNPaENeHHID. .

Puc. 5-31: CtpaHuua «Pe3epBrpoBaHue». Tabnvua coctosiHns. OTCyTCTBME [OCTyna K ynpasneHuto BTopbiM MK

» «Bepcusa npolumekm» — Bepcusa npowumsku MK, Ecnn Ha nokansHom 1 BTopom MNJ1K Bepcun NpoLUrBKn pas-
nnyaroTcs, To 6051ee paHHAa Bepcust ByAeT oTMeYeHa KpacHbIM LIBETOM (CM. pUCYHOK 5-32). B Takom criyyae,
Ha 3TOM YCTPOWCTBE PEKOMEHAYETCS BbINO/HUTL OGHOBEHNE NMPOLUMBKM (CM. pasgen 4.7).

BepcHA NpoLMERH 2.0.0814.0957 2.0.0112.0836

Puc. 5-32: CtpaHuua «Pe3epBrpoBaHme». Tabnvua cocTosiHUsA. PasHblie BEpCUM NPOLLIMBOK

» «CoOCTOsIH/E pe3epBMPOBaHNsI» — TeKYyLLEe COCTOSIHME Pe3epBUpPoBaHus. Bo3MOXHbI CleadytoLe cocTos-
HUS:

o «3anyckK» — BbIMNOHAETCA 3anyck;
o «CUHXPOHW3ALMS» — BbINOJIHAETCA CUHXPOHM3ALUS;
> «OCHOBHOI» — pe3epBMpoBaHne paboTaeT HopMasibHO, M/IK SIBNSIETCA OCHOBHbIM;
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o «Pe3epBHbIi» — pe3epBrpoBaHne paboTaeT HopManbHo, MNJ1K ABNSETCS pe3epBHbLIM;
o «ABTOHOMHbIN» — lMJIK paboTaeT aBTOHOMHO 6€3 pe3epBNpPOBaHUS;
o «OwWwmnbKa» — NPoun30oLLIa OLLNBKA;
o «CUMYNAUUS» — PEXUM CUMYNSALNN;
o «OLKMbKa 3arpy3ku» — npounsoLusia owmobKa 3arpysKu;
o «OTK/THOYEHNE OCHOBHOI0» — BbIMNOJTHAETCA OTK/K04YEeHe OCHOBHOrO [MJ1K;
o «OTK/IIOYEHNE pe3epBHOro» — BbIMOJTHAETCSH OTK/IOUeHNe pesepsHoro MJK;
o «OLWKnbKa CUHXPOHU3ALMM» — NPOU30LL/IA OLLINOKA CUHXPOHMU3aLMK;
o «3arnyck CUMY/ALMN» — BbIMOJSTHAETCS 3anyck CUMYNALUK;
o «HeT NMUEeH3nn» — OTCYTCTBYET /IMLEH3MS;
o «Hen3BecTHO» — NoNyYnTb MHHOPMALMIO O TEKYLLLEM COCTOSAHUW HE YAas10Ch.
* «OlWmnbKa pe3epBrpoBaHNsa» — MHpopmaLms 06 oLnbke pe3epBrpoBaHUS. BO3MOXHbI ceaytoLime oWmnoKu:

o «HeT oWwmnboK» — OLLINMBOK HET, pe3epBupoBaHme paboTaeT HOPMaslbHO;

o «OwWmnbKa» — NPon30LL/Ia OLLINOKA;

o «OLwwmbKa 3arpy3ku» — nNpounsoLLIa omnbKa 3arpysku;

o «OWwnbKa CMHXPOHM3ALMMN» — NPOU30LLIA OLLUMGKA CUHXPOHM3ALMN;

o «OLWKnbKa UnKna» — npousoLuna owmnobka Uukna;

> «HeBepHoe coobLieHNe» — MoyHEHO HEBEPHOE COOOLLEHUE;

o «OLmnbKa CBA3M» — MPOoMn3oLLIa omnbka cBA3N;

o «OLwwmnbKa NONEBOW WMHbI» — MPOU30LLISIA OLLINMGKA NOSIEBON LUVHBI;

o «OwmnbKa Npuéma coobLLEHUSA» — NPOM30LLIa OLWN6GKa Npy NpUémMe CoobLLeHNS;
o «HeT coobLeHUsI» — OTCYTCTBYET COOBLLEHNE;

o «OLWwKnbKa KoHdMrypauumn» — npounsoLuna olwmobKa KoHdurypauuu;

o «CRC owwnbka o6nacti BBoga» — NponsoLuna owmoKa KOHTPONbHOM CyMMbl 06/1aCTV BBOAA,
o «HeT NMUeH3nm» — OTCYTCTBYET /INLEH3MS;

> «HewnsBecTHas ownbKa» — NPOU30LL/Ia HEN3BECTHAsA OLLIMGKa.

B HmXHel yacTn Tabnuubl PacnonoXeHbl TPU KHOMKM:
¢ «CUHXpOHM3aUna» — cM. pasgen 5.5.1.1;
e «[lepekntounTb COCTOsIHME (OCHOBHOW/pe3epBHbIn)» — CM. pasaen 5.5.1.2;
* «HacTpoiika gocTyna K ynpasneHuto...» — cM. pasgen 5.5.1.3.

5.5.1.1 CuHXpOHM3auusa

B ToM cnyuvae, korga cuHxpoHusaums mexay MNJ1K HapyLieHa (BoccTaHOB/IEHME CBA3W Mocsie 06pbiBa, 3aMeHa
pe3sepBHOro MNJ/K, owWnbKN CUHXPOHU3aLMUN U T.MN.), HEOGXOAMMO BbIMONHUTL PYUYHYH CUHXPOHU3aumio MNJIK.

Ecnu BbINoMHEHNE onepauun CUHXPOHMU3aLMY BO3MOXHO B COOTBETCTBUN C TEKYLLIMM COCTOSTHUEM JIOK&UTbHOTO
1 BTOporo MJK, To B HMXHER YacTn Tabnumupbl COCTOAHUA ByAeT akTUBHA KHOMKa «CUHXPOHU3auua» (CM. pucy-
HOK 5-33).

HaxaTne KHomkn «CUHXPOHM3aLMM» NPUBEAET K 3amycKy NpoLiecca CUMHXPOoHM3aUmn. Bo BpeMsi BbINOSIHEHNS! CUH-
XpOHM3aumn, 6yaeT oTo6paxaTbCsl BCMN/IbIBatOLLEE OKHO, NOKa3aHHOE Ha pUcyHke 5-37.

B c/lyyae ycneLHoro 3aBeplueHnst CMHXPOHM3aLuUK BCM/IbIBAKOLLEE OKHO GYAET 3aKpbITo, a B Tab/MLe COCTOSIHUS
6yayT 0To6paKeHbl 06HOB/MEHHbIE 3HAYEHWS NapaMeTPOB.

B c/yyae oWmnbKM CUHXPOHM3aLMN BYAeT 0TOGPAXKEHO BCM/bIBAIOLLEE OKHO C KOAOM 1 ONUCaHMEM OLUIVMGKU.

5.5.1.2 MepeknoueHne COCTOAHNIA

B ToM cnyuvae, korga o6a NJ/1K (flokasibHbIA 1 pe3epBHbIi) paboTalT HOPMasibHO U MeXAY HUMU UMEETCS CBA3b,
0AvH MNJIK cTaHOBMTCSt OCHOBHbLIM, @ BTOPO pe3epBHbIM.
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MapameTp JokanbHblii MK Bropoii MK
IP-appec 192.168.10.10 192.168.10.11
MopknioyeHue (ping) Aa Ha
AocTyn K ynpaeneHno nNa Na
BepcuA npowmexkn 2.0.0814.0957 2.0.0814.0957
CocTosHWe pe3epBUPOBaHMA ABTOHOMHbIW ABTOHOMHbIW
0 pesepeunp HeT coobleHua HeT coobeHua

Puc. 5-33: CtpaHuua «PesepsrpoBaHmne». Tabnuua cocTosiHNA. AKTUBHASA KHOMKa «CUHXPOHU3aumsa»

CunxpoHmnsauma NJIK

"t OnepauvA BbINOMAHASTCA, NOMKANYACTa, MOAOMANTE. .

Puc. 5-34: CtpaHuua «Pe3epBupoBaHue». BbinosiHeHne onepauumn cnHxpoHusatmu MK

[na nepekntoveHus coctoaHuii asyx MNJIK npegHasHayeHa kHomnka «lepekiiounTb COCTOsHNE (OCHOBHO/pe3epB-
HbliA)», PacMNOMOXEHHas B HWXHEN YacTy TabnuLbl COCTOSHNA. Ecnv BbINONHEHWE onepaumy nepektoyeHunss cocTo-
AAHWUS1 BO3MOXHO, B COOTBETCTBUM C TEKYLLMM COCTOSIHUEM /I0KaIbHOTo 1 BToporo MNJIK, To kHoMka nepekyeHus
COCTOAHWI ByfeT akTMBHA, KaK NnokasaHo Ha puUcyHke 5-28.

HaxaTve KHOMKW NepekioveHnst COCTOSIHWIA NPUBEAET K 3anycKy npoLecca nepekstoyeHnsi. Bo BpeMsi BbINosiHe-
HUS onepauuy ByaeT oTo6paxaTbCs BCM/IbIBatoLLEe OKHO, NOKA3aHHOEe Ha pUCyHkKe 5-35.

MepexknoyeHne cocToAHUA

" Onepauws BbINOMHAETCA, NOManyiAcTa, MOAOKANTE. .

Puc. 5-35: CTpaHuua «Pe3epBrpoBaHue». BbinosiHeHVE onepaummn nepektoyeHns CoCTOSTHUIA

B cnyyae ycneLuHoro 3aBepLUeHUs onepawuy BCrblBaloLLee OKHO GyAeT 3aKpbITo, a B Tabnvue cocTosiHusS ByayT
0TO6paKeHbl 06HOBNEHHbIE 3HAYEHUS NapaMeTpoB:

* MJIK, KOTOpbIli A0 BbINOMHEHUS onepaLuy umen coctosiHne «OCHOBHOM», ByaeT Nnepek/loyéH B COCTOsHME
«Pe3epBHbIin»;

* T/IK, KOTOpbIli 40 BbLINOHEHNS OnepaLyn UMen CocTosiHME «Pe3epBHbIli», ByeT NepektiodéH B COCTOAHNE
«OCHOBHOW».

B cnyyae BO3HMKHOBEHUA OoLNGKN 6y,u,eT 0T06pa)KE.'HO BCribiBawllee OKHO C KOAOM 1 onncaHnem OLINGKHN.

5.5.1.3 HacTpoliika goctyna K ynpaBneHuto BTopbim MK

[nsa obecneveHns gocTyna K ynpasneHuto BTopbIM (pesepBHbIM) MNJ1K ncnonblyetcs 6ecnaposibHblil SSH goctyn
C aBTOpM3aUMei C NpMMEHEHEM NPUBATHBIX K/Itoueld. Ecnv goctyn K ynpasneHuto BTopbiM MN/1K oTcyTCTBYET,

TO B HUXKHEN YacTu Tabnuubl COCTOSHUS ByeT akTUBHA KHOMKa «HacTpoiika goctyna K ynpasieHuto...» (CM. pu-
CYHOK 5-31).

Mpu HaxkaTM KHONKM «HacTpolika AOCTyna K ynpas/ieHunio...» ByaeT 0TO6paxxeHo BCN/bIBaOLWEE OKHO, NOKa3aH-
HOe Ha pucyHke 5-36.
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HacTpo#ka gocTtyna K ynpasneHno BTopbim MJIK

192.168.10.11

VIMA Nonb3oBaTtens oot

Maponb ssse *

EETGEN M HacTpouTb JOCTYN K yNpaBneHuo

Puc. 5-36: CTpaHuua «Pe3epBupoBaHue». BennbiBatoLee OKHO HACTPOIiKM fOCTyNa K ynpasneHuto BTopbiM MK

Bo BcnnbiBaloLLem OKHe, B COOTBETCTBYOLUME NONS A1 BBOAA, HE0OX0AMMO BBECTU AaHHble ANns ayTeHTUduka-
uun Ha sTopom IMJ1K:

* «/IMs nonb3oBarena» — 1M Nosb30BaTena A1 xoaa (Mo yMOMYaHUI0 «root»);
* «[Maponb» — naposb A/19 BXoAa (Mo yMONYaHo «owen).

Mocne BBOZA AaHHbIE A5 ayTeHTUDUKALMM HEOBXOAMMO HakaTb KHOMKY «HaCcTpouThb AOCTYN K YNIPaBeHNIO».
Bo BpeMsi BbINOMIHEHWS HACTPOIKN ByAET 0TOOPaXKATLCS OKHO, NOKa3aHHOEe Ha pUcyHke 5-37.

HacTpoiika gocTyna K ynpasneHnio BTopbim MJIK

3 - Onepauws BbINCMHAETCA, MOMANYACTa, NOSOMANTE. .
Puc. 5-37: CTpaHuua «Pe3epBupoBaHue». BbinoHeHVe onepaLyn HacTPokv AOCTyna K ynpasneHuto BTopbiM MK

B cnyyae ycneLlHOro 3aBepLUEHNs HACTPOIKX AOCTyna K ynpasfeHuto BTopbiM MNJIK BCnbiBatoLee 0kHO 6yaeT
3aKpbITO, a B TAG/IMLIE COCTOSIHUS 3HaYeHne napameTpa «JocTyn K ynpaBneHuo» 6yaeT oTob6paxeHo Kak «[la»
(cm. pucyHok 5-28).

B cnyyae owmnbkn HacTpoliki AoCTyna K ynpasneHuto (HEBEPHbIE AaHHbIE 418 ayTeHTUdMKaLMKN, HEBEPHBIN |P-
agpec 1 T.n.) 6yget 0Tob6pakeHOo BCMN/blBalOLLLEE OKHO C KOAOM M ONUCaHNEM OLLIMOKK (CM. PUCYHOK 5-38).

He yaanocb BbINOAHUTL HACTPOMKY AOCTYMa K yNpaBneHuo

He yaanock nonyunTs mySnnuHbil SSH-NoY yaanéHHoro yana. BO3MOMHO YKa3aHbl HEBEPHbIE MMA NONBI0BATENA UKW Naponb

[eTanu3auus olwnGKN

[ {"status":104, "statusMsg": "He ymamocs Noay4mTe Nyfiommmd SSH-mmou yOan€HHore y3aa. BoSMOEHC YXAS8HH HESEDHNE IMA NoIb3ICBATENA WM Napoas™} ]

Puc. 5-38: CTpaHuua «Pe3epBupoBaHue». OmMbka HaCcTPOk1 foCTyna K ynpasneHunto BTopbiM MK

5.5.2 Moppasgen «KoHdurypauusa»

B noppaspene «KoHdurypauus» otobpaxaercsi Tabnuua ¢ HpopmMauueii o Tekylleli KoHdurypaumm ayHKLUN
pe3epBMpoBaHns. BHelwHWi BuA Tabnuubl KoHdUrypauuii npueeaéH Ha pucyHke 5-39.
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MapameTp NokanbHbiid NAK Bropoi MNNK
WpenTudurarop NNK 1 2
Mepesii IP-agpec 192.168.10.10 192.168.10.11
Bropoii IP-agpec 192.168.10.11 192.168.10.10
MopT NoAKNIYEHNA 1205 1205
TaiiMayT CMHXPOHM3ALMH NPUNOKEHWA (MC) 5000 « 5000
TailMayT CMHXPOHW3ALMK JaHHbIX (MC) 500 500
TaiiMayT KOHUrypaLMOHHBIX NAaKeTOR (Mc) 400 400

CKOH(pMUIypUpOBaTL NoKanbHbIA MK CKOH(UrypupoeaTh ETOpOi MITK

Kondmrypauua nokanooro MK... B COOTEBETCTEWM C NapaMeTpamMu BTOporo B COOTBETCTBHMMW C NapameTpami NoKanbHoro
MInK.... MInK....

Puc. 5-39: CtpaHuua «PesepBmpoBaHue». Tabnuua KoHdurypawuii

Tabnuua KoHurypauum coaepxnT cregytowime cTonobubl:

* «[MapameTp» — UMS KOHOUIypaLMoHHOIo napamMeTpa,;

 «JlokasibHbIi MNJ1K» — 3HayeHne napameTpa ans nokansHoro MJK;

» «BTtopoii MN/IK» — 3HaueHne napameTpa A5 BToporo (pesepsHoro) MJIK.
B cTpokax Tabnuibl 0TO6paxaroTcs TekyLlne 3HaueHUss KOHGOUTypaLMoHHbIX NapamMeTpoB A1 IOKaSIbHOTO U BTO-
poro (pe3epBHoro) MNJIK. MonHbI nepeveHb BCex 0TOOpaKaeMbIX KOHOUIypaLMOHHbIX NapaMeTpoB € UX ONncaHu-
em npvBeféH B pasgene 5.5.2.2.
B HXHel yacTu Tabnuupbl pacnosioXeHbl TPU KHOMKK:

* «KoHtpurypaumsa nokanbHoro MMK...» — cMm. pasgen 5.5.2.2;

» «CKOHcpurypmpoBaTb fokasbHbIii /1K B cOoTBETCTBMM C NapameTpamu BToporo MJIK...» — cM. pas-
nen 5.5.2.3;

» «CKoHcpurypmpoBaTe BTopoli MJ1K B cOOTBETCTBUM C NapameTpamu iokasibHoro MJ1K...» — cm. pas-
nen5.5.2.3.

5.5.2.1 MpoBepka (Banngauuns) KoHduUrypaumi
Mpu Hannumm goctyna K koHdurypauum o6omx MK BbinonHAeTCA nposepka (Bamaaums) KoHurypauwmii.

B TOM cnyyae, ecniv Kakoin-nmbo KOHUrypauroHHbI napameTp He CKOHGIUIYpUpPOBaH, ero 3HayeHne B Tabnuue
KOHdhurypauuin 6yget otobpaxarbca kak «He ckoHdurypmnpoBaHo» (CM. pUCyHOK 5-40).
[ononHnTenbHO BbINOHAIOTCA CneayoLme npoBepku:
e naeHTudmkaTopsl MK Ha nokasnbHOM 1 BTOpoM /1K He fo/mkHbI coBnaarh;
* neps.blii IP-agpec Ha BTopoMm MNJ1K Ao/mkeH cooTBETCTBOBATL BTOpoMY IP-aapecy Ha nokanbHom MJ1K;
 BTOpOI IP-agpec Ha BTopoMm NJIK Ao/mxeH coOOTBETCTBOBATL NepBoMy IP-aapecy Ha nokasibHoM MJIK;
e 3HaYeHus NopTa NoAK/IYEHUS U TaliMayToB AO/MKHbLI coBnagaTth Ha oboux MJIK.

B cnyyae Ha/Mums Kakux-nmbo HECOOTBETCTBMI B KOH(UIypaumsx nokasibHoro u BToporo MJK, ata nidpopmauys
Oyaet otobpaxeHa B Tabnmue (CM. pucyHok 5-40).
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MapameTp NokanbHbli MK BTopoi NNK
WpeHTudukatop NNK He cKoHpMrypupoBaHo 2 S
Mepeblil IP-agpec 192.168.10.10 192.168.10.11
Bropoii IP-agpec 192.168.10.11 192.168.10.10
MopT NOAKMYEHUA 1205 1205
TaliMayT CHMHXPOHW3ALMKM NPUNOKEHUA (MC) 5100 He cooTBeTCTBYET 5000 He cooTBeTCTBYET
TalMayT CMHXPOHW3aLHMK AaHHbIX (Mc) 500 500
TalMayT KOHPUrypPaLMOHHBIX NaKeToR (Mc) 450 = He cooTBeTCTBYET 400 | He cooTBeTCTBYET

CKOH(pMIrypMpoBaTh NoKanbHbIR MK CKOH(UrypupoeaTb ETOpPOi MK
Konmrypauma nokansHoro MIK... B COOTBETCTEWH C NapaMETPaMK BTOPOro E COOTBETCTEMM C MNapaMeTpaMi NOKanbHoro
nnk... MnnK...

Puc. 5-40: CTpaHuua «Pe3epBupoBaHue». Tabnuua koHdurypauun. MNpoBepka KoHguMrypauuii

5.5.2.2 KoHdurypauusa nokanobHoro MK

[na n3ameHeHna KOHUrypaLMOoHHbIX NapaMeTpoB pe3epBrMpoBaHnsa NokasibHOro MK HyXHO HaxaTb KHOMKY «KoH-
dourypaums nokansHoro MN/IK», pacnonoxeHHyo B HWKHeR YacTu Tabnvubl KoHurypauuii (CM. pucyHok 5-39). Ha-
Xatme KHOMKN NPUBEAET K 0TOBPaKEHMIO BCMJ/IbIBAOLLETO OKHa pefakTUpOBaHWsA KOHUIYPaLMOHHbIX NapaMeTpoB
(cm. pucyHkn 5-41 n 5-42).

KoHdurypauus napameTpos pesepsupoBaHua MJIK

O6wume | TaAmMayTbl

Wpoentudmkatop MK 1 v

Mepebiil IP-agpec 192.168.10.10

3ot IP fild] AnA cBA3N o BToporo MNK
Bropoit IP-agpec 192.168.10.11
no A nokanbHoro M1
MopT nogxnioyeHua 1205
Homep TCP-nopta, ucn 00 ANA Nepegaymn gaHHbix 1. Homep nopra no ymonyaxsmio 1205,

e

Puc. 5-41: CtpaHuua «Pe3sepBrpoBaHue». OKHO pefakTupoBaH/s KOHQIUIypaLMoHHbIX napamMeTpoB. Bknagka «O6Lumes»

http://owen.ru 107 /228


http://www.owen.ru

Kpartkoe onvncaHue oCHOBHbIX thyHKUMiA Web-nHTepdoeiica ynpaBneHust KoOHTposniepoB...  TN-UG-OWRT-LUCI-R3

KoHdurypauua napameTpos pesepsupoBaHua MK

O6lwme | TaimMayTb!

TaliMayT CUHXPOHW3ALMM NPUIOMEHKA (MC) 5100
TallMayT CUHXPOHU3ALMK JaHHbIX (MC) 500
TaiMayT KOHBUIYpPaLMOHHbBIX NMAKeToE (Mc) 450

Puc. 5-42: CtpaHuua «Pe3epBupoBaHue». OKHO peflakTUpoBaHus KOHDUIypaLroHHbIX NapaMeTpoB. Bknagka «TaimayTbi»

KoHdhmrypaLuuoHHble napameTpbl BO BCM/IbIBAOLLEM OKHE pasfesieHbl Ha ABe BKNaKu:
* «ObLme»;
* «TaiimayTbli».

Bo Bknagke «O6Lume» pacnofioxXeHbl crieaytolme KoHDUrypauuoHHble napaMmeTpbi:

o «NpeHTudpmkatop MAK» — naeHtudukarop MJK. NageHTudukatopb! 10KasibHOrO U BTOporo MJK He Ao/mMKHbI
coBnagatb.

» «[epBbiit IP-agpec» — IP-agpec nepsoro MJK. Ansa nokanesHoro MJIK 3To co6¢cTBEHHLIN |P-agpec ceTeBoro
nHTepdelica pe3epBrpoBaHUS.

» «Btopoii IP-agpec» — IP-agpec BToporo MJIK. Ana nokanbHoro MNJ1K ato IP-agpec BToporo (pe3epBHOro)
MNK. JaHHbI IP-agpec ago/mkeH 6bITb AOCTYNeH Ans nokasnbHoro MK yepes ceteBoli MHTepheic pe3epBupo-
BaHUA.

» «[lopT NoAK/IHOUYEHUS» — HOMEp NOPTa, UCMO/b3yeMblii AN nepefaqn faHHbIX PyHKLUM pe3epBrpoBaHNS.

Bo Bknagke «TaiimayTbl» pacrnofioXeHsl ceaytoline KOHPUrypaLuoHHble NnapameTpbl:

* «TaiMmayT CMHXPOHM3ALNUN NPUIOKEHNS (MC)» — TaliMayT CUHXPOHU3aLmMu npunoxeHus. JonycTumblii guana-
30H 0T 1000 go 30000 mc (1-30 c). 3HauyeHue rno ymonyaHuo 5000 mc (5 c).

o «TalimayT CUHXPOHM3aLUW AaHHbIX (MC)» — TaiMayT CUHXPOHMU3auMmn AaHHbIX. JonycTuMblii gnanas3oH ot 50
00 2000 mc. 3HayeHue no ymonyanuio 500 mc.

* «TaimayT KOH(OUrypauUMOHHbIX NAaKeTOB (MC)» — TaimayT KOH(DUrypauMoHHbIX NakeToB. JonycTumblli gnana-
30H ot 50 o 2000 mc. 3HaveHmne no ymonyaHunio 400 mc.

{ Haxatue kHonku «CoXpaHUTb U NPUMEHUTb», B C/TyYae U3MEHEHUs1 3HaUYeH)s1 KaKoro-IM6o KOHGUrypaLumoHHoro napa-
i MeTpa, NpuBefET K aBToMaTuyeckomy nepesanycky aapa MK (CODESYS).

5.5.2.3 CMHXpOHU3auusi KOHpurypauuii

B HXHe yacTu Tabnuupbl KOHPUIypaLuin pacnonoXeHbl ABe KHOMKK (CM. pUcyHOK 5-39), npefHa3HavYeHHble ans
BbIMO/THEHWS CUHXPOHM3ALMN KOHAUIYpaLmMii Mexay NoKasibHbIM 1 BTOpbIM (pe3epBHbim) MJK:

* «CKOH(purypmposaTb fokasibHbIi MN/TK B COOTBETCTBMM C NapameTpamm BToporo MJIK...» — CMHXpOHM3aums
KoHcpurypaumm nokansHoro MNJIK (ganee ycTpoincTBo-HasHaueHne KoHurypawum) ¢ Ncnosib3oBaHmemM KoHdu-
rypaumoHHbIX napameTpoB BToporo MJ/1K (ganee ycTponcTBO-MCTOYHMK KOHAhUIrypaumm).

» «CkoHcpurypmposatb BTOpoli M/1K B cOOTBETCTBUM C NapameTpamu 1okasnbHoro MNJ/IK...» — cuHxpoHusauns
KoHurypauum sToporo MJIK (aanee ycTpoiicTBO-Ha3HauYeHne KoHUrypawumm) ¢ Mcnosib3oBaHMeM KoHdurypa-
LIMOHHbIX NapameTpoB slokasibHOro MJ/1K (ganee ycTpoiicTBO-MCTOUHUK KOHDUrypaLmm).

BbinonHeHve CUHXPOHM3aLU BO3SMOXXHO TOJIbKO Npu ceayolnx ycnoBusx:
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* VIMEeTCs JOCTYN K YNPaBfeHno YyCTPOCTBOM-UCTOUYHMKOM U YCTPOIMCTBOM-Ha3HauYeHuem (cM. pasgen 5.5.1.3);
 KOHChUTypauus yCTpoiiCcTBa-UCTOUHMKA HE UMEET He CKOHIMIYPUPOBaHHbIX 3HaYeHwuit (cM. pasaen 5.5.2.1).

Ecnu xoTsa 6bl 04HO U3 YCMIOBUIA HE BbINOHSETCS, TO COOTBETCTBYHOLLAS KHOMKA CUHXPOHU3aLUun 6yeT He aKTUB-
HOIA.

HaxxaTune KHOMKM CUHXPOHM3ALMN KOHUTypaLum npueeaéT K 0TOOPaXKEHUNIO BCMN/bIBAIOLLENO OKHA C NMOAPO6HOIA
UHdopMaLMen 0 CUHXPOHU3UPYEMbIX NapamMeTpax, Kak nokaszaHo Ha pucyHke 5-43.

CHHXpOHU3aLMA KOHDUrypaLuum

KoHdMrypauuoHHble napaMeTpbl BToporo MK 6yayT yeTaHOBNEHb B CNEAYHOLLME 3HAUEHWA

MapameTp Crapoe 3HayeHue Hoeoe 3HaveHue
WpenTudukarop NNK 2

Mepebiii IP-appec 192.168.10.11

Bropoit IP-agpec 192.168.10.10

MopT nogKnoYeHHs 1205

TalimayT p p (mc) 5100

TalMayT cCMHXPOHWIALMH JaHHbIX (Mc) 500

TaiiMayT KOHUrypalMoHHbIX NaKeToR (Mc) 450

Mocne cMHXpoOHW3aLMKN KoHpurypauwn CODESYS GyleT aBTOMaTHMYecky nepesanyuleH Ha eTopom MNK.

<EG1 M CHHXPOHW3MPOBATh KOH(UIypaLmio

Puc. 5-43: CTpaHuua «Pe3epBupoBaHue». OKHO CUHXPOHM3ALMN KOH(DUTYPALMOHHBIX NapamMeTpoB

Bo BcnbIBalLLEM OKHE NPUBOAMTCA Tab/mua KOHhUrypauroHHbIX NapaMeTpoB € UX CTapbiMKU (TEKYLLMMU) 3HaYe-
HuaMK (ctonbew, «Ctapoe 3HaueHne») 1 HOBbIMU 3HaYeHUAMM (cTonbel, «HoBoe 3HauYeHne»).

Haxatne KHoMnku «CUHXPOHW3MPOBATb KOHOMIypaLMio» NPUBEAET K BbINOMIHEHUID CUHXPOHU3ALMM KOHADUTYpaLum
Ha yCTpONCTBe-Ha3HaYeHUN.

3HaueHs1 KOHUrypaLnoHHbIX NapaMeTpoB «MepBblii IP-agpec» 1 «BTopoii IP-aapec» CUHXPOHW3UPYHOTCS TOMLKO
NpW BbINO/IHEHWM CUHXPOHM3ALMK BTOPOro (pe3epBHoro) MJ1K ¢ ucnonb3oBaHWEM KOHUTYpaLMOHHLIX NapamMeTpoB
nokasibHoro MNJ/IK. B 06paTHOM Hanpas/eHUN AaHHbIE NapaMeTpbl HE CUHXPOHU3NPYHOTCS.

Haxartne kHonkun «CUHXPOHU3NPOBAaTb KOHUIypaLuio» NnpuBedéT K aBTomaTnyeckomy nepesanycky sgpa Nk
(CODESYS) Ha ycTpoiicTBe-Ha3Ha4YeHU KOHGUrypawmm.

Bo BpeMs BbINOMHEHNS OnepaLyn CMHXPoHM3aL MK 6yAeT oTo6paxaTbCs OKHO, NOKa3aHHOE Ha PUCYHKe 5-44.

CHHXPOHU3aLMA KOHDUIypauum

OnepaumA BoINCAHAETCA, NOKANYACTa, MOAOKAMTE. ..

Puc. 5-44: CtpaHuua «PesepsrpoBaHmne». BbinonHeHre onepauum CUHXpOHM3aLum KoHgurypauum

B cnyyae ycrnewHoro 3aBepLieHnst CMHXPOHM3aLMK BCM/bIBAlOLLEE OKHO GyAeT 3aKpbITo, a B Tabnvue KoHdurypa-
LMiA 6yayT oTo6paKeHbl 3HAUEHMS1 HOBbIX CKOHCIMIYPMPOBaHHbIX MapaMeTpoB.

B TOM criyyae, ecsin CUHXPOHU3aunsa KOHPUIypauMoHHbIX NapaMeTpoB He TpebyeTcs (KoHdurypaumy coBnagator),
BHELLUHWI BU BCMJ/TbIBAOLLETO OKHA MPU HAXXATNW KHOMKM CUHXPOHM3aL MK ByaeT BbIrSAeTb, Kak MOKa3aHo Ha pu-
CYHKe 5-45, a kHonka «CUHXPOHU3NPOBaTb KOHUrypauuo» He ByaeT oTobpaxeHa.
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CHHXpOHU3aLMA KoHbUrypaLuu

KoHMrypalMoHHble napameTphl BToporo MUK GyayT yCTAHOBNEHD! B CNEAyOWME 3HAYEHHA:

MapameTp
WpenTudukarop NNK
Mepebiii IP-appec
Bropoii IP-agpec
MopT nogknioYeHns

TailMayT CMHXPOHW3ALMK NPUICHEHHA (MC)

YT cuxpoNMsaLIM (me)

TaiiMayT KOH(HUIyPaLMOHHBIX NAKeTOB (Mc)

Crapoe 3HaYeHue Hoeoe 3Ha4YeHue
2

192.168.10.11

192.168.10.10

1205

5001

500

400

rMocne CMHXPOHU3aUWK KoHUrypauwn CODESYS GyfeT aBTOMaTUUECKW Nepesanyiied Ha eTopom MJTK.

3HAUEHWA BCEX MAPAMETPOR KOH(HMIYPaLMi COBNAAAKOT € CUHXPOHWU3UPYEMbIMK. CUHXPOHW3ALMA KoHpUrypauum He Tpebyetcs

3aKpbITb

Puc. 5-45: CtpaHuua «PesepBrpoBaHme». OKHO CUMHXPOHM3ALMN KOHGIUTYPaLMOHHbIX NapaMmeTpoB. CUHXPOHM3aL 1S

He TpebyeTcs
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5.6 daiinbl XXypHanos

Ha cTtpaHuue «®daiinbl xxypHanos» pasgena «M/1IK» oTobpaxatoTcs AaHHble XYPHas10B COOBLLEHWI cpedbl NCnos-
HeHna CODESYS. BHeluHuiA BUA, cTpaHuLpbl «®aiinbl XXypHanoB» nokasaH Ha pucyHke 5-46.

@ plc210 - aiine wyprancs - L X |+ = - olEl
« Cc @ © & 172.16.0.1/cgi-bin/luci/admin/plc/logs 4 d e ® 8 =
Lal
V) [JH [
[ ]

CocToRHWE b ple210
crerema ¥ (aiinbl XypHanos
MK -

Be Bnayanusauna
HacTtpoiiku
3arpyaku
TpunoxeHre
Pe3epEHPOBaHHE

Daiinbl RypHanos

PlcLog | PlcLog 0

OToGpamaTe N0 yObIBAHWKD BPEMEHH (MOCNEAHEE CEEPXY)

OunsTp

MepezarpyauTh haiin xypHana

€ 0 ownbok  (E)0 MCKAKOUEH Wi

PlcLog.csv

)0 npeaynpexaeHui € 16 MHGOPMaLMOHHBIX cooblLeHri (1) 3 0TNaA0YHbIX COOOLLEHNA

YpoBeHb  BpemeHHan MeTKa

Onucanue

KomnoHeHT

CryxGel b a 18.02.2020 01:33:40 Channel closed because unused for 60 s CmpWebServerHandlerva
Cetb b ® 18.02.2020 01:33:40 Channel 27816 closed by request, 0 CmpChannelServer
] 18.02.2020 01:32:06 Visu_PRG: Successfully Removed Client with IEC-ID: 0 0x0000100c
Crametnca ¥ [ 18.02.2020 01:31:33  State: successful CmpWebServer
BLiiATH LiJ 18.02.2020 01:31:33 File SPlcLogic$/Svisu$/soun_on_mini.png requested ... CmpWebServer
o 18.02.2020 01:31:33 State: successful CmpWebServer
] 18.02.2020 01:31:33 File SPlcLogic$/Svisu$/element-lamp-lamp1-yellow-on.svg requested ... CmpWebServer
(] 18.02.2020 01:31:33 State: successful CmpWebServer
[ ] 18.02.2020 01:31:33 File $PlcLogic$/S$visu$/element-lamp-lamp1-yellow-off.svg requested .. CmpWebServer
D 18.02.2020 01:31:32 Visu_PRG: Address of client with IEC-ID 0 : 3015320872 0x0000100¢c
o 18.02.2020 01:31:32 Visu_PRG: Creating Client successful for Extern-ID: 572920 Returned IEC-ID: 0 0x0000100c
(] 18.02.2020 01:31:32 Visu_PRG: Creating Client for Extern-ID: 572920 0x0000100c
® 18.02.2020 01:31:32 Channel 27816 connected CcmpChannelServer
o 18.02.2020 01:31:32 Localhost connection established .. CmpWebServerHandlerva
] 18.02.202001:31:32 State: successful CmpWebServer w

Puc. 5-46: CtpaHuua «®dainbl XypHasios»

5.6.1 OCHOBHbI€E 3/1IEMEeHTbI ynpas/ieHus

Bce anemMeHThl ynpasneHnsa pacrnonioXeHbl B BerHer]I 4acTun CTpaHuubl.

Ha pucyHke 5-46 nokasaHa cTpaHuua «®aiisibl XXypHauioB» A5 Ciydasi, Koraa B CUCTEME UMEETCS TOIbKO OAUH
dhaiin xypHana. Ecnm B cucteme 6yaeT HECKOMBKO haiifioB XypHasioB, TO B BEPXHEN YacTu cTpaHuupl 6yayT oTob-
paxeHbl BK1agku 415 Bblbopa gpaiina )XypHasa, kak nokasaHo Ha pucyHke 5-47.

PlcLog | PlcLog 0 @ PlcLog_1 | PlcLog 2

Puc. 5-47: CtpaHuua «®daiinbl xXypHanos». Bknagku Boibopa haiina xypHania

Onumsa «OTobpaxaTtb No yobiBaHMIO BpeMeHM (Noc/iegHee CBepxy)» ynpasnseT NopsakoM 0TobpaxeHus 3anuceri
XypHasia. Bo3MOXHO 0TOBpadkeHne 3anuceii kak no Bo3pacTaHunio BPEMEHHU, Tak 1 Mo Y6bIBaHUIO (PEXMM N0 YMOSI-
YyaHuio).

3anucuy u3 chaiina xypHana cuMTbIBalOTCS TOMbKO OAUH pa3 Npu 3arpyske CTpaHullbl (3anncy Ha cTpaHuLe He 06-
HOBNAIOTCS aBTOMaTnueck). KHonka «Mepesarpy3unTb goaii )ypHasia» No3BOMSET BbINO/HUTL MOBTOPHOE CUMTbI-
BaHue JaHHbIX U3 gpaiina XypHana 1 06HOBUTL JaHHble Ha CTpaHuLe.

VicxogHble dhaiinbl XypHasioB cogepxar 3anncu B popmare CSV [10]. KHonka «Ckayatb CSV» Nno3BONSET cKavaTb
(3arpysunTb) opurnHasibHbIA (haiin xypHana B popmarte CSV.
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5.6.2 dunbTp 3anucei

B nogpasgene «Punstp» pacnosioXeHbl 31EMEHTbI ypaBieHns hunstpa oTobpaxaembix 3anuceli xypHana
(cMm. pucyHok 5-48).

[v] OToBpamath no yooizaHuo BEpemeHi (NocnegHee ceepxy) Mepeaarpyaute Gain xypHana RelETE A ESY

DOunetp

E'0 uckniouennit | (1) 2 npegynpexaeHui | @ 477 nidopmaumoHHbix coobleHnil (3 68 oTnagouHblx coobLyeHni

PlcLog_0.csv
YpoBeHb BpemeHHaA MeTKa Onucanue KoMnoHeHT
[} 18.02.2020 01:29:08  TlsCreateContext: Creating the TLS context for namespace 'WebServer failed. CmpOpenSSL
Lx] 18.02.2020 01:29:08  TisCreateContext: Failed to read certificate "./PKl/cert/wwwserver.cer' in namespace: 'WebServer'. CmpOpenSSL
: 8.02.2020 01:27:41  Retain data are initialized now of [Application] CmpApp
L x] 18.02.2020 01:18:44  No bootproject file $PlcLogic$/Application/Application.app available! CmpApp

Puc. 5-48: CtpaHuua «daiifibl XXypHanos». PUnasTp 3anunceli xypHana

Kaxkaas 3anuchk XypHasna COOTBETCTBYET ONnpeAe/iEHHOMY YPOBHIO COOGLLEeHUA. B CBOIO ouepeab, KaXA0MY YpOB-
HI0 COO6LLEHMII COOTBETCTBYET CBOSA rpadmyeckas MKoHKa. BO3MOXHbIE YPOBHW COOBLLEHNI 1 COOTBETCTBYIOLLME
UM rpadgmyeckne NKOHKV NpeacTaBneHbl B C/ieAyIoLeM CrcKe:

o © — ownbkKa;

e Bl — UCK/oUYeHme;

o (U — npegynpexpaeHuve;

* @ _ yHdopMaUNOHHOE COO0OLLIEHNE;

+ ©@ — oTnapo4HOoe coobLueHwe.
duNLTP NpescTasnseT coboi KHOMKM-NepekyaTeni A1s Kaxaoro ypoeHs coobLleHunii. Korga onnstp BbIK/0-
yeH (BCce KHOMKM-NepeknoyaTenin 0TXaTbl), 0TO6paxatoTCs CO0bLLIEeHUA BCex YPOBHeiA. Mpu BKAYeHUN dunbtpa
(HaKaTa ofjHa WM HECKO/bKO KHOMOK-Nepekoyareneii) B Tabnumue oTobpaxatoTcs NnLb COOOLLIEHUA TeX YPOB-

Heil, AN KOTOPbIX KHOMKM (hunbTpa Haxo4saTcs B HaXKaToOM COCTOSIHUK. Hanpumep, Ha pucyHke 5-48, BK/THOYEHO
OTO6paXeHUe TOMbKO COOOLLEHNI C YPOBHAMM «OLUNOKE» N «UCKNHOUEHNE.

[OMONTHUTENBHO [/1S1 KaXKA0T0 YPOBHS! COOBLLEHWIA, HA KHOMKAaxX-NepeksouaTesnsix 0To6paxaeTcs KonmuecTBo 3anm-
celi B XXypHasie, COOTBETCTBYIOLMX AAaHHOMY YPOBHIO COOGLLEHUIA.

5.6.3 Coo0LyeHus XypHana

B nogpasgene ¢ umeHeMm ghaiina xypHana (Hanpumep, «PlcLog.csv») oTobpaxaroTcs 3anucu xypHasna B Buae
Tabnuubl (CM. pUCyHok 5-49).
Tabnuua 3anunceil xxypHana UMeeT criefytolime cTonbubl:

* «YpPOBEHb» — YPOBEHb COOGLIEHNS, NPeACTaBNEeHHbI B BUe rpadnueckoii MKOHKM (COOTBETCTBUE rpadinye-
CKMX MKOHOK YPOBHSIM COOGLLEHWIA onncaHo B pasgene 5.6.2);

» «BpeMeHHasi MeTKa» — [ata ¥ BPpeMsi permcTpaummy aHHoli 3anncu B XypHase;
» «OnucaHne» — TEKCT COOB6LLEHUS 3anncK B XypHase;

» «KoMnoHeHT» — nMs komnoHeHTa CODESYS, KOTOpbIii BbINO/THUA XXYPHa/IMpoBaHe AaHHOoi 3anmcu. MoxeT
6bITb NPEACTaBNEHO B TEKCTOBOM BUae (Hanpumep, «CmpBIkDrvUdp») nnv B BUe LecTHaALaTepuyHoro
Kofa KOMMoHeHTa (Hanpumep, «0x16289cab»).
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PlcLog.csv

YpoBeHh  BpeMeHHan MeTKa OnucaHue KommnoHeHT
i) 18.02.2020 01:33:40 Channel closed because unused for 60 s CmpWebServerHandlerv3
D] 18.02.2020 01:33:40 Channel 27816 closed by request, 0 CmpChannelServer
& 18.02.2020 01:32:06 Visu_PRG: Successfully Removed Client with IEC-ID: 0 0x0000100c
@ 18.02.2020 01:31:33 State: successful CmpWebServer
& 18.02.2020 01:31:33 File $PlcLogic$/Svisu$/soun_on_mini.png requested ... CmpWebServer
L 18.02.2020 01:31:33 State: successful CmpWebServer
L 18.02.2020 01:31:33 File $PlcLogic$/Svisu$/element-lamp-lamp1-yellow-on.svg requested ... CmpWebServer
& 18.02.2020 01:31:33 State: successful CmpWebServer
L 18.02.2020 01:31:33 File $PlcLogicS/Svisu$/element-lamp-lamp1-yellow-off.svg requested ... CmpWebServer
(D] 18.02.2020 01:31:32 Visu_PRG: Address of client with IEC-ID O : 3015320872 0x0000100c
L 18.02.2020 01:31:32 Visu_PRG: Creating Client successful for Extern-1D: 572920 Returned IEC-ID: 0 0x0000100c
i 18.02.2020 01:31:32 Visu_PRG: Creating Client for Extern-ID: 572920 0x0000700c
D] 18.02.2020 01:31:32 Channel 27816 connected CmpChannelServer
L1} 18.02.2020 01:31:32 Localhost connection established ... CmpWebServerHandlerV3
& 18.02.2020 01:31:32 State: successful CmpWebServer
L 18.02.2020 01:31:32 File $PlcLogicS/$visus/application.imagepoolcollection.csv requested ... CmpWebServer
& 18.02.2020 01:31:32 State: successful CmpWebServer
i ] 18.02.2020 01:31:32 File SPlcLogicS/Svisu$/webvisu.cfg.json requested ... CmpWebServer
& 18.02.2020 01:31:31 State: successful CmpWebServer
Puc. 5-49: CtpaHuua «Paiiibl XypHasioB». Tabnuua sanuceii xypHana
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H Cnyxobl

6.1 AuHamuueckuii DNS (DDNS)

Ha ctpaHuue «<DDNS» pasgena «Cnyx6bl» pacrnofioxeHbl HACTPOKK Cry6bl AnHaMmmyeckoro DNS.

OunHamunueckuin DNS — TexHonorus, nossonsowas nHpopmaumm Ha DNS-cepBepe 06HOBASATLCH B peasibHOM
BpeMeHu 1 (Mo XenaHuio) B aBTOMaTn4eckoM pexunme. OHa NpuMeHsIeTCs A1 Ha3HauyeHUst NOCTOAHHOIO JOMEHHO-
ro UMeHN YCTPOICTBY C AnHamMuyeckum |P-agpecom.

BHewwHwWii Bug, cTpaHuubl «DDNS» pasgena «Cnyx6bl» nokasaH Ha pucyHke 6-3.

B npunoxeHunn B gaHHOro pykoBOACTBa NpuBEAEHbI MHCTPYKLMW A5t HACTPOIkK cnyx6bl DDNS Ha npumepe nposaii-
Aepa no-ip.com.

CtpaHuua «DDNS» pasgeneHa Ha HECKONbKO Noapasaenos:
e «Hdopmaums» (cMm. pasgen 6.1.1);
e «Cnyx6bI» (cM. pasgen 6.1.2);
» «[nobGasbHble HAacTpoWku» (cM. pasgen 6.1.3).

6.1.1 NHdcpopmauus

BHelwHWit BuA nogpasgena «MHdopmaumsa» ctpaHnubl «<DDNS» nokasaH Ha pucyHke 6-1.

UHdpopmauma

Bepcwa DDNS  2.7.8-tano8

CocToAHWe  ABTosanyck DDNS oTKMKUEH

3anycTuTs DDNS

MepesanycTuTb DDNS

Puc. 6-1: CtpaHuua «<DDNS». Mogpasagen «MHdopmayus». ABTo3anyck CnyX6bl BbIK/IHOYEH

Wrdopmauna

Bepcwa DDNS  2.7.8-tano8

CocToAHMe  ABTozanyck DDNS BKMOYEH

OcTtaHoeHTE DDNS

NepezanycTuTe DDNS

Puc. 6-2: CtpaHnua «<DDNS». Mogpasagen «VHdopmaums». ABTo3anyck Cny>X6bl BKIHOYEH

B naHHom paspgene npueefeHa nHopmaums o Bepcun yctaHoBneHHoro naketa DDNS 1 0 TekyLemM COCTOSTHUN
aBTOMaTu4yeckoro 3anycka cnyxosl DDNS.
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L
B 2
© & 172.16.0.1/cgi-bin/luc/admin/services/ddns 90% | eee w4 in @ ® B s =
Ll
£ ABToO6HOBNEHME BKIIOHEHO
CocrofHue » WmA xocTa: plc210
Crcrewa » OuHamuyecknii DNS
MK »
WHbopmauyma
Cnyw6bl »
DDNS Bepcwua DDNS 2.7 8tano8
STR/RSTP CocToRHMe  ABTo3anyck DDNS BKNOUEH
ETP OctatosuTb DDNS
HTTR/H MepesanycTuTb DDNS
CeTo »
Cnym6bl
CratucTika » Y
BbiiTh ToMCK MMeHH XocTa - e
Wma 3aperncTpMpoBaHHbiA IP- Brnioveto CocToRHWe
appec
06HOBNEHWE
Uhost example.com - OCTAHOBMTD lepe3anycTHTb =
myddns_ipvd 0 -examle. O A He pagoTaet
host " H OCTaHOBHTD Mepe3anycTT =
u _example.com MiKorfa
myddns_ipvé 1:3 P O A He paGoTasT
OCTaHOBHMTL MepesanycTUTb =
myplctest. ddns.net 2020-02-19 04:27 PagoTaeT:
myplctest 202002100539 32346
o
NofaBuTb HOBYHO CRyKEY...
Mo6anbHble HACTPORKK
HacTPOoiiKK NoAPOGHbIX NapaMeTPOB CRY#Gbl AHaMuyeckoro DNS. HacTpoiiki Ha 4aHHO CTPaHWLE He PEKOMEH/IYETCR MSMEHATD 06bIYHbIM
nonb3osatenam. MogpoGHyo MHBOPMALIMID O HACTPOMKAX NaPaMETPOB CM. 3[0ECh.
PaspeluTb He nyGnuuHble IP-agpeca [
MpoEauHLIE No yMonuaHme IP-agpeca:
. 169 . 172.16/12,192.168/16
dopmart Aathl %F %R
c nogAepHHESEEMbIMHA KOQaMW Bbl MOXETE 0IHEKOMWTCA 3Aech
Texyuue HacTpoiku: 2020-02-19 18:20
Manka coCTORHWA fvar/run/ddns
KaTanor cogepsawmil PID fains v Apyryo MHBopMaLMio o ¢ AHWA KEA40H 3ANYIEHHOR Crywbe
Manka CACTEeMHOTo ypHana | /var/log/ddns
KaTanor cogepmauymil Gains XypHanos ANA KEXAOH 3ANYILEHHOR crymEnl
MpocmoTp xypHana 250
Yncno nocnegHux CTPOK. ANA XPEHEHHA B CHCTEMHOM MyPHane
Mcnonb3osate CURL [
Ecnn ycTanosness: naxets: wget n cURL, To no ymonuannio GyAeT MCnonk2oeaTscA wget
W

Puc. 6-3: CtpaHnya «DDNS»
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B Tom cniyyae, ecnim aBToMaTuyeckmin 3anyck cny>xobl DDNS oTk/1I04EH, Kak MoKa3aHo Ha PUCYHKe 6-1, TO B NoA-
pasgene «MHdopmayma» 6yaeTt otobpaxeHa kHonka «3anyctute DDNS», koTopas 3anyckaeT cnyxoy DDNS,
a TaKke BK/Ilo4aeT aBTOMaTUYECKniA 3anycK CIyXX6bl NP 3arpy3ke CUCTEMBI.

Mpw BK/IKOYEHHOI aBTOMAaTUYECKO 3arpy3ke cnyx6sl DDNS npu 3anycke cuctembl, BHELLHWIA BUA nogpasgena
«/Hhbopmaumsa» 6yaeT BbIMSAAETb Kak MokasaHo Ha PUCYHKe 6-2.

Mpun BKIKOYUEHHOM aBTOMAaTUYECKOM 3anycke cny6bl DDNS 6yaet oto6paxeHa kHomka «OcTaHoBUTb DDNS»,
KoTopas octaHaBnusaeT cnyxby DDNS, a Takke BbIK0YaeT aBTOMAaTUYeCKMin 3anyck cnyxobl Npy 3arpyske cu-
CTeMbI.

KHonka «[lMepesanyctntb DDNS» N03BOASET BbINOAHUTL Nepesanyck (UNn 3anyck, ec/ivm He 3anyLeHa) Cnyxobl
DDNS. CocTosiHue aBToMaTM4eCcKoro 3anycka c/yX6bl Npy UCNosib30BaHUN KHoNkK «lMepesanyctnts DDNS»
He U3MeHsEeTCS.

6.1.2 Cnyx6bl

B nogpasgene «Cnyxo6bl» B BUAE TabNuLbl NepevncrieHbl Tekywme HacTpoeHHble DDNS cnyx6bl. Tabnuua nmeet
cnepytowime cTonbubl:

* «/IMsi» — npon3BonbHOe Mst aHHo DDNS cryx6bl;

« «ouck MMeHn xocTa / 3aperncTprpoBaHHbIii IP-aapec» — oTobpaxaeT JOMEHHOe UMsA AaHHoi DDNS criyx-
6bl 1 onpeAenéHHblii Ans Hero |P-agpec Npu nocfiefHei NpoBepke;

* «BK/OYEHO» — NPU3HAK BK/IlOUEHMsI COOTBETCTBYOWE DDNS cnyx6bl. ECnn gaHHas onuuvs oTKoueHa, ans
[laHHOW CNYXGbl CKPUNT OGHOB/IEHUS HE 3aMyCKaeTcs;

» «MocnegHee o6HoBNeHNe / Cneaytolllee 06GHOBNEHNE» — AaTa U Bpemsi NocneaHero 1 cnepyoulero nna-
HOBOro 06HOBNEHUSI UHGOpMaLMmn AaHHon DDNS ciyx6bl. o ymonyaHuio gaTa 1 BpeMsi 0TobpaxatoTcs
B chopmare:

Frrr-mMM-44 44:mv

rae
o ITTT — rop;
o MM — mecsu (ot 01 go 12);
o A4 — aeHb (ot 01 go 31);
o 4yy — yacsl (0T 00 go 23);
o MM — MUHyTbI (0T 00 go 59);

dopmat oTobpaXeHNs AaTtbl U BPEMEHW MOXHO HACTPOUTL B Nogpasaene «lnobanbHble HACTPONKU» Npu
NMOMOLLM HacTpoikn «PopmaTt gatbi» (CM. pasgen 6.1.3);

* «CocTosiHne» — Tekyliee coctosHne DDNS cnyx6bl. MOXeET NpUHMMaThL criefyowme 3Ha4YeHns:
o «He pabotaeT» — gaHHass DDNS cnyx6a He paboTaeT (OCTaHOBMEHA);

o «PabotaeT» — DDNS cnyx6a paboTtaeT. B aTom criyyae, BO BTOPOIi CTPOKE NOA, Haanucbio «PabotaeT»
6yaeT oTobpaxeéH naeHTudmnkaTop npouecca (PID) gaHHOR Cnyx6bl.

« B nocnegHem ctonbue pacnonoxeHsl cneytowme KHonkn ynpasneHns DDNS cnyx6amu:

o «OCTaHOBUTb» — NpeaHa3HavyeHa A1 0CTaHOBKM paboTbl cooTBeTcTByHOWEel DDNS cnyx6bl. Ecnin
DDNS cnyx6a B TeKyLuii MOMEHT He 3anyLleHa, faHHas KHOMKa He akTMBHA.

o «[lMepesanycTnTb» — NpefHa3HavyeHa Anas nepesanycka coorsercTayowein DDNS cnyx6bl. Ecniv DDNS
CNYXX6bI B TEKYLLMIA MOMEHT He 3anyLleHa, fJaHHas KHOMKa He akT/BHa.

o «/I3MeHUTb» — npeAHa3HavyeHa A1s peaakTMpoBaHUsl NnapaMeTpoB (HACTPOEK) COOTBETCTBYOLLEN
DDNS cnyx6ebl! (cM. pasgen 6.1.2.1).

o «Ypganutb» — npeaHasHaveHa ansa yganexdusa DDNS cnyx6bl (cM. pa3gen 6.1.2.3).

6.1.2.1 PepakTupoBaHue HacTtpoek DDNS cnyxobl

[na pepaktnpoBaHus Hactpoek DDNS cny6bl HEO6X0AMMO HaXaTb KHOMKY «/3MeHUTb» AJ/151 COOTBETCTBYHOLLEN
CNyx6bl B Tabnuue nogpasaena «Cnyxobi» Ha cTpaHuue «DDNS» (CcM. pUcyHOK 6-4).
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Cnyx6b1
MocnegHee
Mowuck nMeHn xocTa
Hmn 3aperMcTPHPOBaHHbIN IP- BrmoyeHo oGuosnexme CocToAHue
PETHCTRHPO Cnegywowee
ec
anp o6HOBNEHWe
N I OCTaHOBWTL Mey YCTUTb =
ourhost.example.com Hukorga He
myddns_ipv4 y P | a == ii——
HeT faHHbIxX OcTaHOBNEHO paboTaet I e I
host . H H OCTaHOBWUTL Mepe THTb =
ourhost.example.com WKOrAa e
myddns_ipvé y P | A

HeT AaHHbIxX OcTaHOBNEHOD paGoTaeT | PE—— I i
Jo6aBHTE HOBYIO CyHEY...

Puc. 6-4: CtpaHnua «<DDNS». KHONKM N3MEHeHNs1 HaCcTPOEK CyX6bl

Mpn HaxkaTUM KHONKK «3MeHNUTL» ByAeT OTKPLITO BCM/IbIBAIOLLIEE OKHO pefakTMpoBaHUs HacTPOeK COOTBETCTBYIO-
weit DDNS cnyx6bl, Kak nokasaHo Ha pucyHke 6-5.

Cnymba DDNS » myddns_ipv4

OCHOBHbIE HACTPOIKU | [IONONHWTENbHbIE HACTPOMKM | HacTpoiika TailMepa | [POCMOTP CHCTEMHOTO XypHana

BrnioueHo

Ecnn cnyx6a OTKMYeHa

MOMCK MMeHW XocTa | yourhost example.com

WMMA xocTa/MoNHoE AOMEHHOE MMA ANA NPOBEPKK, ECNA NPOMCXO,

Bepcus IP-agpeca IPv4-agpec N4

3afaiiTe BEPCHIO N[

Mpoeaiaep cnywGsl DONS [IPv4] dyn.com v

HOomen  yourhost.example.com

neT [USERNAME] 8 Update-URL (URL-encoded

WmA nonb3oBaTensa your_username

3amexAeT [USERNAME] B Update-URL (URL-encoded

Mapont

& Update-URL (URL-encoded

HeobR3aTenbHbIA KOJWPOBaHHDIH NapameTp
Heo6AsaTensHo: 3aMexneT [PARAMENC] 8 Update-URL (URL-encoded
HeobrAzaTensHbli napameTp

HeoGAsaTensHo: saMexreT [PARAMOPT] s Update-URL (He URL-encoded

McnonbsosaTs HTTPS ]

Puc. 6-5: OkHo pepakTmpoBaHus Hactpoek DDNS cnyx6bl

HacTpoiiku DDNS cnyx6bl pacnpegesneHb! No YeTbIpEM BKIaAKaM:
* «OCHOBHble HaCTpoIKn» (cM. pasgen 6.1.2.1.1);
* «JlONO/THUTENbHbIE HACTPOMKM» (CM. pasaen 6.1.2.1.2);
» «HacTpoiika Talimepa» (cm. pasgen 6.1.2.1.3);
* «[1poCMOTpP CUCTEMHOrO XypHasa» (CM. pa3gen 6.1.2.1.4).
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6.1.2.1.1 Bknagka «OCHOBHbIe HACTPOWKN»

BHelwHWi BuA, Bknaakm «OCHOBHbIE HACTPOMKM» NOKa3aH Ha puUcyHke 6-5.

Ha Bknagke pasmelleHbl OCHOBHble HAcTpolikn DDNS cnyx6bl:

«Bk1toueHo» — rnobasbHblil hnar akTmeauuv pegaktupyemori cnyxx6sl DDNS. Ecnv aTa onums OTKII04eHa,
TO CKPUNT 06HOB/IEHMA AN AaHHoi DDNS cnyx6bl Henb3sa ByaeT 3anycTutb HU ¢ web-nHTepdeiica LuCl,
HW C KOHCO/K;

«[onCcK MMeHN XocTa» — NOJIHOE AOMEHHOE UMS, UCMOoJIb3yeMOe /151 MPOBEPKM HEOBXOANMOCTN OOHOBEHUS
IP-agpeca gaHHon DDNS cryx6bl;

«Bepcus IP-agpeca» — BbI6op Bepcun IP npoTtokona DDNS cnyx6bl;
«[MpoBaligep cnyx6bl DDNS» — Bbl6op npoBaiiaepa cnyx6bl DDNS.

[na nonb3oBatenibCKoro nposaiaepa (3NeMeHT «-- N0Nb30BaTeNbCKOE 3HAYEHMNE --» B CMUCKE) AOCTYMHbI
[ABE OOMOSHUTE/bHbIE HACTPOIKN — «[onb3oBatensckuii URL 06HOBMEHNSI» N «[10/1b30BaTeTbCKMI CKpUAT
06HOBNEHNS» (CM. PUCYHOK 6-6).

MpoBaiigep cnyxéol DDNS [IPv4] - NONb30BATENECKOE IHAYEHNHE ~ v

Monb3oBaTenbekuil URL o6HOBNEHHA ‘ |

MNonb30BaTeNbCKMI CKpUnT 0OGHOBNEHUA ‘ |

Puc. 6-6: HacTtpoliku nonb3oBatenibckoro DDNS npoBaiigepa

B none «lMonb3oBatenbckuiit URL 06HOBNeHUA» yka3biBaeTcsd URL aapec o6HoBneHus DDNS cnyx6bl, rae
MOTYT MCNOJIb30BaTbCA CNeLnasibHble 3HaYeHNs1, BMECTO KOTOPbIX OyAyT NOACTaBNATLCA ONpeaenéHHbIe 3Ha-
YeHus:

o [DOMAIN] — 3Ha4YeHue HacCTPOVikn «[JOMEH»;

o [USERNAME] — 3HaueHve HacTpoiikn «/Msa nosb3oBatens»;
o [PASSWORD] — 3HaueHune HacTPonkn «laponb»;

o [IP] — Tekywwii onpegenéxHblin IP-agpec;

B none «lMonb3oBaTtenbCkuii CKpUNT 0OHOBAEHUS» YKa3blBAETCS MyTb NO/Ib30BATE/IbCKOTO CKpUNTa 06HOBNE-
HUS MHAopmauun DDNS cnyx6bl;

«JJoMeH» — NoJsIHOe JOMEHHOE MMS, 3aperncTpupoBaHHoe y nposaiigepa cnyxosl DDNS. JaHHOe JOMEHHOe
nmsa 6yaeT oTnpasneHo nposaiigepy cnyx6sl DDNS npn o6HoBneHun IP-agpeca. JaHHasi HacTPoKa MOXeT
OTCyTCTBOBaTb ANl HekoTopbix DDNS npoBaigepos.

3HayeHne gaHHO HacTpolikM noacTasnseTcs Bmecto [ DOMAIN] B URL o6HOBAEHMS;

«l/IMs1 nonb3oBarens» — UM Nosb3oBarens yYETHOM 3anucu nposaligepa cnyo6sl DDNS.

3HaueHue JaHHOl HacTpoiKM nogcTasnsieTcss BMecTo [USERNAME] B URL 06GHOBMEHNS;

«[Maponb» — nNaponb YY4ETHOW 3anncy nposaiigepa cnyxobl DDNS.

3HayeHne faHHol HacTpolikM noacTasnisieTcs BMecTo [PASSWORD] B URL o6HoBneHUS;

«Mcnonb3oBatb HTTPS» — BkNtoueHne 6e3onacHoro HTTPS coeanHeHus ¢ npoBaiigepom cnyxosl DDNS.

Mpu BKNKOYEHNM OAHHON HACTPOVKN CTAHOBMTCA AOCTYNHA A0NOAHUTENbHAsA HacTpolika «MyTb K CA-
ceptucpukaty» (CM. pUCyHOK 6-7), B KOTOPOI ykasbiBaeTcs nyTb K nanke nnu daiiny CA-ceptudukara.

Wcnonbsoeate HTTPS

MyTb Kk CA-cepTudmkaTy Jetc/ssl/certs

Puc. 6-7: HacTpolika «MyTb kK CA-cepTudpukaty» DDNS cryx6bl
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[nsa ncnone3osaHua HTTPS 6e3 npoBepku ceptudhmkaTos cepsepa (Hebe3onacHo) HeEO6X04MMO yKkasaTb
3HauyeHne «IGNORE».

6.1.2.1.2 Bknagka «[lonosiHuTesibHble HACTPOKU»

BHeLLHWIA B BKNaAKN «[J0N0MHUTENbHbIE HACTPOIKN» NOKa3aH Ha pUcyHke 6-8.

Cny»6a DDNS » myddns_ipv4

OCHOBHbIE HACTPOMKK | [lOMONHUTENLHBIE HACTPOWKKM | HacTpoika Taiimepa | MpoCMOTP CUCTEMHOTO XypHana

IP-agpec ucTouHnKa CeTh W
CeTb wan: g~ v

CofbiTue ceTd  wan

HasHauennasn eepcun IP npoTokona [

DNS cepeep

WMcnonksoeate npotokon TCP ana DNS 7]

MNpokcwu cepeep

3anvco B ypHan CooGWeHne hd

3anuco B dain

Puc. 6-8: Bknagka «[JononHuTenbHble HACTPOKN» OkHa pefaktupoBaHus DDNS cryx6bl

Ha Bknagke «[lonofHUTE NbHbIE HACTPOWKM» PACNOMOXEeHbI cneayoLye HacTpoiiku DDNS cryx6bl:
» «|P-agpec NCTo4YHUKa» — BbIGOP UCTOYHMKA 415 onpeaeneHns IP-agpeca gomeHa gaHHoi DDNS cnyxo6bl.
Bo3moxeH BbI6GOP O4HOI0 U3 CNeayoLwmx UCTOYHNKOB:

o «CeTb» — UCTOYHMKOM IP-afpeca BbiCTynaeT ceTb, BblbpaHHas B BbinagatoLlemM cnmcke «CeTb» (CM. pu-
CYHOK 6-9).

IP-agpec uctouHuka CeTb ¥]
CeTb wan: é::' -

Puc. 6-9: HacTpoiikn DDNS cnyx6bl Ana uctouHuka IP-agpeca «CeTb»
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o «URL» — uctouHukom IP-agpeca BbICTynaeT OTBET 3anpoca no ykaszaHHomy agpecy (URL) B none «URL
AN 06HapyXeHus» (CM. pUCyHok 6-10).

IP-agpec UCTOYHMKa URL w

URL pns o6HapyKeHus htpp://checkip.dyndns.com

CobbITHE CETH 22l wan v

MpueAzaTL ceTh He onpefeneHo v

Puc. 6-10: Hactpoiiku DDNS cnyx6bl ans uctouHuka |P-agpeca «URL»

JlononHuTensHo, B Bbinagatowem cnncke «CobbiTue cetu» (CM. pucyHok 6-10) BbibrpaeTtcs ceTb, AN
KOTOpOi1 byaeT 3anyckaTbcsi cKpunT 06HOBEHNSs DDNS ciyX6bl.

B BbinagatoLlem cnvcke «MNpuBsasaTb ceTb» (CM. PUCYHOK 6-10) BbibUpaeTcs ceTb, Yepes KOTOPYHo Heo6-
XOAMMO BbIMOMHATL 3anpoc ykazaHHOro URL. B 60/bLLIMHCTBE CNyvYaeB peKOMeHAYeTCs BbibpaTb 3HaYe-
HWE «M0 YMOMYaHUIO»;,

o «W/HTepelic» — ncTouHmMkoMm IP-agpeca BbicTynaeT IP-agpec ceTeBoro uHtepderica, BbI6paHHOro B Bbl-
nagatowiem cnucke «MHTepdenc» (cm. pucyHok 6-11);

IP-agpec McTouHuKa WHTepdeic v

WHTepdeic -l wan v

Puc. 6-11: Hactpolikn DDNS cnyx6bl Ansa nctouHuka |IP-agpeca «/HTepchenc»

o «CKpUNT» — UCTOYHMKOM |P-aapeca BbICTYNaeT pe3y/ibTar BbINONHEHUS CKPUNTa, NYTb K KOTOPOMY yKa-
3aH B none «Ckpunt» (CM. PUCYHOK 6-12).

|P-appec MCTOUHMKE CKpunT b
CrkpunT
CoBbITHe CETH 2+ wan N

Puc. 6-12: HacTtpoiiku DDNS cnyx6bl ansi uctouHuka IP-agpeca «Ckpunt»

JlononHuTensHo, B Bbinagatowem cnrcke «CobbiTue cetu» (CM. pUcyHok 6-12) Bbibupaetcs ceTb, AN
KOTOpOI1 byaeT 3anycKkaTbCsi CKpunT 06HOBEHNSt DDNS criyX6bl.

» «HasHauyeHHasi Bepcus |IP npoTokona» — HacTpolika yka3biBaeT Ha HE0OXOAMMOCTb NCMONb30BaHNS KOH-
KpeTHoi Bepcun IP (IPv4 nnu IPv6) npoTokosa B paboTe Takmx yTuauT, kak wget, curl n host. Bepcus nc-
nonb3yemoro |P npoTokona COOTBETCTBYET BbIOpPaHHOM Bepcun |IP-agpeca B HacTpoiike «Bepcus IP-agpeca»
Ha Bknagke «OCHOBHble HACTPOIiKM» (CM. pasgen 6.1.2.1.1);

* «DNS cepBep» — agpec DNS-cepepa A1 onpegeneHus 3aperucTpupoBaHHoro IP agpeca anst AaHHoA
DDNS cnyx6bl. Ecnu He 3agaHo, To 6yaeT ucnonb3oBaH DNS cepsep N0 yMO4YaHuio;
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» «lcnonb3oBatb NpoTtokon TCP ana DNS» — ycTaHOBKa aHHOI onuMmn BK/IHOYaET ucnosb3osaHne TCP Bme-
cto UDP ania DNS 3anpocos;

» «[poKcu cepBep» — agpec NPoKcK cepeepa A1 06HapyxeHus n 06HoBNeHNs nHopmaum DDNS cnyxobl.
Yka3blBaeTcs B hopmare:

[user:password@]proxyhost:port

rae

o [user:password@] — vms nonb3oBartens (user) n naponb (password) Ana BbINOSIHEHMSA aBTOPU3a-
LM Ha NPOKCK cepBepe, ecnn TpebyeTtcs;

o proxyhost — agpec npokcu cepsepa;

Ecnv agpecom npokcu cepBepa SBnsieTcs IPv6-aapec, OH AO/MKEH BbiTb YKasaH B KBaApaTHbIX CKOGKax
i (Hanpuwmep, [2001:db8: :1]:8080).

© port — HoMep rnopTa cepeepa;

* «3anuchb B XypHan» — BblONPAETCHA YPOBEHb COOBLLEHNIA A5 XXYPHANNPOBaHWS. KpuTtuyeckme oLwm6Km xyp-
Ha/IMPYIOTCA BCErAa, BHE 3aBUCUMOCTUN OT BbIGPAHHOIO YPOBHS;

* «3anucb B haii» — HaCcTpoiika BK/IIYaET 3anuck XypHana gaHHoii DDNS cnyx6bl B dhaiin.

6.1.2.1.3 Bknagka «HacTtpoiika Taiimepa»

BHewHwuii BUA BkNagkn «HacTpoiika Taimepa» nokasaH Ha pucyHke 6-13.

Cny»x6a DDNS » myddns_ipv4

OCHOBHbIE HaCTPOHKK | JIONOMHWTENbLHLIE HACTPOIRKM | HacTpoiika Taiimepa | pOCMOTP CMCTEMHOTO XypHana
WHTepean nposepku

PasmMepHOCTb MHTEDBAna NpPoBEpKH MHHYT(bl) b4

WHTepean o6HOBNEHUA

Pa3MepHOCTb MHTEDEaNa OGHOBNEHUA MUHYT(bl) v

CYETYMK NOMbITOK MOBTOPa NpH oLMiKe
MHTepBan NonbiTKW NOBTOPa NpH olwubke

PasmepHOCTb MHTEPEANOE NOBTOPA cexyH(bl) W

Puc. 6-13: Bknagka «HacTpoiiku Taimepa» okHa pegaktupoBaHus DDNS cryx6bl

Ha Bknagke «HacTpoiika Talimepa» pacnosioxeHbl criegytoume HacTpoliku DDNS cryx6bl:

¢ «/HTepBan NpoBepkn» — NHTEpBas NPOBEPKM U3MeHeHus |P-agpeca DDNS cnyx6bl. IHTepBan npoBepku
He [lo/MKeH 6bITb MeHee 5 MUHYT;
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» «Pa3mepHOCTb MHTEpBana NPOBEPKU» — Pa3MEPHOCTb 3HAYEHNS NHTepBasia NPOBEPKU, YKa3aHHOTO B None
«/HTepBan npoBepkus. JaHHbI MHTEPBaT MOXET yKa3blBaTbCH B CEKYHAAX (3HAYEHME «CEKYHA(bI)»), MUHY-
Tax (3HauYeHne «MUHyT(bl)») NN Yacax (3HaveHne «yaca(oB)»);

» «W/HTEepBan 06HOBNEHUSA» — MHTEpBaN A5 OTNpaBkyM 06HOBNEeHWA npoBaigepy DDNS. Mpu yctaHoBKe 3Ha-
yeHus «0», nposBaligepy DDNS 6yaeT oTnpaBieHO 06HOB/IEHNE TONbKO OAWH pas;

» «Pa3mepHOCTb MHTEpBana 06HOB/EHMS» — Pa3MEPHOCTb 3HAYEHMS MHTEepBasia 0OHOB/IEHUS, YKa3aHHOro
B none «/HTepBan 06HOBIEHUS». [JaHHbI MHTepBasl MOXET YKa3blBaTbCs B MUHYTaxX (3HAYEHUE «MUHYT(bI)»),
yacax (3HayeHune «4yaca(oB)») Uan AHAX (3HAYEHUE «OHN»);

» «CUETUYMK NOMbITOK NOBTOPA NPU OLLIMGKE» — B Clydae OLUUGKM CKPUMNT NPEKPATUT CBOE BIMNOMHEHME NOC/e
3a[1aHHOrO KO/IMYEeCTBa NOBTOPHbIX NOMbLITOK. 3HadeHne 0 (Mo YMO/YaHuio) UCMo/b3yeTcs A1 GECKOHEUHOro
noBToOpa;

 «/HTepBaU NOMbITKM NOBTOPA NPU OLINGKE» — B C/lydae OLUUGKW CKPUNT NOBTOPUT TpebyeMble AeiicTBuS
Mo UCTEUEHWUMN 3a[]aHHOMO BPEMEHN.

* «Pa3MepHOCTb MHTEPBAIOB MOBTOPa» — PasMePHOCTb 3HAYEHWSA MHTEepBasla NomMbITOK NOBTOpa Npu owm6-
K1, yKasaHHoro B nosne «/HTepBas1 NONbITKX NOBTOPA NP ownoKe». [JaHHbIi UHTEPBa/T MOXET YKa3blBaTbCs
B CeKyHAax (3HavyeHue «cekyHn(bl)») Ui MuHyTax (3HadeHne «MUHYT(bl)»).

6.1.2.1.4 Bxknagka «[IpocMOTP CUCTEMHOrO XypHasia»

BHewwHwuii BUg BkNagky «MpocMoTp CUCTEMHOTO XypHasax» nokasaH Ha pucyHke 6-14.

Cnyx6a DDNS » myddns_ipv4

OCHOBHBIE HaCTPOHKK | JIONOMHWTENEHEIE HACTPOHKY | HacTpoiika Taiimepa | MpocMOTP CMCTEMHOTO MypHana

YuTaTh/nepeunTatb haiin xypHana

Tekywee copepxrMoe daina xypHana e «/var/log/ddns» pna gaHHoi cnymGbl.

ddns.myplctest.lockup host="myplctest.ddns.net’
ddns.myplctest.password="+***PR***"
ddns.myplctest.retry_unit="secconds’
ddns.myplctest.service_name="nc-ip.com'
ddna.myplctest.use ipve="0"
ddns.myplctest.username=" '
ddns.myplctest=service

031511 : verbose mode : 0 - run normal, NO conscle output

031511 : check interval: 600 seconds

031511 : force interval: 4320 seconds

031512 : retry interval: 60 seconds

031512 : retry counter : 0 times

031512 : "SIGTERM' was send to old process

031512 note : PID "26792' terminated by 'SIGIERM' at 2020-02-19 03:15

031513 : last update: newver

031513 : Detect registered/public IP

031514 : #> fusr/binfdrill -V0 -u myplctest.ddns.net & >/var/run/ddns/myplctest.dat 2>/var/run/ddns/myplctest.err
031514 : Begistered IP '8.8.8.8" detected

031514 info : Starting main leoop at 2020-02-19 03:15

031514 : Detect local IP on "web' W
031514 : #> fusr/binfcurl -R3S -o /var/run/ddns/myplctest.dat —--stderr /var/run/ddna/myplctest.err --NOPLoxy '*'

Puc. 6-14: Bknagka «[pocMoTp CUCTEMHOIO XypHasia» OkHa pefakTuposaHus DDNS cnyx6bl

Ha Bknagke «pocMOTp CUCTEMHOIO XypHasia» 0TobpaxaeTcs cogepxumoe gpaiina cuctemHoro xypHana DDNS
CNYX6bl.

KHonka «YutaTtb/nepeunTtarb CUCTEMHbIN XypHa» npeAHasHaueHa A5 NePBUYHOT0 YTEHNUS MW NEPEUNTLIBAHNS
COAEPXKMMOTO (haiisia CUCTEMHOIO XypHasa.

6.1.2.2 fo6aBneHne HoBoit DDNS cnyXxo6bl

[na npo6asneHus HoBoit DDNS cny6bl HEOGXOAUMO HaXaTb KHOMKY «[106aBUTb HOBYHO CYXOYy...», pacnosioXeH-
Hyto nog Tabnuuein DDNS cnyx6 nogpasgena «Cnyx6bi» cTpaHulbl «kDDNS» (cM. pucyHokK 6-15).
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Cny»eé6b!
MocnegHee
MonCK MMEHH XocTa
Wmna 3aperncTpupoBaHHbIil IP- Brmoyeno oBHoeneHme CocToAHne
PErNCTpIpO Cnegywowee
ec
e obHoBneHKe
. ’ OcTaHOBWTL pezanycTUTb =
ourhost.example.com Hukorga He
myddns_ipv4 y P | A 5
OcTaHoBMTL MepezanycTHUTh =
yourhost.example.com O Hukorga He

ddns_ipvé
[ JN06aB1Tb HOBYHD CryKOY... ]

Puc. 6-15: CtpaHuua «DDNS». KHonka ao6aBneHus cryx6bl

Mocne HaxaTns KHOMNKM «[106aBUTb HOBYHO C/TyXO0Y...» OTKPOETCS BCM/IbiBaOLLEe OKHO, B KOTOPOM HEOGX0AUMO
BBECTU MMS HOBOV DDNS cny6bl U HaXXaTb KHOMKY «Co3aaTtb CyX06y» (CM. pUCYHOK 6-16).

Dob6aBuTb HOBYIO clyMK6Y...

HaseaHue | newddnsservice|

[ YEDEM Co3apath cnysoy

Puc. 6-16: CtpaHuua «DDNS». OkHO 406aBNEHNS HOBO C/YXObI

Mocne HaxaTtust KHOMKM «Co34aTh CyG6Yy» OTKPOETCS OKHO PelakTMPOBaHMs HAcTpoeK HoBoli DDNS ciyx6b,
KOTOpOe NoApo6HO pacCcMOTpeHo B pasgene 6.1.2.1.

6.1.2.3 YaaneHue DDNS cnyx6bl

Ons yapaneHns DDNS ciy6bl HE06X0AMMO HaxXKaTb KHOMKY «YAanuTb» A/151 COOTBETCTBYHOLLEN CyX6bl B Tabmue
nogpasgena «Cnyxo6bl» Ha cTpaHule «DDNS» (CM. pucyHok 6-17).

Cnyxébi
MocnegHee
Mouck MMEeHK XocTa
Wmna 3aperucTpMpoBaHHbIii IP- Brmoyeno oBHoanerme CocToAHne
pec S Cnegywowee
anp obxoBNeHUe
. I OcTaHOBWTD MepesanycTUTb =
ourhost.example.com Hwukorga He
myddns_ipv4 y P O 4
HeT aaHHbIx OcTaHoBneHo paboTaeT | YnanuTo I
OCTAHOBWTH MepezanycTUTb =
yourhost.example.com O Hukorga He

ddns_ipve
mycans-ipy HeT paHHbix OcTaHoBneHo paBoTaet -I
N0o6GaBuTb HOBYH CIyKGY...

Puc. 6-17: CtpaHuua «DDNS». KHonkun yganeHuns cnyxobi
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6.1.3 MoGasibHble HACTPOWKMN

B noppasgene «nobasbHble HACTPOWKU» COAEPXaTbCA HEKOTOPbIe 06LLMe HACTPONKKM CryXObl AUHAMUYECKOTO
DNS. BHewHuin Bug nogpasgena «nobanbHble HacTpoiku» cTpaHuLbl «kDDNS» nokasaH Ha pucyHke 6-18.

Mo6aneHble HACTPOMKK

MoapoHyH MHPOPMALIMIO O HACTPOHKAX NapaMeTPOE CM. 3[ECh

PaspelmTs He nyGnuyHbie IP-agpeca [

Dopmat gatbl %F %R

C nogaepuBaemMblMK KOLAMK Bbl MOMETE 03HAaKOMKMTCA 30eCh

Manka cocToAHUA Jvar/run/ddns

Manka CUCTEMHOMD XypHana /varflog/ddns

MpocmoTp xypHana 250

Mcnonbzoeath cURL [

Puc. 6-18: Ctpanuua «DDNS». Mogpasaen «nobasnbHble HACTPOMKMN»

B gaHHOM nojpaszese pacrnofioxeHbl ceyoLye r1o6asbHble HaCTPOKK:

» «Pa3pewnTb He ny6nmyHble IP-agpeca» — paspeLlunTb UCNob3oBaHue HenyonmyHbIX |IP-agpecos (Mo ymon-
YaHuio 3anpeLleHbl):

o onsa |Pv4:
- 0/8
— 10/8
— 100.64/10
— 127/8
— 169.254/16
- 172.16/12
— 192.168/16
o onsa |Pv6:
- /32
— f000::/4

» «®opmar gaTbl» — CTPOKa crneLuanbHbiX crneuudukaTopos, onpegenstoLwias oopmar BbiBoga AaThl 1 Bpe-
MEeHK B Tabnuue ckoHgurypuposaHHbix DDNS cnyx6 (cm. pa3gen 6.1.2, ctonbey, «lMocnegHee o6HoBneHme /
Cnepytoliee 06HOBNEHME).

C noapo6HbIM onMcaHnem AOCTYMNHbIX cneumdgmkaTopoB ddopmaTa MOXHO 03HaKOMUTCS B onncaHum K C++
yHkumm strftime() [11].

* «[Marnka coCTosHWA» — NyTb K Narnke, B KOTOPOI XpaHATCA haiifibl COCTOSHUIA CKOHMIyprpoBaHHbIXx DDNS
cnyx6.
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* «[Marnka CMCTEMHOrO XypHasia» — NyTb K Narnke, B KOTOPOI XpaHATCS dhaiisibl XXypHasioB CKOH(IUIYpUpoBaH-
HbIX DDNS cnyx®6.

* «[1pOCMOTp XypHana» — KONMYeCTBO COXPAHAEMbIX CTPOK B CUCTEMHbIX XypHanax DDNS cnyx6.

» «lcnonb3oBatb CURL» — HacTpoiika No3BOMSET BKAUYNTL UCMOMb30BaHWE YTUAUTLI curl BMECTO wget B TOM
cnyyae, ec/im B CUCTEME YCTaHOB/EHbI 06€ YTUAUTLI. M0 YMOYaHuo, ec/in B CUCTEME YCTaHOB/EHbI U curl
1 wget, 6yaeT MCnonb3oBaTbCs yTUAUTa wget.
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6.2 STP/RSTP

[JaHHbI pa3gen npucyTcTByeT Tonbko B Web-vHTepdelice ynpasneHus koHTponnepos M/1K210.

Ha ctpaHuye «STP/RSTP>» npon3BoAMTCA MOHUTOPUHI COCTOSIHUA U HAcTpoika cnyx6bl STP/RSTP. BHeLUHWiA
BMA cTpaHuubl «STP/RSTP>» nokasaH Ha pucyHke 6-19.

& tanowrt - CocToanme - LuCl x |+ - m} =
&« ¢ o © £ 172.16.0.1/cgi-bin/luci/admin/services/mstpd 90% b 4 I @ '®‘ =
m ~
“"II.. s ABToOBHOBNEHHE BKNIOYEHD
-
CocTostne » tanowrt
Cuctema »
Cocroanve | Hactpoiku
MK »
CoctosHue STP/RSTP
CrymBo o
DDNS
LLDP MocT «br-lan»
ST BrnroyiEn: v Ia AMHHACTPaTHBEHEA BEPCHA NPOTOKONA: RSTP
! UnenTudumiarop mocTa: 8.000. A26CAC HasHaueHHbIH KOPHEBOI MOCT: 7.000. A42:152C
OpenVPN ks PervoHanbHbIi KOPHEBOI MOCT: 8.000. A26CAC Kopresoi nopr: eth3 (#3)
CTOMMOCTb MaplupyTa: 20 BpemA «max agex: 20c
FTP Bpems «forward delay-: 15¢ MapameTp «transmit hold count»: 6
Bpema «hello timex: 2c Bpemna ycTapeBaHua: 300c
HTTR/HTTPS Bpems ¢ nocnegHero H3MeHeHHnA TONONOrHA: 04 33m 41 (2021 ¢) MopT nocnegHero HIMeHEHUA TONOMOTHK: eth3
KOnW4ecTBEo WIMEeHEHMA TOMONOTHM: 15
Cetn »
Cratictvka b MopTbl mocTa «br-LAN»
Beiimi Moprt ethl eth2 eth3
Brniougs Het  [a  [a
O6patoTka STP/RSTP + [a + Oa  Oa
OnepaTMBHaRA BEPCUA NpPOTOKONA RSTP RSTP RSTP
Ponb Alternate Root
CocToAHWe Forwarding
HoeHTndukarop 8.001 8.002 8.003
Ha3HaueHHbIi KOpHEEON MOCT 5.000. [42:6C:AC 7.000. 42:15:2C 7.000. 421520
HasHayeHHbIi MoCT 5.000. 42.6C4C 7.000. 421520 7.000. 42:15:2C
Ha3zHaueHHbIi nopT 8.001 8.005 8.003
1 Bonblue HGopMaLK |
A4

Puc. 6-19: CtpaHuua «STP/RSTP»

CocTosHMe 1 HacTpolikn ciyx6bl STP/RSTP pasfeneHbl Ha COOTBETCTBYOLLME BKIAAKN, PACMOIOXKEHHbIE B BEPX-
HeW YyacTu cTpaHuLbl (CM. PUCYHOK 6-19):

» «CocTosiHne» (cMm. pasgen 6.2.1);
» «HacTpoiikn» (cM. pasgen 6.2.2).

C 60nee nogpo6Hoii nHchopmaumeli 06 ncnonb3oBaHun yctpoiictea MNJK210 B ceTsix Ethernet ¢ noaaepxkoi NpoToko-
nos STP/RSTP MOXHO 03HaKOMUTbCS B CNPaBOYHOM PyKOBOACTBE [1] 1 pykoBoACTBe nonb3osatens [2].
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6.2.1 CocTosiHue

Ha Bknagke «CocTosiHne» cTpaHuubl «STP/RSTP» oTobpaxaeTcs COCTOSAHME BCEX MOCTOB, KOHTPOIMPYEMBbIX
cnyx6oii STP/RSTP, n nx noptoB. Bknagka «CocTosHWe» pa3feneHa Ha Tpy Yactu (CM. pucyHoK 6-20):

1) Bknagku Bbibopa MocCTa, 4718 KOTOPOro HE06X0AMMO 0TO6Pa3UTL UHGHOPMALIMIO O TeKyLLIeM COCTOSIHUN (ecnu
CKOHIUIypupoBaH TO/IbKO OAMH MOCT C MCMO/b30BaHNeEM NpPoTokosioB STP/RSTP, To BkNagku Bbibopa MmocTa
6yayT OTCYTCTBOBATh);

2) COCTOsiHME BbIGPAHHOMO MOCTA B BUE CMMCKA NapaMeTpoB MOCTa M UX TEKYLLMX 3HAYEHWIA;
3) cocTosiHVE NOPTOB BbIGPAHHOMO MOCTa B BUAE TabnuLbl.

CocTosnme | HacTpoikw

CoctonaHune STP/RSTP

‘ 1. Bknagkum Bblbopa MOCTa‘

MocT =br-lan» | MoeT br-lan2»

\. J

e N

Moet «br-lan» \ 2. CocTosiHME MOCTa‘

BrnroyE: v [a AAMWHWUCTPaTHEHAA BEPCHA NPOTOKONA: RSTP
WpaeHTupuKaTop mocTa: 8.000. 42:6C4C Ha3sHa4YeHHbIH KOPHEBOH MOCT: 7.000. 42152C
PeruoHanbHbiii KOPHEBOH MOCT: 8.000. 42:6CAC KopHeBoi nopt: eth3 (#3)
CTOMMOCTB MaplupyTa: 20 Bpema «max agex: 20c
Bpema «forward delay=: 15¢ MapameTp «transmit hold counts: 6
Bpems «hello timex: 2c Bpemn ycTapeBaH1A: 300c
Bpema ¢ nocnefHero M3mMeHeHHA TOMoNOrMK: 0y 33m 41c (2021 ©) MopT nocnegHero M3MeHeHWA TOMONOrMKH: eth3

HonuM4ecTE0 H3MEHEHHHA TOMONOTHH: 15

\. J

' )

MopTbl MocTa «br-LAN= 3. CocTosiHMEe NOpPTOB MOCTa

Mopt ethl eth2 eth3
BrntougH Het + [a v [a
O6paboTka STP/RSTP + [a V Oa v [a
OnepaTWBHaRA BEpCHA NPOTOKoNa RSTP RSTP RSTP

Fonk Disabled Alternate Root

CocToAHKe Discarding Discarding Forwarding

MaoeHTHbHKaTop 8.001 8.002 8.003
Ha3Ha4yeHHbIA KOPHEEON MOCT 5.000. 42.6C.4C 7.000. 142:15:2C 7.000. 4215.2C
HasHaueHHbIi MocT 5.000. 42:6C4C 7.000.% ¢ 42152 7.000.= 42:15:2C
Ha3HayeHHbIA NopT B.001 8.005 8.003

| Bonsle WHpopMaLMia |

Puc. 6-20: CtpaHuua «STP/RSTP». Bknagka «CocTosHue»

MocT, 4519 KOTOPOro oTobpaxaeTcs COCTOAHNE, BbIGMPaeTcsa Npy NOMOLLM BKNaLOK C HasBaHuem MocTa (nosvums 1
Ha pucyHke 6-20).

B 06/1acTi coCcTosHUA MocTa (Mo3uLmMsi 2 Ha pucyHKe 6-20) oTo6padkatoTcs creaytoLye napameTpbi:

* «BK/MOYEH» — COCTOSIHME BK/IOUEHNS MOCTA (Aa Un HeT);

* «l/peHTUdgmKaTop MocTa» — UAEHTUUKATOP MOCTa, COCTOSILLWIA M3 NMpropuTeTa MOCTa 1 COGCTBEHHOTO
MAC-agpeca mocTa. OTo6paxaertcs B hopmare:

8.000.7C:38:66:42:6C:4C

rae:
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o 8.000 — npMopuUTET MOCTAa;
o 7C:38:66:42:6C:4C — MAC-agpec mocTa.

* «PervmoHasibHbIN KOPHEBOW MOCT» — UAEHTUNKATOP TEKYLLETO PErMOHA/IBHOrO KOPHEBOro MocTa. ®opmMar
0TOGpaXkaeMoro 3HaueHusl COOTBETCTBYET hopmaTty napameTpa «aeHTudmkaTtop MocTa;

» «CTOMMOCTb MaplUpyTa» — TekyLlas CTOMMOCTb MapLUpyTa [0 KOPHEBOrO MOCTa,;

* «Bpewms ,forward delay“» — Tekylee 3HaueHne napameTpa «forward delay». MNapameTtp onpenenseT Bpems
nepexoga kKopHeBbIx (Root) n HasHayeHHbIX (Designated) nopToB MocTa B coctosiHme Forwarding;

* «Bpewms ,hello time*» — Tekylee 3HaveHne BpemeHn «hello time». OnpeaenseT MHTeEpPBasT BPEMEHN MeXay
nepvognyecknMmn oTnpaskamu KOHpMrypaumnoHHbix coobuiennin BPDU B HasHaueHHble (Designated) nopTbi;

* «Bpewms ¢ nocnegHero M3MeHeHUst TONoorMM» — BPeMsl, NpoLueaLlee ¢ noc/eaHero U3MeHeHus Tononorny;
* «KonnyecTBo M3MEHEHW TONOMOrNN» — KONNYECTBO N3MEHEHWIE TOMOSOMNN;
* «AQMUHUCTPATMBHAA BepCcUst NPOTOKONa» — CKOH(PUIypupoBaHHast agMUHUCTPATOPOM BeEpPCUst NMPOTOKONA:

o STP;

o RSTP;

» «Ha3HauyeHHbIit KOPHEeBOI MOCT» — WAEHTU(NKATOP TEKYLLEr0o HAa3HAYEHHOTO KOPHEeBOro MocTa. dopmat
0TOGpPaKaeMoro 3HaueHusl COOTBETCTBYET hopmaTty napameTpa «aeHTudmkaTop MocTa;

» «KOpHEBOI MOPT» — UMSI CUCTEMHOIO UHTepdelica nopTa, KOTOpPbIi SABMSETCS KOPHEBLIM (B CKOGKax 0TOG-
paxaeTcsl MHAEKC nopTa B MocTy). OTo6paxaeTcsi TO/IbKO B TOM C/lyyae, ec/in MOCT CaM He SIBISIETCSA KopHe-
BbIM Ha TEKYLLUIi MOMEHT;

» «MapameTp ,max age“» — Tekylllee 3HaUYeHVe napameTpa «max age». OnpeaensieT MakcumasbHblii BO3pacT
VH(opMaLMK, NepeaaBaemoii Yuepes MoCT TOra, KOrAa OH SBMSeTC KOPHEBbIM;

* «[MapameTp ,transmit hold count“» — Tekylliee 3Ha4yeHne napameTpa «transmit hold delay»;

» «Bpewmsi ycTapeBaHusi» — Tekyllee 3HaueHne BpeMeHun ycTapeBaHus 41 MocTa (ageing time). Onpegensiet
BPeMmsl XU3Hu 3anuceli (B cekyHaax) B AuHaMuyeckoii Tabnvue MAC-aapecos;

 «[lopT nocnegHero N3MeHeHUst TONOSIOTMW» — MMS NOPTa, UHULMMPOBABLLETO Noc/iefHee N3MeHeHve Tono-
noruu.
B o6nactu cocTossHMS NOpTOB MOCTa (No3uumst 3 Ha pUcyHke 6-20) pacnonoxeHa Tabnuua, cTon6Lbl KOTOPOi
NpeacTaBnsAT CO60I NOPTbl MOCTA, & B CTPOKaX Nepeync/ieHbl 0To6paxaemMble napameTpbl:
* «BKNOYEH» — COCTOSAHME MopTa (4a UK HeT);

» «ObpaboTka STP/RSTP» — BkntoueHa 5im o6pabdotka STP/RSTP nakeToB Ha NOPTY (4a Wan HeT). JaHHbIl
napameTp ynpaBnsieTcs KoHUrypupyemoi onuyueiin nopta «®unstp BPDU» (cM. pasgen 6.2.2.2);

+ «OnepaTvBHas BepCUsi NPOTOKO/1Ia» — TeKyLlasi onepaTvBHasi BEpPCUs MPOTOKO/a Ha NopTy.

Mpw coBnageHny onepaTuBHON BEpCUM NPOTOKOMA NopTa € aAMUHUCTPATUBHONM BEPCHER NPOTOKO1a MOCTa,
3Ha4YeHne 0TobpaxaeTcs 3eNEHbIM (CM. pUCYHOK 6-21(a)). Ecnun onepaTnBHasi Bepcus NPOTOKOa OT/INYaEeT-
€ OT aAMUHNCTPATVBHOWN BEpCUM NPOTOKONa MocTa (Hanpuvep, npy gerpagauun asTomarmyeckoin RSTP
00 STP), To 3Ha4yeHne 6yaeT oTo6paxeHo KpacHbIM (CM. pUCYHOK 6-21(0));

(a) OnepaTvBHOE COCTOSIHME COBMNaaaeT (6) OnepaTnBHOE COCTOSIHME OTNINYaeTCA
C aMMHNCTPATUBHLIM OT afiIMUHUCTPATMBHOIO

Puc. 6-21: OTo6paxeHne onepaTuBHOI BEPCUU NPOTOKO/IA NopTa MocTa

e «Ponb» — Tekywasa STP/RSTP posnb nopta. MopT MOXET UMETb OfHY U3 CAeAYOLNX PONei:
> Designated — Ha3HaueHHbIi NOPT (PUCYHOK 6-22(a));
o Alternate — anbTepHaTUBHbIN NOPT (PUCYHOK 6-22(0));
o Root — KOpHeBOI1 NOPT (PUCYHOK 6-22(B));
o Backup — pe3epBHblIii NopT (PUCYHOK 6-22(r));
o Disabled — nopT oTKMtO4EH (pUCYHOK 6-22(n)).
Kaxgas ponb noprta oTobpakaeTcs CBOMM LIBETOM, Kak MOKa3aHo Ha pUcyHke 6-22.

http://owen.ru 128/ 228


http://www.owen.ru

KpaTkoe onncaHne 0CHOBHbIX yHKUMIn Web-nHTepdielica ynpaBneHust koHTponnepos... TN-UG-OWRT-LUCI-R3

Designated Alternate Root Backup

(a) Designated (6) Alternate (8) Root (r) Backup (o) Disabled

Puc. 6-22: OTob6paxeHue ponei nopta

» «CocTosiHne» — Tekywee STP/RSTP coctosHMe nopTa. MopT MOXET HaxoAMTCa B OA4HOM M3 TPEX COCTOSHWUIA;

o Discarding — cocTosiHMe oTépacbiBaHMA AaHHbIX (B Cnyyae npoTtokona STP 6yaeT Takke oTobpaxaTbcs
Ansa coctosHuli Disabled, Blocking u Listening);

o Learning — cocTosiHue oby4eHus;
> Forwarding — cocTosiHne nepegayn faHHbIX;
Kaxpoe cocTosiHMe nopTa 0TobpaXkaeTcsl CBOVM LBETOM, Kak NMoKasaHo Ha pucyHke 6-23.

Forwarding Learning

(a) Forwarding (6) Learning (B) Discarding

Puc. 6-23: OTobpaxeHne cocTosHUIA nopTa

* «laeHTudmnkarop» — naeHTMdMKaTop NopTa, COCTOSALWMIA M3 MpUopuTETa NOpTa 1 HoMepa noprta. OTobpaxa-
eTca B oopmare:

8.001

rae:
> 8 — npuopuTeT NOPTa;
o 001 — Homep noprTa.

» «HasHauyeHHbIi KOpPHEBOI MOCT» — WAEHTUIMKATOP TEKYLLEro Ha3HaYeHHOro KOPHEBOTO MOCTA Ha JaHHOM
nopTy. ®opmaTt 0To6paxaemoro 3HaueHusi COOTBETCTBYET chopmarty napaMmeTpa MocTa «/aeHTudgmkaTop Mo-
cTa»;

* «HasHaueHHbIi MOCT» — UAEHTUUKATOP TEKYLLETo Ha3HaYeHHOro MocTa Ha AaHHoM nopTy. ®opmart oto6pa-
)Xaemoro 3Ha4yeHusi COOTBETCTBYeT chopmaTy napaMeTpa MocTa «MaeHTudmkaTop MocTax;

* «HasHaueHHbIi NopPT» — UAEHTUMKATOP NopTa TEKYLLErO HAa3HAYEHHOro MOCTa Ha AaHHOM nopTy. dopmar
0TO6pakaeMoro 3HaYeHusl COOTBETCTBYET hopmaTty napameTpa nopra «MaeHTudumkaTops.
B HWXHE yacTy TabnuLbl pacnosioxeHa KHomnka «bosblie UHopMaLMmny», KoTopas No3BoNSET PacLlUMPUTL 0TO6-
pakaemyto MHhopMaLmio B TabnuLe cneayowmmMm 4onoNHUTENbHBIMI NapaMeTpamMm:
» «CTOMMOCTb MapLupyTa nopra» — Tekyllas CTOMMOCTb MapLUpyTa nopTa;

* «AAMUHUCTPATMBHOE NOrpaHNUYHOE COCTOSIHME» — MPU3HaK aAMUHUCTPATUBHOM YCTAHOBKU pexuma norpa-
Hu4Horo nopta (Edge Port). Bo3MOXHbI C/iefyloLLme 3HaueHns:

o «[@a» — PEXUM MOrPaHNYHOro NMopTa BK/TOUEH;
o «HET» — PEXIM MOrPaHNYHOrO NOPTa BbIK/OUEH;

* «ABTOMaTUYECKOE NOrpaHNYHOE COCTOSIHME» — MPU3HAK PeXnMa aBTOMaTUYeCcKOro onpeaeneHns norpaHny-
Horo nopta (Edge Port). Bo3MOXHbI cnegylowme 3Ha4eHus:

o «fa» — BK/IHOYEH;
° «HET» — BbIK/IOYEH;

+ «OnepaTMBHOE NOrpaHNYHOE COCTOSTHUE» — MPU3HAK aKTUBHOIO (ONepaT1BHOIO) pexvma norpaHMyHoro nop-
Ta (Edge Port). Bo3aMOXHbI cnegytoLine 3HayeHus:

o «fla» — MOPT HaXOANUTCA B pexnme norpaHnyHoro noprta (Edge Port);
o «HET» — MOPT He ABNSETCS NorpaHMyHbIM (non-Edge Port);

* «AOMUHUCTpaTVBHOE P2P cocTosiHMe» — MpU3HaK afiMUHUCTPATUBHON YCTaHOBKM pexuma Point-to-Point
noAxoueHns ans nopta. MoXeT NPUHUMATL OAHO U3 C/IEAYIOLLMX 3HAUYEHMWIA:

o «fa» — Point-to-Point nogkntoyeHue;
o «HEeT» — He Point-to-Point nogknoyeHne;
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° «aBTO» — aBTOMaTn4yeckoe onpeaeneHne;

* «OnepatmBHoe P2P cocTosiHne» — npu3Hak, onpegensiowmii ABNsaeTca n Tekyllee noAknoueHme nopra
Point-to-Point. Bo3mMoXHbI cnefyowme 3Ha4yeHus:

o «fa» — Point-to-Point nogknoueHue;

o «HeT» — He Point-to-Point nogknoyeHve;

* «3awwuta BPDU» — npu o6HapyxeHun BPDU Ha nopTy, nopT 6/10kupyetcs (4a uimn HeT);

* «CpabartbiBaHue 3awmTbl BPDU» — konmyecTBo cpabaTtbiBaHwWii 3awmTtbl BPDU;

* «OTtnpasneHo BPDU» — konn4yecTBo oTnpas/fieHHbIX BPDU nakeToB B faHHbI NOpPT;

* «[lonyyeHo BPDU» — konuuecTtBo nony4vyeHHbix BPDU nakeToB Ha faHHOM MopTy;

* «[MonyueHo BPDU (0TqMNLTPOBaHO)» — KOMMYECTBO NoslyyeHHbIXx BPDU nakeToB Ha faHHOM MOpPTY, KOTopble

6b1IN OTGUNLTPOBAHbI;

» «OTnpaBneHo TCN» — Konn4yecTBo oTnpassieHHbIX TCN NakeToB B JaHHbIA MOPT;

¢ «MonyyeHo TCN» — KO/myecTBo nosyvyeHHbIX TCN nakeTtoB Ha AaHHOM MOPTY.

Ha pucyHke 6-24 npvBeA&H NpuMep BHELIHEro Buaa Tab/uLbl COCTOSIHWSA NMOPTOB MOCTA C BK/IIOUEHHLIMU A0MNO0S-

HUTE/IbHbIMW NapamMeTpamMu.

MopTel MocTa «br-lan»

MopT ethl eth2 eth3
Bxniouéy Het Ha v [a
O6patoTtka STP/RSTP + [la + [a + [a
OnepaTWBHaA BEPCHA NPOTOKONA RSTP RSTP RSTP

Ponb Alternate Root

CocToRHKE Forwarding

WoeHTudukaTop 8.001 8.002 8.003
Ha3HauyeHHbIA KOPHEEOR MOCT 5.000. 426040 7.000. 42:15:2C 7.000. 42152C
HasHaueHHbIA MocT 5.000. 42:6C:4C 7.000. 42:15:2C 7.000. 42:15:2C
HaaHayeHHbIA nopT 8.001 8.005 8.003
CTOMMOCTD MapLUpYTa NnopTa 200000 30 20
AOMHHWCTRETHBHOE NOrPaHHYHHOE COCTOAHHE + [a La + [a
ABTOMATWUYECKOE NOrPaHYHOE COCTOAHKME + [a + [a v [a
OnepaTHBHOR NOrpaHMYHOE COCTOAHME v [a Het Het
AQMMHWCTPATHBHOR PZP CcOCTOAHME ABTOMETHYECKK ABTOMAETHUECKH ABTOMATHYECKN
OnepatueHoe P2ZP COCTOAHHE + [a La + [a
3awmTa BFDU Het Het Het
CpabaTtoiBaHWe 3awwTol BFDU Het Het Het
OTtnpasneHo BFDU 2308 2650 3721
MonydeHo BFDU 4 1486 1493
MonyyeHo BPDU (oTdWnbTpoBaHa) = = =
OTnpasneHo TCN 3 8 24
MonydyeHo TCN 4 14 18

T MeHblue MHQopMaLM T

Puc. 6-24: Ctpanuua «STP/RSTP». PaclwumnpeHHas Tabnmua CoCTOSHUA NOPTOB MocTa
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6.2.2 HacTtpoiikn

Ha Bknagke «HacTpoiikn» cTpaHuubl «<STP/RSTP» pacnonoxeHbl HaCTPoiiku cnyxobl STP/RSTP. BHellHWIA BUA,
CTpaHuULbl HACTPOEK NokKa3aH Ha pUcyHke 6-25.

& tanowrt - Hacrpoitkn - Lucl - X | = - ] *
. ) ) - -
« c @ © A 172.16.0.1/cgi-bin/luci/admin/services/mstpd/config 90% v @ 1:{ N @ @ =
~
V)E]]
|
CocTtostue » tanowrt
Cuctema »
Cocroaxue | Hactpoiiku
MK »
HacTtpoiikn STP/RSTP
CrywBer
Ha 3Toit cTpanuLe MoXHO HEcTpouTe NnapameTpel STP/RSTP
DDNS
O6wwe napametpel | MocT sbr-lans»
LLDP
STP/RSTP MocT «br-lan»

OpenVPN wment Wutepdeiic  br-lan (3 nopra)

e MpoTokon RSTP ~
HTTR/HTTPS o STP — Kampe!it nopr »

CeTn »

CratucTuxa b Mpwopurer 32768 -

Braitmi Mpucputer mocTa (0-61440). N TET MOCTE N0 YM —327

Bpemn «hello time» 2

Bpems «forward delay» 15

Bpems emax age» 20

JBNEHOE EPEMA, B TEYEHNE KOTOPOTD Kondurypaymorksie BPDU MoryT yaepxueathen mocTom (6-40

Yerapesatne 300

Mapametp «transmit hold counts 6

MopTel mocTa «br-lans

BXMIOUATE MMM MCKITIOUNTE MOPTEI M3 MOCTE MOMHO HE CTPEHNLIE KOHOUIYPALMKM CETEBRIX MHTEpheicos
A patueHoe A
Hrrepdeiic Mpwopurer TP:‘:Mb MOrPaHWYHHOE NorpaHnYHoe ::;;TP :::I::T.
ethl 32768 “| o O a a = m
cth3 32768 “| o O O a = m

Puc. 6-25: CtpaHuua «STP/RSTP». Bknagka «HacTpolikus»

Ha cTpaHuue HacTpoek npeAcTaB/ieHbl HECKO/IbKO BKIaA0K: «O6LMe napamMeTpbl» 1 BKNaAKN HACTPOEK MOCTOB,
KOTOpble KOHTpOAMpyoTCs cnyx6oii STP/RSTP. Bknagkn HacTpoek MOCTOB MMEHT Ha3BaHWs COOTBETCTBYOLLME
Ha3BaHMSM CEeTEBbIX MHTEP(ECOB MOCTOB.

http://owen.ru 131/228


http://www.owen.ru

Kpartkoe onvncaHue oCHOBHbIX thyHKUMiA Web-nHTepdoeiica ynpaBneHust KoOHTposniepoB...  TN-UG-OWRT-LUCI-R3

6.2.2.1 OGLWMe HACTPOIiKN

O6Lme HaCTPOWKM pacnonoXeHbl BO BKnagke «O6LiMe HACTPOIKN» CTpaHuLbl HACTPOEK CAyxobl STP/RSTP
(cMm. pucyHok 6-26).

O6wme napametpol | Mocr =br-lan»

O6wme NnapamMeTpbl

YpOoBEHb XYPHaNUPOEaHWA MrbopMaumoHHele cooblyeus (2) w

MocTbl ynpaensembie cnyxGoi STP/RSTP 2 brlan v

HACTPONKK CETEBbIX MHTEphEACOS

Puc. 6-26: O6Lwme HacTpoiiku cnyx6bl STP/RSTP

Mpy NoMoLLM BbINaAAIOLEN0 CNUCKa «YPOBEHb XYyPHANMPOBaHUSA» BbIOMPAETCA YPOBEHb XYPHA/TMPOBAHNUSA CIYX-
661 STP/RSTP. JoCTynHbI cnegyowme ypoBHU:

«OTK/HOUYEHO» — XYPHAIMPOBAHWE OTK/IHOHYEHO;
«OLWNBKM» — XYPHANTMPYHTCA TOMIbKO CO06LLEHNS 06 oInbKax;

«VHhopMaLMOHHbIE COOBLLIEHNS» — XYPHANNPYOTCA TOIbKO MHpOPMAaLMOHHbIE COOBLLEHNS U COOBLLEHMS
06 owunbKax;

«OTNafouHble COOBLLEHUSI» — XYPHA/TMPYIOTCS BCE COOBLLEHUS, BK/oYas OT/1afouHble, KpOME COOBLLEeHWI
0 nepexofax MallnHbl COCTOSIHWIA;

«[Mepexobl MallNHbl COCTOSIHNIA» — XYPHa/IMPYHTCSA BCE COOOLLEHMS, B TOM YKcC/le 0 Nepexoax MallviHbl
COCTOSIHUIA.

Cnucok «MocTbl ynpasnsemblie cyx6oint STP/RSTP» npefHasHaveH /18 Bbibopa MOCTOB, KOTOPbIE JO/DKHbI
ynpaBnaTbesa cnyx6oit STP/RSTP. B 3TOM Cnvcke 0TO6paxarTcs NMLb Te MOCTbI, A151 KOTOPbIX BK/IOYEeHa noa-
Aepxka STP B HacTpoiikax ceTeBbIX MHTepdeicos (cm. pasgen 7.1.1.2).

Ecnun mocT He BbI6GpaH B cnvcke «MocTbl ynpasnsiemble cnyx6oii STP/RSTP», HO npu aTOM BK/IKOYEHa onums noa-
aepxkn STP B HacTpoiikax ceTeBbIx HTepdheiicoB, To paboTta npotokona STP ans Takoro MmocTta 6yaet obecneuu-
BaTbCSA BCTPOEHHBIM B Linux Si4p0 anroputMom nogaepxkn STP, a He cnyx6oii STP/RSTP. HacTpoiika napameTpoB
STP ans Taknx MOCTOB, Ha CTpaHULLEe HacTpoek cryx6bl STP/RSTP HeBo3MOXHA.

6.2.2.2 HacTpoiiku MmocTa u ero nopTos

Ha Bknagkax HacTpoek MOCTOB pacrnosiaraloTcs nogpasaesibl HACTPOoekK Bbl6paHHbIX MOCTOB 1 UX MOPTOB.

Lna HacTpoiikvu JOCTYMHbI MLLL T€ MOCTbI, KOTOpPbIE BbiOpaHbl 415 ynpasneHns cnyxooit STP/RSTP B cniucke «Mo-
CTbl ynipaBnisiemble cnyx60ii STP/RSTP» 06X HacTpoek cnyxobl (CM. pasgen 6.2.2.1).

HacTpoiikn MocTa v ero NopToB pasfeneHsl Ha ABa nogpasaena:

nogpaszen ¢ HassaHvem «MocCT ,MMS-MOoCTa"» — HacTPOIKM MocTa (CM. PUCYHOK 6-27);
nogpasgfen ¢ HasgaHvem «[opTbl MOCTa ,MMA-MOCTa"» — HaCTPOIKM NOPTOB MOCTA (CM. PUCYHOK 6-28).

B noapasaene HacTPoeK MoCTa pasMelLeHb! C/ieaytolimMe HacTPOKM (CM. PUCYHOK 6-27):

* «M/HTepdeiic» — UMs CUCTEMHOIO CETEBOTO YCTPOKCTBA MOCTa M KOMMYECTBO NOPTOB (B CKOGKAX);

. ((npOTOKOfI» — Bbl60p aAMI/IHI/ICTpaTI/IBHOI\/’I BepCunn npoTokona. HO,D',D,ep)KI/IBaeMbIe MPOTOKO/J1bI:

o STP;
o RSTP;

* «[propuTeT» — BLIGOP NPUOPUTETA MOCTA;
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MocT «br-lan»

WuTtepdeic  br-lan (3 nopra)

NpoTokon RSTP w

Mpuoputet 32768 ~

Bpema «<hello times 2

Bpems «forward delay» 15

Bpemn «max age» 20

YcTapeeaHue 300

MapameTp «transmit hold counts 6

Puc. 6-27: HacTtpoiikn mocTa, ynpaesnsiemoro cnyx6oii STP/RSTP

* «Bpewms ,hello time“» — ycTaHoBKa 3Ha4yeHUs BpeMeHu «hello time», KoTopoe onpegenseT UHTepBas Mexay
oTnpaskamn BPDU coobLyeHwuii;

* «Bpewms ,forward delay“» — ycTaHoBKa 3HaueHus BpemeHun «forward delay»;

» «[MapameTp ,max age“» — ycTaHOBKa 3HaYeHUA napameTpa «max age»;

* «YcTapeBaHue» — yCTaHOBKa 3HaYeHus BpemeHu yctapesaHusa (ageing time);

* «[MapameTp ,transmit hold count“» — ycTaHOBKa 3Ha4yeHusA napameTpa «transmit hold count».

MopTbil mocTa «br-lan»

BKIMHOUUTL WK UCKIIOUWTb NOPTbI M3 MOCTA MOMHO Ha CTPaHULLE KOHDWIYPALNK CETEBbIX MHTEphEeACOB

ALMHHHUCTPaTHEHOE ABTOMAaTHYECKOE

. CTOMMOCTBE QunbTp 3awMTa
WuTepdeiic MpuopuTeT norpaHuYHHoe norpaHn4yHoe
MapLUpyTa BPDU  BPDU
COCTOAHWE COCTOAHWE
eth1 32768 ~ 0 O O O =
eth2 32768 - 0 O O O =
eth3 32768 ~ 0 O | O =

Puc. 6-28: HacTpoiiku nopToB MOCTa, ynpasnsemoro cnyxo6oi STP/RSTP

B noapasgene HacTpoek NopToB MOCTa 0TO6PaKaETCsl CMMCOK NMOPTOB MocTa B BuAe Tabnuubl (CM. pUCYHOK 6-28).
Kaxas cTpoka TabnuLbl COOTBETCTBYET OAHOMY MOPTY MOCTa. B cTon6uax Tabnuubl pasMeLleHbl 3/1eMeHTbI
ynpaB/ieHNs, NO3BO/IAOLLME BbINOMHUTL KOHPUIYpaLMIO C/IefyHOLLIMX OCHOBHbIX MapaMeTpoB NopToB MOCTa:

* «VHTepdenc» — NMsi CUCTEMHOIO CETEBOTO YCTPOICTBA nopTa (He KOHUrypupyeTcs);
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* «[propnTeT» — BbIGOP NpUopUTETA NOPTA;

* «CTOMMOCTb MaplLpyTa» — yCTaHOBKa CTOMMOCTU MapLupyTa nopta. [/ aBToMaTMYecKoro onpeaeneHns
“Cnonb3yercsi 3HaueHne «0»;

e «AQMUHUCTPATMBHOE NOrpaHNyYHOE COCTOSIHNE» — YCTAHOBKA aiMMHUCTPATUBHOIO PeXMMa NorpaHu4yHoro
nopta (Edge Port). Bo3moXHble 3Ha4YeHus:

° BK/THOYEHO;
° BbIK/1HO4YEHO.

* «ABTOMATNYECKOE NOrpaHNYHOE COCTOSAHME» — YCTAaHOBKA PeXnMMa aBToMaTUyecKoro onpegeneHms norpa-
Hu4Horo nopta (Edge Port). Bo3MoXHble 3HaYeHus:

o BK/1HOYEHO;
o BbIK/IIOYEHO.

e «dnnsTp BPDU» — BK/OYEHME UK OTKAoUYeHe doyHKummn BPDU Filtering Ha nopTy. Bo3MOXHbIe 3HAaYEHNS:
o BK/IHOYEHO;
° BbIK/IIOYEHO.

* «3awuta BPDU» — BkntoyeHne nauv otknoveHne dyHkumm BPDU Guard Ha nopTy. Bo3MoXHble 3HaueHus:
o BK/1HOYEHO;

° BbIK/THO4YEHO.

[na KoHdurypaumm 4OCTynHbI NNLb Te NOPTbI, KOTOPbIE BXOAAT B COCTaB KOH(MIypupyemoro mocta. KoHdurypa-
LM MOCTOB, B TOM YMC/e BK/IIOYEHME U/MN UCKNIOYEHNE MOPTOB M3 cOCTaBa MOCTa OCYLLECTB/ISAETCA B HACTPOMKax
ceTeBbIX MHTEphelicoB (cM. pasgen 7.1.1.2).

B nocnegHem CTOI'I6LI,e Ta6I'II/ILI,bI ONA KaXXAoro nopra pacnosioXXeHbl KHOMKW yrpaBneHns:

* «=» — KHOMKA U3MEHEeHUs NopsiAKa 3anvceit B Tabnuue. Yaepxueas HakaTtoll JaHHy0 KHOMKY MOXHO nepe-
MeLLaTb CTPOKY Tab/uLbl, U3MEHSIS TEM CaMbIM €€ NoPAAOoK.

MopaaoK pacnonoXxeHWs NOpToB B Tabsmue He MMeeT (DYHKUMOHaTLHOMO 3HAYEHUS Y NPUMEHAETCH UCKIO-
YMTeNbHO A1 yao6eTBa 1 AN1A ynpasieHns nopsaKoM BbiBO4a NOPTOB MOCTa B Tabnmue cocTosHus (CM. pas-
aen 6.2.1).

* «l/13MEHUTb» — KHOMKa PacLUMPEHHOT0 peakTUpPOBaHNA NapaMeTpoB nopra.

Mpu HaxXXKaTUM KHONKK «3MeHNTb» ByaeT 0ToOpaXkeHO BCN/bIBAKLLEE OKHO pacLUMPEHHbIX HACTPOEK COOTBETCTBY-
toLLLero nopra (Cm. pUcyHok 6-29).

PaclunpeHHble HacTpOoiikM pasfaeneHsbl Ha Ase BKNaakn — «O6Lme HacTpolikm» (CM. pucyHok 6-29(a)) un «onon-
HUTE/IbHbIE HACTPOWKN» (CM. PUCYHOK 6-29(0)).

Ha faHHbIX BKNaaKkax, MOMUMO Y)XXe ONUCaHHbIX BbllLE HACTPOEK JOCTYMHbIX B CTON6LAX Tab/ULbl MOPTOB MOCTA,
pacnonoxeHsbl cneaytoLme A0NoNHUTENbHbIE HACTPOMKMA:

o «Pexum P2P» — agMuHUCTpaTnBHas yCTaHOBKa pexuma Point-to-Point nogxnoyeHns ans nopra. Bo3mox-
Hble 3HaYeHns:

o «fa» — Point-to-Point nogknoueHue;
o «HeT» — He Point-to-Point nogknoyeHve;
° «aBTO» — aBTOMaTUYecKoe onpeaeneHune;

+ «3anpeTuTb NOPTY NPUHUMATL POJIb KOPHEBOTO MOpTa» — HACTPOIKa NO3BOAET 3aNPeTUTL NOPTY NPUHUMATH
posb KopHeBoro (Root) nopTa. Bo3MoXHble 3HAYEeHMS:

o «Aa» — MOpPTY 3anpeLleHo NPMHUMAaTb Posib KOPHEBOIO NopTa;
o «HET» — MOPT MOXET 6bITb KOPHEBbLIM (3HAYEHME MO YMOSTUYaHUIo);

« «3anpeTuTb NOpPTY PacnpocTpaHAaTb nonyyeHHsle TCN» — HACTpolika NO3BOMAET 3anpeTuTb AaibHelillee
pacnpocTpaHeHne TCN NakeToB NPUHSATLIX HA AAHHOM MOPTY. BO3MOXHbIE 3HAUEHNS:

o «pa» — pacnpoctpaHeHne TCN 3anpeLyeHo;
o «HeT» — pacnpocTpaHeHe TCN paspelleHo (3HavYeHre No YMOI4aHuio).
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MapameTpekil nopta «eth1» mocTa «br-lan»

O6wMe HacTpoikK | JloMoNHMTENEHbIE HACTPOWMKK

MpuopuTeT 32768 v

MpuopwTeT nopta (0-61440). MpHOPKUTET NO YMONYaHWo — 32768

CToMMOCTE MapwpyTa 0

AAMWHUCTPETUEHOE NMOrPaHUYHHOE COCTOAHME |:|

ABTOMaTUUECKOE norpaHW4yHoOe COCTORAHKE

Pexum P2P ABTOMATHUECKM

FedM onpefeneHMna FA

(a) Bknagka «O6LLmMe HACTPONKU»

MapameTpbl nopta «eth1» MocTa «br-lan»

O6LUMe HacTPONKKM | [1oMoNHMUTENbHbIE HACTPORKY
@uneTp BPDU [

OTKANIOUMTE 06pa6oTry STP/RSTP Ha AaHHOM nopTy

3awmrta BPFDU []
PUHAT) BPDU.

3anpeTUTb NOPTY NMPMHAMATB PO/b KOPHEBOrO NopTa [

3anpeTUTb NOPTY PAcNpOCTPaHATL NonyyeHHble TCN [

(6) Bknagka «[JononHuTeNbHblE HACTPOWKM»

Puc. 6-29: BenibiBatoLLee OKHO pacLluMpeHHbIX HaCTpoeK nopta MocTa
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6.3 OpenVPN knueHTt

Ha ctpaHuue «OpenVPN KIMEHT» MOXHO BbINOMHUTL HACTPOIKY ak3emnnspoB OpenVPN KnneHTa n oTciexvsarb
TekyLee coCcTosHMe akTUBHbIX OpenVPN KNneHToB. BHelwHWiA BUA, cTpaHuupl «OpenVPN KNneHT» nokasaH Ha pu-
CyHKe 6-30.

@ plc210 - Coctoame - LuCl X | + — O x
&« (&) Q O & 172.16.0.1/cgi-bin/lud/admin/services/ovpndient/status e g 1:? i N €0 @' =
n ~
V l'l-ll c ABTOOGHORNEHUE BRMIOYEHO
L]
CocTonHne b plc2lo
CucTema b
CoctoRnne | Kondurypaums
MAK »
CocTofHKe U ynpasneHue OpenVPN KnueHTaMu
Cnyxbol ¥
Ha 3Tl CTPaHWLIE Bbl MOXETE NPOCMOTPETH COCTOAHUE 2aMYILEHHBIX 3K3EMNNAPOE OpenVPN KNKeHTa
DDNS
SK3eMnnapbl
STP/RSTP
OpenVPN knueHT Wma PaGouee cocToAnne  CTaTMcTvKa Mypuan JHeiicTena
- netherlands Oﬁuna:wuo: Tue Sep 1 15:35:54 2020 MpocMoTp (2.35 KuE) 3anycTuTs T EE
YerpoitcTso: tund
PID 10114 -
OrnpasneHo: 64.69 Kub
CeTb b
usa HDEEIIED (R Tpc Tp (0 B) OUUCTHTL OCTaHOBMTL
Cratvctvka P
MepesanycTuTs
BoiliTi
v

Puc. 6-30: CtpaHuua «OpenVPN KianeHT»

CocTosiHve 1 HacTpoiika ak3eMnnspoB OpenVPN KNMeHTOB pa3ferneHbl Ha COOTBETCTBYOLWME BKIAAKM (CM. pucy-
HOK 6-30):

* «CocTosiHne» (cMm. pasgen 6.3.1);
* «KoHtourypauus» (cm. pasgen 6.3.2).

6.3.1 CoctosiHue

Ha Bknagke «CocTosiHne» ctpaHuubl «OpenVPN KineHT» B BUAe Tabnuubl oTobpaxaeTcsi TEKyLLee COCTos-
HMe BCeX BKKOUYEHHbIX 3k3eMnisapoB OpenVPN kaveHTa (CM. pucyHoOK 6-31). MoMUMO 0TOBpaKeHUs COCTOAHMUS

Ha A@HHOI CTpaHWLE MOXHO NPOU3BOAUTL PYUHOI 3amycK M OCTAHOBKY HACTPOEHHBIX 3k3eMnisipoB OpenVPN kiu-
eHTa.

Coctoanne | Kondwmrypauws

CocTtoaHue u ynpasneHue OpenVPN knneHTamu

Ha 3Toii cTpaHuLe Bbl MO

2 NPOCMOTPETE COCTOAHWE 2aNyLLeHHbIX JK2eMNNApoE O

JK3eMnaapbl

Paboyee cocToAHME

netherlands
PID 13412

usa He sanyujeq

CraTucTHka Mypnan DeAcTENA

MpocmoTp (5.08 KnB) 3anycTuThb

Mpocmotp (0B)  QuHCTMTL 3anycTuTb OCTaHOBUTD

e

06HoBneHo: Tue Sep 1 15:41:46 2020
YeTpoieTeo: tuno

MpuuATo: 1.83 Mub

OTnpaeneHo: 50.23 KB

He goctynHo

]

anyCTHTE

Puc. 6-31: Ctpanuua «OpenVPN knneHT». Bknagka «CoctosHne»
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Kaxpasa cTpoka Tabnuubl COOTBETCTBYET O4HOMY ak3eMmnispy OpenVPN knneHTa. B ctonbuax Tabnvubl otobpa-
Xaetcsa crefyroLlan nHdopmMaLma:

¢ «/mA» — yHMKanbHoe M aksemnnapa OpenVPN kneHTa.

* «Pabouee cocTosHNE» — TekyLlee paboyee cocTossHMe ak3emnasapa OpenVPN kineHTa. MoXeT npuHumarb
OfIHO 13 ABYX 3HAYEHMWIA:

o «He 3anyweH» — ak3emnnap OpenVPN knveHTa He 3anyLeH;

o «3anyLieH» — ak3emnasap OpenVPN knneHTa 3anyuleH. iaeHTudmkarop npouecca (PID) gaHHoro
ak3emnispa 6yaeTt otobpaxaTbca B popmate «PID <ugeHTuduKaTop>», Kak nokasaHo Ha pUCyH-
Ke 6-32;

e «CTatnctmka» — cTaTucTvka BUPTYasIbHOro nHTepdelica aksemnisipa OpenVPN knveHTa. Bkioyaet B cebs
cnepyoLime napameTpsbl:

> «OBGHOBNEHO» — faTa v Bpems NocnefHero 06HOBMEHUS AaHHbIX CTaTUCTUKN;

o «YCTPOICTBO» — UMS YCTPOICTBa BUPTYa/IbHOrO MHTepheica NogkIoveHmns. B cnyyae HEBO3MOXHOCTH
onpegeneHns MeHN YCTPOCTBO OTOOPaXaeTCs 3HaUYEHNE KHEN3BECTHOY;

o «[PUHATO» — KOMIMYECTBO NPUHATBLIX AaHHbIX Yepe3 nHTepdieiic OpenVPN nogknioyeHus;
o «OTnpaB/IeHO» — KO/IMYECTBO OTNPAB/EHHbIX AaHHbIX Yepe3 uHtepgeiic OpenVPN nogknoueHus.

Ecnu faHHble CTaTUCTVKM He AOCTYMHbI (HanpuMep, 3K3eMNAap ewé He 3anyckasncsl), To B JaHHOM cTosn6Le
oTOGOpaxaeTcst coobLieHne «He 4OCTyNnHO».

e «KypHan» — KHOMKX NPOCMOTPa U o4nCTKM haina xypHana aksemnnsapa OpenVPN knueHTa (cM. pas-
fen 6.3.1.1);

o «[leficTBUsI» — KHONKM AelicTBuin Ansa aksemnnspa OpenVPN knveHTa (cMm. pasgen 6.3.1.2).

PID 5985

Puc. 6-32: OTo6paxeHne 3anyLeHHOro CocTosHMA ak3emnaspa OpenVPN knveHTa

6.3.1.1 MpocmoTp 1 ouncTtka haiina xypHana saksemnnsapa OpenVPN knneHta

[ns npocmoTpa cogepxmmoro haina xypHana aksemnaspa OpenVPN kiveHTa npegHasHadYeHa kHomka «[po-
CMOTp», pacnosioXeHHas B cTonbLe «>KypHan» Tabnuubl COCToAHMA ak3emnnspoB OpenVPN kineHToB (CM. pucy-
HOK 6-31).

[ononHnTensHo, B Ha3BaHMM KHOMKM B CKOOKax OToBpaxkaeTcs TeKyLMin paamep daina xypHana ansi COoTBeT-
cTBytowero aksemnasipa OpenVPN knveHTa. KHonka «MpocMoTp» akTMBHA TO/IbKO ecnin pasmep daiina xypHana
6onbLue 0.

Mpu HaXxaTumn KHOMKM «poCMOTP>» 0TOBPaxaeTcs BCN/bIBAtOLLEE OKHO C COAEPXUMbIM haiiia XypHana, kak noka-
38HO Ha pUCyHKe 6-33.

[Onsa ounctku xypHana sksemnnapa OpenVPN knneHTa npegHasHavyeHa KHomnka «OUuncTka», pacrnofnoxeHHas

B CTON6UE «OKypHan» Tabnuubl COCTOAHNA 3k3eMnnApoB OpenVPN kineHToB (CM. pucyHok 6-31). KHonka akTue-
Ha TONbKO ecnu pasmMep daiina xypHana 6onbie 0. Mpu HaxkaTun KHONKM «OuncTKa» 6yaeT BbIMOHEHA OUMCTKA
coaepXxmmoro daina xxypHana anst CootBeTcTaytowlero OpenVPN knneHTa.

peasibHoe MMSA YCTPOIiCTBa onpeaenseTcs NyTEM aHaM3a CoAePXMMOro diaiina xypHana. s Takux aK3eMnasapos
OpenVPN K/1eHTa Noc/e OUUCTKI XypHasa HEBO3MOXHO ONpeaeIiMTL UMS YCTPOICTBA BUPTYasibHOMO NHTEpdeiica
NOAKM0YEHNs. B 3TOM cryuyae B cTon6ue «CTaTucTKa» TabiuLbl COCTOSIHWS B napameTpe «YCTpoiicTBo» byaeT

o i Ana aksemnnsipoB OpenVPN KneHTa, B KOTOPbIX MCMOJIb3YeTCsi aBTOMATUYECKOe Ha3HAaUYeHNe UMEHU YCTPOIACTBA,
i oTOBpaxaTbCs 3HAYEHNE «HEU3BECTHOX.

6.3.1.2 PyyHoi4 3anycK u octaHOBKa aksemnnsapa OpenVPN knueHTa

[ns BbINO/THEHWST PYYHOTO ynpaBfieHus (3anyck, 0CTaHOBKa Wn nepesanyck) aksemnnsipom OpenVPN knveHTa
npefAHasHa4YeHbl KHOMKW, PacnosioXeHHble B cToN6Le «elicTBus» TabnuLpl COCTOAHMSA ak3eMmnnsipoB OpenVPN
KNIMEHTOB (CM. PUCYHOK 6-31):
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XypHan aksemnnapa OpenVPN knueHTa (netherlands)

Tue Sep 1 18:3 2020 OpenVEN 2.4.7 arm-ce-linux-gnueabi [S5L (OpenSSL)] [LZ0] [LZ4] [EPOLL] [MH/PETINFO] [AERD]

Tue Sep 1 18:3 2020 library wersicns: OpenSSL 1.1.1g 21 Apr 2020, LZ0 2.10

Tue Sep 1 18:3 2020 MOTE: the current --script-security setting may allow this configuration to call user-defined scripts
Tue Sep 1 18:3 2020 Cutgeoing Control Channel Authentication: Using 160 bit message hash "SHR1' for HMAC authentication
Tue Sep 1 18:3 2020 Inceoming Control Channel Authentication: Using 160 bit message hash "SHR1' for HMAC authentication
Tue Sep 1 18:3 2020 TCE/UDF: Preserving recently used remote address: [AF INET]185.80.53.16:443

Tue Sep 1 18:3 2020 Attempting to establish TCP connection with [AF INET]185.80.53.16:443 [nonblock]

Tue Sep 1 18:3 2020 TCP connection established with [AF INET]185.80.53.16:443

Tue Sep 1 18:3 2020 TCP_CLIENT link leocal: (not bound)

Tue Sep 1 18:3 2020 TCP_CLIENT link remote: [AF INET]185.80.53.16:443

Tue Sep 1 18:3 2020 WABNING: this configuration may cache passwords in memory -- use the auth-nocache option to prevent this
Tue Sep 1 18:3 2020 VERIFY OK: depth=1, 0=5ellc9e4c47b216751%e9%ef6, CN=5ellc9e4c4Tb2167519e9£03

Tue Sep 1 18:3 2020 VERIFY KU OK

Tue Sep 1 18:3 2020 Validating certificate extended key usage

Tue Sep 1 18:3 2020 NOTE: --mute triggered...

Tue Sep 1 18:3 2020 4 variation(s) on previocus 3 me3sage(s) suppressed by --mute

Tue Sep 1 18:3 2020 [5ellc9e6c4T7b2167519e9£07] Peer Connection Initiated with [AF INET]185.80.53.16:443

Tue Sep 1 18:3 2020 Cutgoing Data Channel: Cipher "RES-128-CBC' initialized with 128 bit key

Tue Sep 1 18:3 2020 Outgoing Data Channel: Using 160 bit message hash "SHA1' for HMAC authentication

Tue Sep 1 18:3 2020 Incecming Data Channel: Cipher "RES-128-CBC' initialized with 128 bit key

Tue Sep 1 18:3 2020 NOTE: --mute triggered...

Tue Sep 1 18:3 2020 1 variatien(s) on previocus 3 message(s) suppressed by --mute

Tue Sep 1 18:3 2020 TUN/TAF device tunl0O0 cpened

Tue Sep 1 18:3 2020 /sbin/ip link set dev tunl00 up mtu 1500

Tue Sep 1 18:3 2020 /sbin/ip addr add dev tunl00 192.168.245.230/24 broadcast 192.168.245.255

Tue Sep 1 18:3 2020 fusr/libexec/openvpn-hotplug up netherlands tunl00 1500 1560 192.168.245.230 255.255.255.0 init
Tue Sep 1 18:3 2020 Initialization Sequence Completed

Puc. 6-33: BenibiBatoLLiee OKHO NMpocMOoTpa XypHana ak3emnnsapa OpenVPN kiveHTa

e «3anycTuTb» — BbINOMHAET 3anyck ak3emnnapa OpenVPN knneHta. Ecnn ak3emnnsap OpenVPN kniveHTa
yXXe 3anyLeH, TO KHOMKa He aKkTUBHa,

e «OCTaHOBUTL» — BbINOJSIHAET OCTAHOBKY 3k3emnnapa OpenVPN knneHTa. Ecnm sk3emnnap OpenVPN knnen-
Ta He 3anyLleH, TO KHOMKa He aKkTUBHa;

e «[lepesanycTnTb» — BbINOSIHAET nepe3anyck aksemnadpa OpenVPN knneHTa. Ecnn aksemnnaap OpenVPN
K/IMEeHTa He 3anyLleH, TO KHOMKa He akT1BHa.
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6.3.2 KoHdumrypauus

B npunoxeHuun I npvBeAeHo onvMcaHne npoueaypbl HacTpolikv ak3emnaspa OpenVPN knneHTa ¢ ncnonb3oBaHNeM
cepsuca 6ecnnarHoro VPN goctyna freeopenvpn.org?.

2 https://www.freeopenvpn.org/

Ha Bknagke «KoHdmrypaumsa» ctpaduubl «OpenVPN KMeHT» pacrnonoxeHbl HacTpoiku cnyxosl OpenVPN 1 Ha-
CTpoiiku 3k3eMnnsApos OpenVPN knneHToB. BHelHW BuA, BKaaky «KoHdurypawms» nokasaH Ha pucyHke 6-34.

CoctoAnuve | KoHdwrypaumn

KoHdurypaumsa OpenVPN KnuMeHTOB

3[ech Bbl MOMETE BLINONHUTE KOH PUrypaurio ofHoOro MNi HeCKONbKWX 3K3EMNNAPOE OpenVPN knueHTa

obBanbHbIe HACTPOMKK

BHMHOUKTL aBTo3anyck OpenVPN

ABTOMATHYECKHW 38NYyCK BKNHOYEHHBIX 3KIEMNAAPOE UpenyViEiN Npy 3a CKE CHCTEMb

SkseMnnapbi

Wmsa BrNoYeHo KoHburypauwoHHblii daiin OVPN MM~ ycTpolcTea

usa D U5A_f1’EEUEEﬂ*3Fﬂ_tCP -evEn SETOMETHHECKM = m
netherlands Netherlands_freeopenvpn_tcp.ovpn ABTOMaTHYECKH = m

vpnbook O vpnbook-frl-tcp80.ovpn tun100 = m
m
england O England freeopenvpn tcp.ovpn ABTOMaTHYECKH = m

[lo6aBWTb HOBbIA 3K3emnnAp...
COXpaHHTb M NPUMEHWTD ‘ v CoXpaHWTb

Puc. 6-34: Ctpanuua «OpenVPN knneHT». Bknagka «KoHdurypaums»

russia O Russia freeopenvpn tcp.ovpn tun100

CTtpaHuua KoHdurypauum pasgeneHa Ha nogpasgen rnobanbHbIX HACTPOEK 1 noapasnen KoHurypauum sK3em-
nnapos OpenVPN KNneHToB.

B nogpaspgene rnobanbHbiX HACTPOEK pacnosiokeHa TOMbKO OfHa HacTpolika — «BKIUnTb aBTo3anyck
OpenVPN». [laHHasi HacTpoiiKa NO3BOJISIET BKIKOUUTL aBTOMaTUYeCKnii 3anyck cnyxobl OpenVPN npu 3anycke
cucTeMbl. Ecnmn aBTOMaTMyeckumii 3anyck BK/IKOYEH, TO BCE HACTPOEHHbIE U BK/THOYEHHbIE 3k3eMnisipbl OpenVPN
KnveHTa (47151 KOTOPbIX BKOUEHA HACTpolika «BKIUeHo») Takke 6yayT aBToMaTUUecky 3anyckaTbCs Npu 3anycke
CUCTEMBI.

HacTpoiiku ak3emnnspos OpenVPN KMEHTOB 0TObpaxatoTcs B BUAe Tabnuupbl B nogpasaerne «IK3eMnasipbl»
(cMm. pucyHok 6-35).
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JK3eMnnapbI

Mmna

usa

BKNIOYEHD KoHurypauuoHHblii gaitn OVPN WmA yeTpoiicTea

=

O USA_freeopenvpn_ top.ovpn ABTOMaTHYECKH

netherlands Wetherlands freeopenvpn tCp.ovpn BBTOMETHYECKM = m Ynanuts

vpnbook O vpnbook-frl-tcps0.ovpn tun100 = m
russia D Russia freeopenvpn tcp.ovpn tun100 = m
england O England freeopenvpn tcp.ovpn ABTOMaTHYECKH = m

[o6aBUTb HOBbLIH 3K3eMNNAP...

Puc. 6-35: CtpaHuua «OpenVPN knveHT». Tabnuua HacTpoek ak3emnnspos OpenVPN kineHTos

Tabnuua umeeT cnefytoLie OCHOBHbIE CTON6LIbI:

«MA» — yHUKauibHOe UMs ak3emnisgpa OpenVPN kiveHTa;
«BK/1HOUEHO» — BKJ/THOYEH WM BbIK/THOYEH COOTBETCTBYOLWMIT ak3emnnsp OpenVPN KineHTa;

«KoHurypaumoHHbliin paiin OVPN» — nmsa KoHdurypaunoHHoro caiina aksemnnspa OpenVPN knveHTa
B hopmaTte OVPN (cM. nogpo6bHOe onncaHme napameTpa B pasgene 6.3.2.1);

«msA ycTpoicTBa» — UMSA ycTpoicTea (CM. Nnogpo6HOe onucaHne napameTpa B pasgene 6.3.2.1).

B nocnepgHem ctonbue t1abnuubl pacnosiokeHbl KHOMKK yrpasieHns 3anicamm KOHUrypaumm sKk3emnasipos
OpenVPN KfiMeHToB:

MNop

«=» — KHOMKa U3MEeHEHWsI NopsiAKa 3anucei B Tabnuue. YaepXnBasi HaxXaTol AaHHYH KHOMKY MOXHO ne-
pemelLaTb CTPOKY Tabnuupbl, U3MEHSIS TeM caMbIM €€ NopsAok. MpUMEHSETCS UCKTIOUUTENBHO A5 BU3Yaslb-
HOW rpynnUPOBKN KOHGUrypaunin. ®yHKUMOHa/TbHOrO 3HaYeHNs NOPSAOK 3annceil KoHdmrypauuii B Tabnuue
He UMeeT;

«/I3MEHUTb» — KHOMKAa peAakTMpoBaHUst KOHhurypawmm cooTBeTCTByoLero ak3emnasapa OpenVPN kiveHTa
(cm. pasgen 6.3.2.1);

«Y[anuTb» — KHOMKa yAaneHust KoHpurypaumm cooTBeTcTByoLWero aksemnaspa OpenVPN knveHTa (cm. pas-
aen 6.3.2.3).

Tabnuuelt HacTpoek ak3emnnsipoB OpenVPN KIMEHTOB pacrofiokeHa KHomnka «/J06aBuTb HOBbIN 3K3eM-

nnasap...», npegHasHaveHHan ans gobasneHus KoHpurypauum HoBoro aksemnaspa OpenVPN kiveHTa (cM. pas-
aen 6.3.2.2).

6.3.2.1 PepgaktupoBaHue ak3emmisapa OpenVPN knmeHTa

Ona

(cm.

pefakTpoBaHuUs HacTpoek ak3emnaspa OpenVPN knneHTa HE06X0AUMO HaxXaTb KHOMKY «/3MeHNTb»
pUCyHOK 6-35), pacnonoXeHHyt0 B CTPOKE COOTBETCTBYIOLLErO ak3emmnaspa. MNMpu atom 6yaeT OTKPbITO BCM/IbI-

BaloLLiee OKHO HacTpoek ak3emnisipa OpenVPN K/IMeHTa, Kak NokasaHo Ha pucyHke 6-36.

Ona

KOHcpurypawmm AOCTYMHbI criefytolme napameTpbl ak3emnngapa OpenVPN knneHTa:
«BKoveHo» — BK/IHOYEH UK BbIKNOYeH 3k3emMnnap OpenVPN knneHTa;

«KoHgurypaumoHHbliin palin OVPN» — BbIGOp U 3arpy3ka KoHurypalMoHHoOro dpanna aksemnnsapa
OpenVPN knuneHta B hopmate OVPN [12] (cMm. pa3gen 6.3.2.1.1);

«/IMsa ycTpolicTBa» — UMSA YCTPOICTBa AN1A AaHHOro aksemnnapa OpenVPN knneHTa. [o/mkHO 6bITb yKasaHo
B popme tunX unm tapX, rage X — Homep ycTpoiicTea. Ecnv nmsa ycTpoiicTea ykasaHo, TO Npy NOAK/IHEHNN
6yAeT UCMOMb30BAHO YKa3aHHOe YCTPOCTBO. EC/n yCTPOICTBO He yKa3aHo, TO Npu NOAK/OUEHUN YCTPOCTBO
6yfeT co34aH0O aBTOMAaTUYECKN B COOTBETCTBUM C ONLMSAMW KOHDUTYpauOHHOTOo daiina.

«AyTeHTUhmKauus No UMeHN NosIL30BATENSA U NAPO/I0» — BK/IKOYEHME (DYHKLMN AONOSHUTENbHOWN ayTEHTK-
dvKaumm No NMeHu nonb3osarens u napono. Muorve nposaiigepsl OpenVPN TpebyoT 0TAeNbHON A0NOMHY-
TeNbHON ayTeHTUdIMKaLy No MMEHN NoNb30BaTeNs U Naposto;
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KoHdurypauusa OpenVPN KnueHToB » vpnbook

BrnioyeHo

KoHpHrypauwoHHeld daitn OVPN [ /etc/openvpn/vpnbook-fr1-tcp80.ovpn (4.02 KB)

OVPN

KoHdurypauma KoppekTHas

WUMA ycTpoicTea tun1000

a'-‘«'_v'TE'FTHqJH(EJ.I.-‘H no UMEeHW NoNBE30BATENA W Napono

Wma nonbzoBaTens vpnbook

Mapont | seeees *

EELOLN A CoxpaHUTh

Puc. 6-36: BcnnbiBatoLLlee OKHO pefakTupoBaHus HacTpoek ak3emnasapa OpenVPN kiveHTa

¢ «lMA nonb3oBaTena» — M4 Nonb3osarens a4 ayTeHTl/Iq:)I/IKaLI,I/II/I Nno MeHn nosib3oBaTens 1 naposnto. Ha-
CTpOﬁKa aKTBHa TOJ1bKO eC/11 BK/1loHeHa onuns <<AyT€HTVIq'JI/IKaLI.I/IH No MMEHM NOoNb30BaTeNIA N NAaPOSIH0»;

e «[laponb» — naponb g4 ayTeHTI/I(*)VIKaLI.I/WI Nno MMeHN nosib3oBaTeNA U Naposio. HaCTpOVIKa aKTBHa TOJ1IbKO
€C/In BK/1Ko4YeHa onuua «AyTeHTI/I(*)I/IKaLI,VIﬂ Mo MMEHWN NOJSIb30BaTesIA U Naposo».

6.3.2.1.1 BbI6Gop u 3arpy3ska KoHhurypaumoHHbix caitnos 8 OVPN cdopmarte

[ns BbiGopa 1 3arpy3ku KoHgurypaumnoHHbix cainos B oopmare OVPN [12] npegHasHaveHa onums «KoHdu-
rypaunoHHblIii dpainn OVPN», oTo6paxaemast BO BCM/bIBAKLLEM OKHE PeAakTMpPOBaHUSI HACTPOEK aK3eMnspa
OpenVPN knuneHTta (CM. pUCyHoK 6-36).

Mocne cosgaHus HOBOro ak3emnisipa OpenVPN KAveHTa KOH(UIypaLyoHHbI (daiin He BbIGpaH U BHELLHWI BUS,
OnNUMK BbITSANT, KaK NOKa3aHo Ha pUCYHKe 6-37.

BoiGpath dain...

OVPN

Daiin He BbiBpaH

Jiit

Puc. 6-37: Bbi6op 1 3arpy3ska KoHghmrypaumnoHHoro dpainna B cpopmare OVPN. daiin He BbibpaH

[ns BbiGopa (Mnm 3arpy3kn HOBOTO) haiina HeobXxoaMMO HaxxaTb KHOMKY «BbiGpatb daiin...». Haxatne gaHHoi
KHOMKM NepeBoAnT ONUMI0 B peXxnmM Bblbopa (unu 3arpysku) daiina. B pexume Bbibopa thaiina otobpaxaeTcs cnu-
COK Y)Xe 3arpy)XeHHbIX (0alifioB, Kak NokasaHo Ha pucyHke 6-38.
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Jetc/openvpn

[l England_freecpenvpn_tcp.ovpn 2020-08-31 18:11:07 Yaanums
U1 Netherlands_freeopenvpn_udp.ovpn 2020-08-31 15:42:38 Yaanums
[ Russia_freeopenvpn_tcp.ovpn 2020-08-31 18:10:54 Ypanuts
[ UsA_freeopenvpn_tcp.ovpn 2020-08-31 17:58:20 Ypanuts
[ openvpn-1.ovpn 2020-08-31 18:11:35 Yaanuts
[ openvpn-2.ovpn 2020-08-31 18:11:39 Yaanute
D openvpn-3.ovpn 2020-08-317 18:11:42 Ypanute
{1 openvpn-4.ovpn 2020-08-31 18:11:45 Ypanuts
1 openvpn-valid.ovpn 2020-08-31 18:11:55 Ynanums

Puc. 6-38: Bbibop 1 3arpyska KoHgmMrypaymoHHoro chaina B coopmate OVPN. Cnucok 3arpy)eHHbIx haiinos

Ecnu 3arpyxeHHble halinibl OTCYTCTBYIOT, TO OTO6pakaeMblli CNMCOK Takke ByAeT NyCcT U BHELUHWIA B1A onuun By-
LeT BbIMNIA4ETb, Kak NMokasaHo Ha pucyHke 6-39.

fetc/openvpn

HeT aneMeHTOoB B 3TOM KaTanore

3arpy3axa faina.. EeLtETE]

Puc. 6-39: Bbi6op 1 3arpy3ka KoHurypaumnoHHoro caiina B coopmare OVPN. OTcyTcTBUE 3arpy>XeHHbIX haiiios

[nsa 3arpy3kn HOBOro (haiisia Ha YCTPOCTBO HEO6X0AMMO HaxXaTb KHOMKY «3arpyska thaiina...». B atom cnyyae 6y-
OET OTKPbITO CTaHAapTHOEe AMasioroBoe OKHO Bbibopa chalina (CM. pucyHok 6-40), B KOTOPOM HEOBXOAMMO BblbpaTh
TpebyeMmblii halin Ha NokanbHo haiI0Boi cUCTEME KOMMNbIOTEPA Y HaXXaTb KHOMKY «OTKPbITb» (PacrnonoxeHme

N Ha3BaHWe KHOMKM MOXET OT/IMYAaTLCA B 3aBUCMMOCTHM OT UCMOSb3yeMoro 6paysepa u/wim onepaunoHHOW cucTe-
Mbl).

@ Burpyzka ¢aiina x
- v P » 3ItoT komnetoTep . Work (D) » OVPN Configs v | 0 Mowck: OVPN Configs o
¥YnopagounTs ¥ Hoean nanka > [ 0
63 man - Jata uzmeHeHna Tun Pazmep

7 BrICTphIi gocTyn

. M England_freeopenvpn_tcp 31.08.2020 18:10 OpenVPN Config ... 9 KB

I PaBouwii cton - - :
(0] Russia_freeopenvpn_tcp 31.08.2020 18:10 OpenVPN Config .. 9 KE
_freeopenvpn_tec 31.08.2020 17:58 eny onfig .. 9
¥ Barpyzen ’ () USA_freeopenvpn_tep 31.08.2020 17:58 OpenVPN Config KB
JekymenTsl -
| MzoBpaxeHna +
Wma daiina: |Russia_freeopenvpn_tcp v| *.ovpn w

omers

Puc. 6-40: CtaHgapTHOe AnanoroBoe OKHO Bblibopa dhaiina Ans 3arpysku
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Koraa Tpebyemblii haiin 6yaeT BbiGpaH, BHELUHWUI BUA, ONuuy ByaeT BbIrIA4eTh, Kak NokasaHo Ha pucyHke 6-41 —
1A 3arpyxaemoro daina byaeTt otobpaxarbecs B none Mexay kHonkamm «O0630p...» 1 «3arpy3ka dainna».

Jetc/openvpn

0630p...

HeT aneMeHTOB B 3TOM Katanore

Russia_freecpenvpn_tcp.ovpn

OTmeHa

Dain He BoiBpaH

OVPN

Puc. 6-41: Bbi6op 1 3arpy3ka KoHhMrypaumoHHoro gpaina B popmare OVPN. Bbibop chaiina gns 3arpysku

Ecnun TpebyeTcs BbiGpaTb Apyroi dain ansa sarpysku (Hanpumep, aiin 6bia BbibpaH oWMB60YHO), HE06X0AMMO
HaxxaTb KHOMKY «O630p...» 1 NOBTOPUTL BbIGOP haiina Ha NokasibHO (haiiioBoi cucteme KoMNbioTepa.

HaxaTne kHomku «3arpyska thaiina» npuBefET K BbINOMHEHNIO 3arpy3ku BbibpaHHOTO haiiia Ha yCTpOoCTBO.
[0 OKOHYaHWMIO 3arpy3kun daiina Ha YCTPOMCTBO HOBbIN thaiin 6yaeT AOCTYNEH B CNMCKE 3arpy)XeHHbIX ¢haiios
Ans Bblbopa (CM. pUCYHOK 6-42).

fetc/openvpn

[ Russia_freeopenvpn_tcp.ovpn

2020-08-31 20:20:57

3arpyaka gaina... e IEIES

Dain He BoibpaH

OVPN

Puc. 6-42: Bbibop 1 3arpy3ska KoHurypawmoHHoro chaiina B doopmare OVPN. daiin 3arpyxeH Ha yCTpoincTBo

Bbl6op Tpebyemoro haiina nponssoguTcsa NyTéM OAHOKPATHOIO HaXXaTus MMeHu goaina B cnvcke. INpu Bbibope
thaiina onumsa nepexognT us pexuma Boblbopa ¢aiisioB 06paTHO B 06bIUHbIV pexum. B 06bIYHOM pexume, ecnu
chaiin BbIGpaH, Ha3BaHMe KHOMKN «BblbpaTb dalin...» (CM. PUCYHOK 6-37) ByAeT 3aMEeHEHO Ha UMs (NyTb) TEKYyLLEero
BblbpaHHOro goaiina (CM. pucyHok 6-43).

Mocne BbiGOpa KOH(UIypaLMOHHOIO goalina aBToMaTuyecku 6yaeT NpousBegeHa ero npoeepka (Bamgaums). Pe-
3y/bTaT NPOBEPKM ByAeT 0TObpakEH NoA KHOMKOM BbiGopa dpaiina, Kak nokasaHo Ha pUCyHke 6-43.
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[ [ /etc/openvpn/openvpn-1.ovpn (10.34 KE)

KOHGWrypaywm B ate OVPN. BoiparHbiil koH@urypaynoHHeIn Gain SomseH CoOgepxaTh Bee HeoBXogMMbIe GaHHbIe

[ KoHburypauua HekoppekTHana (3 ownbke, 3 NnpegynpexaeHns)

OmnbKm:
o CTpoka 28: Onyua sremotes MMeeT HeBepHoe 3HaueHue «dxd43» aprymenTa #2 (port)
o CTpoka 30: OnuyuA «http-proxy» UMeeT HeBepHoe 3HaueHue «80800» aprymeHTa #2 (port)
o Ctpoka 35: OnymAa sremotes» MMeeT HeBepHoe 3HaveHKe «invalid» aprymenTa #3 (proto)

MpeaynpexaeHHA:
o Ctpoka 16: OnumA «client-cert-not-required» yctapena u MoxeT BbITb yaaneHa e Gyaywmx eepcuax OpenVPN
Ctpoka 48: HenagecTHan onNuuA smax-routess
Ctpoka 50: OnumA «comp-lzo» ycTapena m moxeT BbiTb yaaneHa B Byaywmx Bepcuax OpenVPN

Q
Q

Puc. 6-43: Bannpgauma OVPN koHdurypaumnoHHoro dhainna. HekoppekTHas KoHcurypaums

B cnyyae ob6Hapy)XeHNs HEKOPPEKTHON KOHGurypauumn 6yayT BbiBEAEHbI COOOLLEHMA (OWNOKM 1 NpeaynpexaeHuns)
Basmgaropa.
KoppekTHbI KOH(MrypaumnoHHbIi dainn Ao/MKEH YA0BIETBOPATL CNEAYOWMM TpeboBaHUAM:

* dhaiin pomkeH aBAATbCS KoHdurypaumein OpenVPN knneHTa (KoHdurypaunoHHble dhaiinel ans OpenVPN
cepBsepa He NoAAepXKnBaloTcs);

* haiin JOMKEH SABMATLCSA CUHTAKCMYECKM KOPPEKTHBIM KOHburypaunoHHbiv dalinom B chopmare OVPN [12]
1 He [JO/MKEH cofepxaTb HEUM3BECTHbIX OMNLMIA;

* KOHpMrypaumnoHHble onuuu, Npeanonararlme ykasaHue TexX Win NHbIX gaisioB B CBOUX apryMmeHTax,
He J0/MKHbI CCblNaTbCsl Ha 3TK dhalinibl B hopMe nyTu K doaiiny. Moao6Hele onumm (ca, cert, key, tis-auth 1 1.n.)
[O0/DKHbI BbITb YKa3aHbl BO BCTpamBaemoli (inline) doopme ¢ BK/IKOYEHNEM COAEPXKUMOTO Tpebyembix daiinios
HenocpeACcTBEHHO B KOHGMrypaunoHHom daline.

CoxpaHuTtb koHurypauuto aksemnaspa OpenVPN kimeHTa ¢ BbIbpaHHbIM HEKOPPEKTHBIM KOH(IUTYPALMOHHbIM
chaiinom Henb3si. Heo6X0AMMO BblOPaTh KOPPEKTHbI KOHQIUIYPaALUOHHLIV dhalisn.

6.3.2.2 [lo6aBneHne HOBOro aksemnnsapa OpenVPN knueHTa

[nsa nobaesnexHusa HOBOI KoHMrypauum sk3emnasapa OpenVPN knneHTa He06X0AUMO HaxaTb KHOMKY «/106aBuUTb
HOBBI 9K3EeMNAAP...», PACNONOXEHHYIO NoA Tabnuuein sak3eMnaspoB (CM. PUCYHOK 6-35).

Mpun HaxaTnm KHOMKK ByAeT 0ToOpaKeHO BCM/blBaKOLLEE OKHO C NpeanoXeHnemM BBoAa MMEHN HOBOIO 3K3emnasapa
OpenVPN knneHTa, Kak nokasaHo Ha pucyHke 6-44.

Do6aBuTk HOBLIN aK3semnnap OpenVPN KnueHTa...

HaseaHue | | |

A OXWA3ETCA: HE NYCTOE 3HAUEHKWEe

(o "EUEN CosfaTth akaemnnsap

Do6aBuTh HOBLIH aK3emnnap OpenVPN knueHTa...

HazeaHwne nev.1

Lo YEUEN Co3faTh aK3eMnnap

Puc. 6-44: BcnnbiBaroLLiee OKHO BBOAA UMeHU HOBOTO ak3emnnispa OpenVPN kiveHTa

Mmsi HoBoro ak3emnnsipa OpenVPN KnveHTa Jo/MKHO YA0BNETBOPSTb C/IeAyoLLUM YC/TOBUAM:
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* He [0/MKHO COBNaaaTb C UMEHEM YXe CYLLECTBYIOLLMX 3K3eMnnsipoB OpenVPN KMEHTOB;
 [/IMHA UMEHU He [O/MKHA NPeBbIWaTh 24 CUMBONA;

e [O/DKHO COCTOSATb M3 CUMBOJIOB NATUHCKOIo anihaBuTa («a—z», «A—Z»), apabckmx umgp («0—9») n cumsona
HXXHEro nogyépknsaHums («_»). Jllobble apyrue cMMBOIbI 3anpeLLeHbi.

Nmsa ak3emnigpa OpenVPN KniveHTa nocne ero co3faHns U3SMeHUTb HeMb3A.

Mocne BBOAA NPaBUILHOTO MMEHU HOBOTO 3k3emmnisipa OpenVPN knneHTa 1 HaxaTus KHOMKN «Co3garb 9K3eM-
nnasp» (CM. PUCYHOK 6-44) ByaeT OTKPbITO BCM/IbIBAKOLLEE OKHO HACTPOEK HOBOTO ak3emmnsisipa OpenVPN knneHTa,
Takxe Kak 1 Npyu uaMeHeHun (pefakTMpoBaHUM) HACTPOEK yXe CyLlecTBytoLLero ak3emnspa OpenVPN knineHTa
(cm. pasgen 6.3.2.1).

6.3.2.3 YpaneHue aksemnnsapa OpenVPN knuveHTa

[na ypanenuns aksemnnspa OpenVPN knveHTa npegHasHayeHa KHomka «YaasimTb» (CM. pUcyHok 6-35), pacnosno-
YXEHHas B CTPOKE COOTBETCTBYIOLLIEIO 3K3emnspa.
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6.4 HTTP/HTTPS

Ha ctpaHuue «HTTP/HTTPS» pasgena «Cnyx6bi» pacnosioXeHbl HACTPOWKM NTETKOro 04HOMNOTOYHOTO
Web-cepsepa «UHTTPd» (cM. pucyHOK 6-45).

& plc210 - HTTP/HTTRS - Lucl - X | =+ = - o lIEl
< ¢ o © & 172.16.0.1/cgi-bin/luci/admin/services/uhttpd s pwd m e ® 1 =
"
UBEN
-
Coctorune b plc2l0
Tema b
Crerena UHTTPd

nnK »

CnyxGbi ¥

DDNS

STP/RSTP

FTR

HTTR/HTTPS

Cetb P

CtaTucTuka b

BbIiATH

OCHOBHbIE HACTPOWKK

BxopAwwe HTTP (agpec:nopt)

BxopgAuwme HTTPS (agpec:nopt)

MepeHanpaeneqwe Bcex HT TP 2anpocos Ha HTTPS

WruopupoeaTk npreaTHble IP-agpeca Ha nyGnuyHom
uHTEpheiice

Ceprudmkat HTTPS (koaupoeka DER)

NpuBaTHbIiA kmoy HTTPS (koguposka DER)

YAANMTb CTAPbIi CEPTUMKAT U KNkOY

YAaNWTb HACTPOIKM LNA CEPTM(HMKATA M KNKoUa

0.0.0.0:80 x

[:1:80 P

0.0.0.0:443 %

[:]:443 P

|

L] Jetc/uhttpd.crt (929 B)

_] Jetc/uhttpd.key (1.71 KB)

YOanuTh CTapblil CEPTH(MKAT W Koy
YOanuTh HACTPOMKW ANA cepTudnKaTa U Knioua

Puc. 6-45: CtpaHuua «HTTP/HTTPS»

Ha ctpaHuue «<HTTP/HTTPS» npeacTtaBneHbl cneayowme 0CHOBHbIE HACTPOKK:

* «Bxogsuwue HTTP (agpec:nopT)» — agpec 1 nopT A4NAs BXo4ALWmMX 3anpocos no npotokony HTTP (no ymonya-
HWO ncnosb3yetcsa nopt 80);

» «Bxogsuwwme HTTPS (agpec:nopT)» — agpec v NopT 4158 BXOAALLMX 3anpocoB no npotokony HTTPS
(Mo ymonuaHuio ucnosb3yeTcsa nopt 443);

» «[epeHanpasneHne scex HTTP 3anpocoB Ha HTTPS» — ycTaHOBKa AaHHOro napameTpa no3BO/sIET NepeHa-
npasNATb BCe BXoAdALmMe 3anpockl no npotokony HTTP Ha HTTPS;

* «W/rHopupoBartk npueaTtHble IP-agpeca Ha Ny6/MyHOM MHTepdelice» — yCTaHOBKa JaHHOro napamMeTpa nos-
BOJISIET 3aMnpeTuTb AOCTYN C NpMBaTHbIX |IP-aapecoB Ha nHTepdielice, ecnim oH nMeeT nybnuyHblin IP-agpec

(RFC1918 [13]);

» «CepTtudomkatr HTTPS (kognpoBka DER)» — nyTb K chaiinly ceptudpmkaTa B (paiinoBoii cucteMe ycTpoiicTea
(no ymonuaHuio «/etc/uhttpd.crt»). Mpy nomoLyn KHoMkn «O630p...» BO3MOXHO BbIMOMHUTL 3arpy3Ky HOBOro
(paiina ceptudmkata B oopmare DER;

» «MpwuBaTHbIii kNtoy HTTPS (koanpoBka DER)» — nyTb K ¢haiinly npuBaTHOro Knto4a Ha ¢aii/ioBoi cucteme
ycTpoiicTBa (no ymonyaHuio «/etc/uhttpd.keys). Mpu noMoLuy KHONkM «O630p...» BO3MOXHO BbINO/HUTL 3a-
rpy3Ky HoBoro chaiina npuatHoro kntoya B popmarte DER;

* «Y[anuTb CTapblil CEPTUAIMKAT U K/THOU» — HavkaTne 3TOI KHOMKW yAasIsieT CyLecTBYIOLWWIA cepTudmkar
1 MPUBATHbIN KAtod. Mpr 3ToM 6yaeT BbiNo/IHeHa reHepalmsi HOBOro CamonofnMcaHHOro cepTudmkara
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C UCNOMb30BaHNEM HACTPOEK 13 nogpasgena «MapameTpbl camonognucaHHoro ceptudmkara» (CM. pas-
aen 6.4.1);

o «Y[annTb HACTPOKM N7 CePTMIMKATA 1 KMoUHa» — HadKaTue 3TO KHOMKW yaanseT CyLecTBYLImMiA cepTu-
dhmkaT 1 NpMBATHbINA K1Y, & Takke OTK/YaeT nogaepxky npotokona HTTPS.

6.4.1 MapameTpbl camonognucaHHoOro ceptudmkara
B nogpasgene «[lMapameTpbl caMonognncaHHoro ceptudpmkara» crpaHuubl «HTTP/HTTPS» npefctasieHsbl

HacTpOiikK, NCnosib3yemble 418 reHepaLlumn camonognucaHHoro ceptudukara cnyxosl HTTP/HTTPS-cepeepa
(cm. pucyHoK 6-46).

MapameTpbl caMONOANMCAHHOIO cepTUhMKaTa

KonuuecTso gHell, B TEYEHWE KOTOPbIX 730
CreHepUpOEaHHbIA CEepTU(MKAT AeACcTBUTENEH

[LNWHa NPUBATHOTO KNkOYa B Gutax 2048

Common name (/CN) OWEN-PLC210

Country name (/C) RU
State or province name (/ST) Unknown
Locality name (/L) Unknown

Puc. 6-46: CtpaHuya «HTTP/HTTPS». MNapameTpbl camonognMcaHHoro ceptudmkara

ABTOMaTuyeckas reHepaumsi caMonoannucaHHoro CepTVIq)VIKaTa N NpuBaTHOrO Kko4va BbINOSTHAETCA NMpu NepBoOM BK/1HO-
YyeHun yCTpOI7ICTBa WKN B C/lyYae yaasieHus CyLLeCcTBYIOLEro cepTudmkaTa uam NnpMBaTHOro Kiwua.

[ns KOHUrypaumm AoCTyMHbI CefyHoLImMe HaCTPOMKN:

» «KonunuyecTtBo gHell, B TeYEHME KOTOPbIX CrEHEPUPOBAHHBIN cepTudmKaT AeNCTBUTENEH» — CPOK AelACTBUS
cepTudmkara B gHsx (No ymonyanuwo 730);

* «[lNHa NpUBaTHOIO K/loYa B GUTax» — [/IMHa NPUBATHOTO K/Houa LN POBaHMA B GUTax (N0 yMOMYaHMo
2048);

* «Common name (/CN)» — nosHoe OMEHHOE UMS cepBepa, UMS XOCTa,;

» «Country name (/C)» — AByXGYKBEHHbI ISO-Kkof, CTpaHbl;

» «State or province name (/ST)» — o6nacTb, rae 6blna nposefeHa ouLmanibHan perucTpaums KoMmnaHmu,
» «Locality name (/L)» — Ha3BaHWe ropoga, rae 6bi1a nposegeHa ouumnasibHaa perucrTpanms KomnaHum.
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6.5 FTP

Ha ctpaHuue «FTP» pasgena «Cnyx6bl» pacnofoxeHbl HacTpolikn FTP-cepeepa. BHeLWHWIA BUA, CTpaHuLb!
«FTP» nokasaH Ha pucyHke 6-47.

& plc210- FIP - LuCl x |+ - m] .

&« (& ‘@ [0S~ 172.16.0.1/cgi-bin/luci/admin/services/ftp e ﬁ In @ @I =

OIBI:H :

CocTofAHKe P plcz2lo

CucTema b Hactpoiiku FTP-cepeepa

nnK »

Cryxgol HacTpoiiku cnyxBb1 | OcHOBHbIE HacTpoikn | HacTporikn nogkmiouennA | [Nonbaoeatens | HacTpoikw ypHanupoBaHWA
DDNS
STR/RSTP BKNouMTb FTP-cepBep
FTP
HTTR/HTTPS BimiounTh IPv4

CeTo b
IPv4 agpec 0.0.0.0

Cratuctuka b
Brmounts IPve [
BoiliTi

MopT ANA BXOAALLWX COBJMHEHUIA 21

MopT ANA faHHbIX 20

COXpaHWTb M MPUMEHHTD * [ CoxpaHuTb

Puc. 6-47: Ctpanuua «FTP»

B npunoxeHunn 5 NnpuBoAnTCA NPUMEP BbINOMHEHNA NOAK/THOYEHMS K YCTPOACTBY No npoTtokony FTP.

HacTpoiikun FTP-cepBepa pa3geneHbl Ha NATb BKIA[OK:
» «HacTtpoikn cnyx6bi» (cMm. pasgen 6.5.1);
» «OCHOBHbIE HacTpokn» (cMm. pasgen 6.5.2);
» «HacTtpoiikn nogknoyeHus» (cm. pasgen 6.5.3);
» «[onb3oBarenb» (CM. pasgen 6.5.4);
* «HacTpoiikn XypHanmpoBaHus» (CM. pasaen 6.5.5).

6.5.1 HacTtpoiiku cnyxobl

HacTpoiiku cnyx6bl FTP-cepBepa pacnonoxeHbl BO Bkiagke «HacTpoliku ciyx6bi» (CM. pUCyHOK 6-48) 1 no3sons-
I0T BbINO/THUTL KOHQUTYPaLMIo CieayoLmx napameTpoB:

o «Bknountb cnyx6y FTP» — nosiHoe BKOYEHNE un OTKoUeHne cnyxobl FTP. Ecnv onuus BkoYeHa,
TO cnyx6a FTP 6yneTt aBToMarnyecky 3anyckaTbCs npu 3anycke CUCTEMbI;

o «Bknountb IPv4» — BKOUEHWE MK OTKOYEHME paboTbl cnyx6bl FTP no npotokony IP Bepcum 4;

» «IPv4 agpec» — IP-agpec ons BXoAsLmx 3anpocoB K cnyxbe FTP-cepeepa ¢ ncnonb3oBaHneM |P npoToko-
na sepcuu 4,

o «Bknountb IPV6» — BKIOUEHNE MK OTKOUEHME paboTbl cnyx6bl FTP no npotokony IP Bepcum 6;

» «IPv6 agpec» — IP-afpec ons BXoAsLmx 3anpocoB K cnyxbe FTP-cepeepa ¢ ncnonb3oBaHveM |P npoToko-
na sepcuu 6;

http://owen.ru 148/ 228


http://www.owen.ru

Kpartkoe onvncaHue oCHOBHbIX thyHKUMiA Web-nHTepdoeiica ynpaBneHust KoOHTposniepoB...  TN-UG-OWRT-LUCI-R3

Hactpoiku criywbel | OcHoBHble HacTpoitku | HacTpoiiku nogkmiouenwn | Monbsoeatens | HacTpoiiku sypHanwpoeaHma

BxniouuTe FTP-cepeep

Brntounth IPv4

IPv4 appec 0.000

BrnounTs IPv6 [

MopT ANA BXOAAWMX COEANHEHWA 21

MopT AnA gaHHbIX 20

Puc. 6-48: CtpaHuua «FTP». HacTpoiiku cnyxobl

o «[MopT ANA BXOAALLMX COEAUHEHUI» — HOMEp nopTa A/18 BXOAALLMX 3anpocoB K cryx6e FTP-cepsepa
(no ymonuanuio 21);

» «[lopT AN AaHHbIX» — HOMEp NopTa A1a NCXOAALMX coeanHeHnii Tuna PORT (Mo ymonuaxuio 20).

6.5.2 OCHOBHbIEe HACTPOWKN

Hactpoiikm cnysbol | OcHoBHble HacTpoikk | HacTpoikw nogknmiouesua | NMonbsoeatens | HacTpoiiku sypHanwpoeaHma

Pa3pelwmTs 3anuch

PazpewwTb ckauneaHue (download)

Pa3peluuTs MPoCMOTP CrMCKa AMPeKTOpHA

PazpeluwnTb peKypeuEHbIi NpocMoTp katanoroe [

Moka3biBaTh cKpbiTbie daitnel (dot files) [

PexuM cospaHua daitnoe (umask) 022

CoobuieHne cepeepa (FTP BaHHep)

BrMouMTb cooblueHun npw Bxoge B katanorn [ ]

MmA daitna cooblueHns AMPEKTOpUM .message
Puc. 6-49: CtpaHuua «FTP». OCHOBHble HACTPOIKK

OcHOBHble HacTpolikn FTP-cepBepa pacnosioxeHbl BO BK1agke «OCHOBHbIE HACTPOIKM» (CM. pUCYHOK 6-49) 1 nos-
BONSAIOT BbIMNONHUTb KOHPUIypaLmio cneayoLwmx napameTpos:

» «PaspelunTb 3anncb» — rNno6asibHoe paspeLleHne Uam 3anpeTt 3anucu. Ecnv HacTpoiika oTk/loueHa, Bce
3anpockl Ha 3anvck GyayT Bbi3blBaTb OLUWGKY AOCTYNA;

» «PaspelnTb ckaumaHue (download)» — rno6anbHOE paspeLleHre UM 3anpeT ckaumaHusi ¢ FTP-cepeepa
thaiino.. Ecnin HacTpoiika oTK/oueHa, BCe 3anpochl Ha ckaduvBaHue 6yayT Bbi3blBaTb OLUMGKY AOCTYNa;
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«Pa3peLlmnTb NPOCMOTP CMCKa AMPEKTOPUIi» — rno6asbHOe paspeLleHne Uam 3anpeT NPocMoTpa crmcka
thaiinos gupekTopuii. ECim HacTpoiika oTK/IHoUeHa, BCe 3anpochkl HA NPOCMOTP chncka dhaiifioB katasiora
6yayT Bbi3blBaTb OLIMGKY AOCTYNA;

«Pa3pelunTb peKypcuBHbI MPOCMOTP KaTasloroB» — paspeLueHne nam 3anpet pekypcrBHOIO NpocMoTpa
coAepXnmoro gmpektopuii (komaHga «1s -R»);

«[MokasbiBaTb CKpbITble thaiinbl (dot files)» — pa3pelueHre nnm 3anpet NPocmMoTpa CKpbITbIX haiinos (thainsbl,
MMS KOTOPbIX HAYMHAETCS C CMMBOJIA TOYKN);

«Pexum co3aaHus gpaiinos (umask)» — Macka pexumMa cosfgaHus daiinos (no ymonuaxuio 022);

Mpu yKkazaHnM 3Ha4eHUs1 B BOCbMEPVYHOM BUe, HEOBX0AVMO NOMHUTL 0 HEOGXoAMMOCTY Npedimkca «0», Have
3HaueHWe GyaeT BOCMPUHATO Kak AeCcATUYHOe YMCHIO.

«Coo6LueHune cepsepa (FTP 6aHHep)» — NpUBETCTBEHHOE COObLLEHNE, KOTOPOE BbIBOAUTCS NPU NOAKMIOYE-
HUn K FTP-cepsepy;

«BKNOUNTL COOOLLEHMS MPU BXOAE B KaTaslorm» — BK/IHOYEHNE 0TOOPaXEHUS COOBOLLEHUA NpK Nepexoae B Ka-
Tasiorn. Katanor ckaHmpyeTcs Ha Haimune goaiina, UMs KOTOPOro ykasaHo B HacTpoiike «/ms thaiina coob-
LLEHNST AUPEKTOPUUN;

«/ms dhaiina coobLeHnst aupekTopuu» — nms daiina ¢ coobLLEeHNeM, KOTOPbI 0TOBpaXaeTcs Npu Nepexo-
[le B HOBbI1 KaTasor, ec/v BKOUYEHa HacTpolika «BkIounTb COOBLLEHMSA NPY BXOAE B KaTasiorns.

6.5.3 HacTtpoiikn nogkntoueHus

HacTpoitkn cnywbol | OcHoBHble HacTpoitk | HacTpoiiku nogkniodwennn | MNonbsosatens | HacTpoiiku sypHanwpoBaHma

BrNOUMTL pexum PORT
BKNOUMTE pexum PASY

Homep nopTa, HauyuMHans ¢ KOTOPOro pasMeLlaTca 10050
nopTol AnA PASY pemxuma

Homep nopra, A0 KOTOPOro pasmewarTes NopTel 4nA 10100
FPASV pexuma

Pexum ASCII Jlna cKauMBaHWA M 3arpy3kn ~

TailMayT HeaKTUBHO CECCUM 1800

MakcumanbHOE KONUYECTBO KNWEHTOB 0

Puc. 6-50: CtpaHuua «FTP». HacTpoiiku nogkito4eHns

HacTpoliku nogkntoueHnss FTP-cepBepa pacnosioxeHbl BO BK1agKe «HacTpoikin noaxntoueHms» (CM. pucyHok 6-50)
1 NO3BOSSAIOT BbINOMHWUTL KOHIUIYpauuio cneayoLmnx napameTpos:

«BknounTb pexxmum PORT» — paspeluaeT unv 3anpeliaet Metogd PORT 4515 nosyyeHus HdhopMauum o co-
efIMHEHNMK;

«BKIunNTbL pexmnm PASV» — paspeluaeT nnm sanpewaet metog PASV ana nonyvyeHus nHgopmanmm o co-
eiMHeHnu;

«Homep nopta, HauMHas ¢ KOTOPOro pasMeLlarTcs NopTbl A1 PASY pexvma» — HoMmep nopTa, HauyMHas
C KOTOpOro pasmeLlaroTcsa nopTel Ang PASV pexuma (no ymonyaxumto 10050);

«Homep nopTta, 40 KOTOPOro pasmeLLaroTca nopTel Ana PASV pexunma» — HOMep nopTa, 40 KOTOPOro pasme-
LatTea nopTbl Ana PASV pexuma (no ymonyarnuio 10100);

«Pexunm ASCII» — pexum ASCII nepegaym TEKCTOBbIX (haiinoB. [JOCTYNHbI ceaytoLmMe BapuaHTbl paboTsl
pexuma ASCII:

o «OTK/MOUYEHO» — pexxuM ASCII OTKHOYEH;
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o «Tonbko ansA ckaumsaHus (download)» — pexum ASCII ncnonb3yeTcs TONbKO 415 ckaumBaembix ¢ FTP-
cepsepa ¢hainos;

o «Tonbko ana 3arpysku (upload)» — pexum ASCII ncnonb3yeTca TONbKO 415 3arpyxaemMbix Ha FTP-
cepsep haiinos;

o «[n15 ckaumBaHuA n 3arpyskn» — pexum ASCII ncnonb3yerca s ckaumBaembix ¢ FTP-cepBepa v 3a-
rpy>xaembix Ha FTP-cepsep haiinos;

» «TaliMayT HEeaKTVBHOI CeCCUM» — MO UCTEUEHUIO YKa3aHHOTO TalimayTa, Npy HeaKTUBHOI ceccun, GyAeT Bbl-
MOSTHATLCS NPUHYAUTESILHOE OTK/THOUEHMUE KNEHTa;

¢ «MakcuMasibHOe KO/IMYECTBO K/TMEHTOB» — MakCUMasibHOe KOJINYeCTBO O4HOBPEMEHHO NOAKTHOHYEHHBIX
K FTP-cepBepy KMEHTOB.

6.5.4 HacTtpoliku nonb3oBartessi

Hactpoitku cnyx6bl | OcHoBHble HacTpoitku | HacTpoitkv nogkniouenna | Monbsoeatens | HacTpoilku ypHanupoBaHus

Wma nonbaoearens ftp

Maponb sse *
Nomawnwi katanor  /mnt/ufs/home/ftp/in v
Pexum cozfanna daitnos (umask) 022

MaKcMmanbHanA CKopoCTh Nepegaym 0

Pa3speluMTb 3aMMch M CO3AAHME AUDEKTOPHI
PazpewuTs 3arpyaky (upload)

PaspelwnTs npoune geiictena [

Puc. 6-51: CtpaHuua «FTP». HacTpoiikn nonb3oBatens

HacTpoiiku nosb3oBaress pacnofnoxeHbl BO BKNadke «Mosb3oBaresib» (CM. PUCYHOK 6-51) 1 N03BONAIOT BbINO/I-
HUTb KOHGMIypaLMio C/iefyHoLvX NapamMmeTpoB:

¢ «mMa nonb3osarens» — UMA NoNb3oBarens Ansd AocTyna Kk cogepxvmomy FTP-cepsepa,
* «[Maponb» — naponb NoNb3oBarensa 4nA Aoctyna K cogepxmmomy FTP-cepsepa (Mo ymonyaHuio «ftp»);
e «JlomMallHWUiA KaTasior» — BblI6Op AoMallHero katasiora FTP-cepepa;

* «MakcrMasibHas CKOpoCTb nepefayn» — orpaHMyYeHne MakCMMasibHOM CKOpOCTY nepefayn AaHHbIX (6aiT
B cekyHAy). 3HayeHne 0 COOTBETCTBYET PEXMMY paboThbl 6€3 OrpaHMyYeHnin CKOpoCTy;

* «Pa3pewmnTb 3anucb 1 co3paHne QUPEKTOPUn» — yCTaHOBKa AaHHOro napameTpa paspeLuaeT nosb30oBaresto
3anuch haitnos 1 cosgaHne AMPEKTOpWii;

» «Pa3peluunTtb 3arpy3ky (upload)» — ycTaHOBKa AaHHOro napameTpa paspeLuaeT 3arpyxaTb dalisbl Ha FTP-
cepBep;

 «PaspelunTb Npoune AencTBUs» — BK/IOYEHVE AAHHOTO NapaMeTpa pa3peLLlaeT He TObKO COo34aBaTh, HO
W yaansaTb Katanorm u gaiinei.

6.5.5 HacTtpoiiku XxypHanupoBaHus

HacTpoiiku xypHanmpoBaHusi FTP-cepBepa pacrnosioxeHbl BO BK/IaAKe «HacTPOKu XypHa/IMpoBaHusi» (CM. pucy-
HOK 6-52) 1 N03BO/AIOT BbINOMHUTL KOHGUIYpaLWIo CleaytoLuxX napaMeTpoB:

* «BKMOUNTL XypHAMPOBaHNE» — BbIGOP pPeXuMa XypHanmpoBaHus. JoCTynHbI CedyoLme pexumsi:
o «OTK/MOUUTL» — XXYPHAIMPOBAHNE OTK/IHOUYEHO;

> «B haiifi» — XypHa/SIMPOBaHVe BbINOSIHSAETCS B (haiis, NyTb K KOTOPOMY yKazaH B HacTpOiike «®daiin xyp-
Hasla»;
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HacTpoitkn cnywbol | OcHoBHble HacTpoitk | HacTpoiiku nogxniovennn | MNonbsosatens | HacTpoiku sypHanMpoBaHuA

BKNOYMTL MypHanupoBaHue 8 tain ~

Dain xypHana Jvar/log/vsftpd.log

Puc. 6-52: CtpaHuua «FTP». HacTpoiiku XypHaimpoBaHusi

° «B Syslog» — XypHannpoBaHue BbINOSHAETCA B CUCTEMHbIW XypHan (syslog).

‘ 0 i CTpaHuLa NpocMoTpa CoAePXMMOro CUCTEMHOTO XypHasla onucaHa B pasgene 3.5.2 4aHHOro JOKyMeHTa.

o «®ain xypHasia» — ums gpaiina xXypHasa 415 pexvMa XypHanpoBaHus «B aii» (no ymonyaHuio
«/var/log/vsftpd.log»).
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CeTb

7.1 NHTtepdpeiichbl

[ns ynpaBneHusi ceTeBbIMM MHTEpdheicamMmm cuctemel NpegHasHadeHa ctpaHuua «HTepdoelickl» pasgena «CeTb».
BHewHwuii Bug, cTpaHmubl «HTepdelickbl» nokasaH Ha pucyHke 7-1.

& plc210 - Wirepdeiic - LuCl X | + - O s
“ Cc @ 0 Z 172.16.0.1/cgi-bin/ludi/admin/network/network v @ + N @D @. =
] ~
°I'I-II c ABTOOGHOBNEHUE BKIIOYEHO
[ ]
COCTORHUE b plc2lo
Cucrema b . .
MHTE‘DCIJEMCI:I OCHOBHbLIE HACTPOHKK CETH
MK »
CrywGbi b WnHTepdeiickl
Cetb * MpoTokon: CTaTyeckui agpec
e BpemA paboTbi: 2u 31m 6C
MHTepdeiichl - 64:CF :EE:
e Mony4enme (RX): 620.21 KB (5373 nakeTos)
DHCP 1 DNS br-lan

Mepepau4a (TX): 167.47 KB (3805 nakeTos)

IPv4: 192.168.0.10/16
MmeHa xocToB

Mpotokon: CTaTMYecKui agpec

CTaTUYECKHE MapLIPYThI o Bpems paboTbi: 2u 29m 55¢
MewmceTesoi akpaH &= Monyyenwe (RX): 1.26 ME (8333 nakeTos)
usbo Mepepau4a (TX): 5.15 ME (8059 nakeToE)
AwarHocTika IPvd: 172.16.0.1/16
CTaTMCTHKE P Mpotokon: DHCP-kNMeHT

BolATH = Mony4enune (RX): 0 B (0 nakeTor)

Mepepaua (TX): 0 b (0 nakeToE)
JNoBaBuTb HOBbIA MHTepdeilC...

Puc. 7-1: CtpaHunua «/HTepdeiickl». Bknagka «VHTepcheicbi»

B caMoM Bepxy CTpaHuLbl pacnosioxeHbl ABe Bkiagku «/HTepdieiicki» 1 «OCHOBHbIE HACTPOIKK ceTu». Ha Bknag-
Ke «OCHOBHble HACTPOIKM ceTu» pacnonoxeHa HacTpoika ULA npedmkca IPv6 (CM. pUcyHok 7-2).

& plc210 - Nrrepdbeiic - LuCl X | + - O =
« (& ‘Q © £ 172.16.0.1/cgi-bin/ludi/admin/network/network e 1} i N D @’ =
L "~
el'l-ll s ABTOOGHOBNEHHE BKNIOYEHO
[ ]
CoCTORHME b ple210
Cuctema b . .
HHTepCIJeVICbI OCHOBHbIE HACTPOMKKN CETH
nnK »
CrymGo ¥ OcHOBHBIe HAacTPORKKN ceTH
Cetb ¥ IPv6 ULA-npedukc fd04:28a7:1238:/48
WHTepdeiics

Mmexa xocTos

Puc. 7-2: CtpaHuua «MHTepdelicbl». Bknagka «OCHOBHbIE HACTPOWKUN CETU»

Ha Bknagke «/HTepdeiicbl» pacnonoxeHa tabnuua «HTepdeiickl», B KOTOPOI NepeyuncieHbl MMerLmMecs (CKOH-
drypmpoBaHHbIe) CETEBbIE MHTEPEliCbI B cucTeMe. [1s KaxX4oro nHTepdelica B NnepBoM CTOM6LUE Tabnumubl
NPUBEAEH 3HAYOK, KOTOPbI/ COAEPXUT CeayrLLy NHhopMaLuio;
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* HasBaHuve nHTepdeiica;
* TUN nHTepdelica (ethernet, MOCT, TOHHENb UM BGECMPOBOAHON) N COCTOSTHME MOAK/TOUEHUS:
o ethernet: =& (NOAKAOYEHO), = (OTKOYEHO);
o MOCT: &* (nogkntoyeHo), & (OTK/IYEHO);
o TOHHENb: B (NOAK/MOUYEHO), = (OTK/IHOUEHO);
o HecnpoBogHoii: & (nogkaueHo), # (OTKIKYEHO).

* ec/n nHTepdeiic ABNseTCA MOCTOM, TO KOIMYECTBO NMOPTOB MOCTa ONpeAensieTcst KoIM4ecTBOM NKOHOK WH-
TepdhelicoB, yKasaHHbIX B CKOOKax;

* HasBaHMe CUCTEMHOIO CETEBOIO MHTEPGIElica, COOTBETCTBYHOLLEIO AAaHHOMY MHTEpPJIEliCy;
* MpUKpenIEHHas K JaHHOMY MHTepdheiicy 30Ha MEXCETEBOIO 3KkpaHa (onpeaensieTcs LseTom hoHa 3aronoBka
3Hauka).

Ha pucyHke 7-3 npuBefieHbl NprMMepbl 3HAUYKOB CETEBbIX MHTEP(IENCOoB.

— VAN
g (Lol el Lel) &
br-lan eth
(a) 3Hauok uHTepelica-mocTa «LAN» (6) 3HAUOK MHTEPMEICa AWANS

Puc. 7-3: 3Hauku ceTeBbIX MHTepdelicos

Ha pucyHke 7-3(a) nokasaH 3Ha4oKk uHTepcpeiica «LAN», KOTOpbIA SIBASIETCSI MOCTOM, B KOTOPbIA BXOAST TpW
ethernet nopta (MHTepdeiica). CUCTEMHBIN CETEBOWN MHTepAIelic, COOTBETCTBYOLMIA MHTepdelicy «LAN», nve-

eT ums «br-lan». 3oHa MeXCEeTeBOro akpaHa, NpPUKPenIEHHasa K AaHHOMY UHTepdeicy, UMeeT CBET0-3e/EHbIl
LIBET, KaK 1 3aroNoBoK AaHHoro uHTepdeiica. NHtepdeitc «LAN» HaxoauTcs B NOAK/IOYEHHOM COCTOSIHUM, TaK Kak
TVN nHTepdeica NnpeacTaBneH LBETHOM NKOHKOIA.

Ha pucyHke 7-3(6) nokazaH 3Ha4oK nHTepdeiica «WAN», KoTopblii SIBNsieTcs 06bl4HbIM ethernet MHTepdoelicom.
CuCTeMHbIN CETEBOI UHTEPEC, COOTBETCTBYIOLWMI nHTepdeiicy «WAN», nvmeeT nms «ethl». 3oHa mexceTe-
BOrO 3KpaHa, NPUKPENIEHHas K AaHHOMY MHTepdIelicy, MeeT CBET/I0-KPaCHbIA LiBET, Kak 1 3aro/ioBoK AaHHOro
nHTepdeiica. Mintepdeiic «WAN» HaxognTCs B OTK/IFOYEHHOM COCTOSIHUM, Tak Kak TUN UHTepdheiica npeacTasieH
4yepHO-6€e/10i NKOHKOIA.

Bo BTOpoMm cTon6Le Tabnuubl AN KaX40ro MHTepdieiica BbIBOAUTCA KpaTkas MHhopmauusi u ctatucTrka, 06HOB-
nseMas B pexmmMe peasibHOro BpeMeHu:

e «[poTOKON» — NPOTOKON UHTEpdIeinca.

» «Bpewmsi paboTbl» — BpeMsi paboTbl JaHHOTO MHTepdelica.

» «MAC-agpec» — MAC-aapec nHtepdeiica (ecv ato NpUMEHNMO A1 NPOTOKONa MHTepdelica).

* «MonyyeHune (RX)» — KOIMYECTBO NPUHATLIX GaiT (MakeToB) C MOMEHTA 3arnycka.

» «[Mepepaya (TX)» — KONMYECTBO NEepefaHHbIX 6aiiT (NakeToB) C MOMEHTa 3anycka.

o «IPv4» — Tekywuii IPv4 agpec, HazHauyeHHblli MHTepdheicy (ecnn Ha3HaueH).

e «IPv6» — TeKkywwunii IPv6 agpec, HazHauYeHHbI HTepdiency (ecnm HasHayeH).

¢ «IPv6-PD» — Tekywmin IPv6 npedmnkc (ecnm HazHa4yeH).

* «OwmnbKka» — owmnbka nHTepdpeica (ecnm obHapyxxeHa).

B nocnegHem cton6ue Tabnvubl pacnosioXeHbl KHOMKW ynpasieHns nHTepdeiicom:

» «[lepe3anycTnTb» — BbINOHAET NEPENnoAKIOYEHE COOTBETCTBYHOLLEIO MHTepdielica (OTKIUeHne ¢ nocne-
OYIOLNMM NOAK/IIOYEHNEM).

* «OCTaHOBUTb» — BbINOMHAET NPUHYANUTE/IbHOE OTK/THOYEHNE COOTBETCTBYHOLLENO MHTEpdelica.

* «M/3MeHUTb» — OTKPbIBAET BCM/IbIBAIOLLEE OKHO pefaKkTMpOBaHns napaMeTpoB nHTepdeiica (cm. pas-
fen 7.1.1).

o «YpanuTb» — yaansieT COOTBETCTBYIOLUMIA NHTepeiicC.
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7.1.1 PepaktupoBaHue uHTepdeiicoB

BHeLLHWIA BMA BCN/bIBAIOLLETO OKHA pPeflakTMPOBaHKs CETEBOIo MHTepdeiica nokasaH Ha pucyHke 7-4.

WHTepdeiickl » WAN

06lwme HAcTPOIiKM | [LONONHUTENbHBIE HACTPORKKM | HacTpoiiku kaHana | HacTpoiikv MeXCETEBOrD 3KpaHa

CocTosHuKe YctpoiicTeo: eth3

MAC: 40:BD:32:2E:47:BA
“= MonyueHue (RX): 1.88 Kb (32 naxeToE)
MNepepaya (TX): 9.72 Kb (33 nakeToE)

MpoTokon Knwext DHCP v

3anycTWTL NpK 3arpyake

WMma xocta 8 DHCP-3anpocax

Puc. 7-4: OKHO pefakTMpoBaHKsi NapaMeTpPoB CETEBOMO UHTepdeiica

OKHO pefjakTpoBaHus CeTeBOoro nHTepdelica pasgeneHo Ha BKIaaKu:
» «Ob6Lme HaCTPOIKM» U «oNOSHNTE/bHbIE HACTPOIKM» (CM. pasgen 7.1.1.1);
* «HacTpoiikn kaHana» (cMm. pasgen 7.1.1.2);
* «HacTpoiikn mexceTeBoro akpaHa» (cM. pasgen 7.1.1.3).

7.1.1.1 OGwWume n AONONHUTE/IbHbIE HACTPOWKN

Ha Bknagkax «O6Lue HacTpolikn» (CM. PUCYHOK 7-4) n «[onofHUTENbHbIE HACTPOViKM» (CM. PUCYHOK 7-7) npea-
CTaB/IeHbl HACTPOIKN MHTepdeiica, HAbop KOTOPbIX BO MHOTOM 3aBUCWT OT BblGpaHHOro NpoToKosa.

BbIGOP NPOTOKO/A NPOMU3BOAMTCS NPU MOMOLLM BbiNajatoLlero cnucka «MNpoTokon» Ha BKnagke «O6Lime HacTpoii-
Ku» (CM. PUCYHOK 7-4). Bbinagatowuii cnicok BbiGopa NpoToKosia nokasaH Ha pucyHke 7-5.

‘ WireGuard VPN

Knuent DHCP
DHCPv6 xnwent

Heynpaenaemeiit

WireGuard VPN

Puc. 7-5: Beinagatowumii cnucok Beibopa NpoTokona nHtepdeiica

Mocne BbIGOpa HOBOTO NPOTOKOS1A, HA CTPaHULLE OCHOBHbLIX HACTPOEK ByeT oTobpakeHa KHoMka «/13mMeHuUTb npo-
TOKO/1», KaK noka3aHo Ha pucyHke 7-6.

MpoTokon CTaTMYeCKWi agpec it

Bbl fleMCTBUTENDHO XOTUTE H3MEHMTb npotokon?
M3MeHUTb NpOTOKON

Puc. 7-6: KHonka cMeHbl MPOTOKONa CETEBOrO MHTepdielica

Mpu HaXXaTUM KHOMKK «/3MEeHNTbL NPOTOKO/» NPOTOKO/ CETEBOIO MHTEpdielica ByaeT N3MEHEH Ha BbIGPaHHbIN.
Mpn 3TOM Habop OCHOBHBIX U AOMOMHUTENbHBIX HACTPOEK OYEeT 3aMeHEH B COOTBETCTBUM C BbIGPaHHLIM MPOTOKO-
oM.
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Monpo6Hoe onncaHne HEKOTOPbIX M3 AOCTYMHbIX NPOTOKO/I0B CETEBLIX MHTEPCDENCOB U MX HACTPOLKMA NPUBEAEHbI
B pasfene 7.1.2 faHHOro pykoBOACTBA.

Cpeay 06Lyx aNsi BCeX NPOTOKOMOB, MOXHO BbIAE/UTb CleAyoLWMe HacTPOKK, pacnonoXeHHble Ha BKaaKe
«O06LLMEe HACTPONKN»:

* «3anycTTb NpU 3arpy3ke» — BK/IHOYAET UM OTK/THOUAET aBTOMATWUUYECKWIA 3amnyck UHTepdelica npy 3arpyske
CUCTEMBI.

Ha Bknagke «[onosH1Te/IbHble HACTPOKW» coepxaTcsa cneayolime obuime 415 BCex NPOTOKO/IOB HACTPOMKU:

* «Wcnonb3oBaTtb BCTPOEHHbIN IPV6-MEHeMKMEHT» — BK/IHOYAET U OTK/IHOHAET UCMOMb30BaHNE BCTPOEHHOIO
IPv6 MeHemKMeHTa ANs JaHHOro nHTepgieiica;

» «MpuHyguTensHoe nogkntoyverue (Force link)» — yctaHaBnmMBaTb napameTpbl MHTepdeicy He3aBucUmMo
OT COCTOSIHWA NOAKN0YEHNA. ECnv onumsa BKNHOYEHA, U3MEHEHVE COCTOSAHUA NOAK/IoYeHNs (HanpyumMep, noa-
KNtoyeHne nnu oTkoveHne kabens) He ByaeT Bbi3biBaTh hotplug 06paboTUmnKm.

JaHHas onumsa no yMon4aHuio BKOYeHa 4518 npoTokona «Cratuyecknini agpec» (cM. pasgen 7.1.2.2) n Bbl-
KNtoYeHa /18 BCEX OCTasIbHbIX NMPOTOKO/10B.

Ha pucyHke 7-7, ana npuvepa, NnpuBeaéH BHELHWI BUA, BKNAAKMN «[OMN0/HNUTENNbHbIE HACTPOKM» AN NpoToKona
«DHCP-KNneHT».
WHTepdeiickl » WAN

O61UME HACTPOIAKM | [lOMONHMTENbHbIE HACTPORKKM | HacTpoWkv kaHana | HacTpoWku MEMCETEBOro aKpaHa

WMcnonbaoBaTh BCTPOEHHDIA IPVE-MeHegMMeHT

MpunyouTensHoe nogknouedue (Force link)  []

Mcnonb3oBaTh WHPOKOBELWATeNbHbIA gnar 7]
Mcnonb3oBaTh WIKD3 N0 YMONYaHNo
WMcnonbzoeath ofbABNAEMble y3nom DNS cepeepa

Mcnonb3oeaTs METPUKY LWNK3a
ID knwenTa npu DHCP-3anpoce

Knacc npowzeoguTtens (Vendor class), koTopbiid
oTnpaenATb npu DHCP-3anpocax

HaaHaunte MAC-agpec

HazHauuTe MTU

Puc. 7-7: flononHnTeNbHble HACTPOIKN CETEBOTO NHTepdieiica aAnsa npotokona «DHCP-KNMeHT»

7.1.1.2 HacTpoiiku KaHana

Bknagka «HacTtpolikv kaHana» (CM. pUCYHOK 7-8) AoCTynHa Tonbko ans Ethernet nHtepdpelicos ¢ npotokonamu
«Ctatnyeckuii agpec», «DHCP-knneHT» n «Heynpasnsiemblii».
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WHTepdeiicbl » LAN

OG6Lme HacTPoWKK | [lOMoNHMTENbHbIE HACTPOMKK | HacTpoikv kaHana | HacTpoiku MeXceTeBoro akpaHa | DHCP-cepeep

OGbeaMHWTE B MOCT

Bxniounte STP

WHTepdeiic & ethl & eth2 v

Puc. 7-8: HacTtpoiiku kaHana ceteBoro nHtepdeiica

Ha gaHHoli BKnagke npeacTaB/ieHbl Cefytolive HacTPOKK ceTeBoro nHTepdeiica:

* «O6bENHUTb B MOCT» — HACTPOIKa NO3BO/IAET BbINOMHUTL 06beANHEHNE HECKONBKMX CUCTEMHbIX CETEBbIX
NHTEepdencos B ceTeBoil MOCT [14]. B aTom criyyae CTaHOBATCA AOCTYNHbI AOMO/HUTE/bHbLIE HACTPOWKN:

o «BKkAOUNTL STP» — BKAOYAET UMK OTKAOYaeT NpoTokon STP [15] Ha ceTeBOM MOCTY.

Bk/toueHWe faHHOW HACTPOIiKM HEOBXOAMMO A/151 BOSMOXHOCTY BbiGopa AaHHOTO MocTa A/18 ynpaB/eHust
cnyx6onn STP/RSTP (cm. pasgen 6.2.2.1).

o «Bkmountb IGMP snooping» — BktoYaeT uav oTkoyvaeT pyHkumio IGMP snooping [16] Ha ceTeBom
MOCTY.

* «V/HTepgeic» — B faHHOM BbiNagaloLemM Cnucke NPorM3BOAUTCS BbIGOP CUCTEMHOTO CETEBOrO MHTepdelica,
NPUBSA3aHHOIO K pefakTpyeMoMy MHTepdeiicy (CM. pUcyHok 7-9(a)).

2 swipl v 2= swipl 2 swip2 2 swipl v
&~ Ethemet-anantep: "eth1" (wan) [ g/ Ethemet-agantep: "eth1" (wan)
% Ethemnet-agantep: "swip1” (lan) = Ethemet-aganrep: "swip1"” (lan)
2~ Ethemet-agantep: "swip2"” {lan) =~ Ethernet-agantep: "swip2" (lan)
2~ Ethemnet-agantep: "sw1p3"” {lan) &~ Ethemet-agantep: "swip3” (lan)
&~ Ethernet-agantep: "usb0" (usbl) [] &~ Ethemet-agantep: "usb0" {usb0)

* MNonk3oBaTenbCkuil MHTepdeRc: [J 2° MNonsaoearensckuil nHTepdeiic:

(a) O6bIYHbIN ceTeBOI MHTepelic (6) CeteBoii nHTEpdhelic-mocT

Puc. 7-9: BbiGop NpMBSA3aHHbIX CUCTEMHbIX CETEBbIX UHTEPIencoB

B ToMm cnyyae, ecniv BblbpaHa onuus «O6befuHUTL B MOCT», B I@HHOM CMuCcKe Npon3BoauTCS BblGop
HECKOJ/TbKMX CUCTEMHbIX CETEBbIX MHTEPIENCOB, KOTOPbIe HE06X0AMMO 0ObEANHNTL B CETEBOIN MOCT (CM. pu-
CYHOK 7-9(0)).

7.1.1.3 HacTpoiiku mexxceTeBoro aKpaHa

Bo Bknagke «HacTpoliku MeXCceTeBoro akpaHa» npon3BOANTCS BbIOOP UM CO3aHNe HOBOI 30HbI, MPUKPENIEHHON
K pejakTupyeMoMy CeTeBOMY UHTepcheiicy. BHelWwHWit BUA BKagKn «HaCcTPOKM MEXCETEBOIO 3KpaHa» MokasaH
Ha pucyHke 7-10.
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WHTepdeiicbl » LAN
O6le HACTPOMKKM | JIONONHUTENbHbIE HACTPOAKW | HaCTPOIiKW KaHana | HacTpoiikiu MeXceTeBoro akpaHa | DHCP-cepeep

Co3aath / Ha3HaYWTb 30HY CETEBOTD 3KpaHa lan lan: & 20 redu: o' v

S

Puc. 7-10: HacTpolikn MeXceTeBOro akpaHa CETEBOro UHTepdelica

Ha Bknagke pasmeLléH ToNbKO OAUH 3/1EMEHT ynpaB/ieHnss — BbinagaoLwmii cnmcok «Co3aatb / Ha3HauuTb 30HY
CeTeBOro skpaHa» (CM. pUCyHOK 7-11).

‘Ianlan:g‘, i

He ofpegensHo
lan lam: g2 & &

wan wan:

Puc. 7-11: BeinagaroLuii CNMCoK BbI6Opa 30HbI MEXCETEBOTO 3KpaHa

Mpy NOMOLLM [AHHOTO BbINaZatoLLEero CNm1cka MOXHO BblbpaTb CyLLECTBYIOLLYIO 30HY MEXCETEBOIr0 3KpaHa Uim
co3faTb HOBYIO, BBELA €€ MSA B NoJie «co34atb». [py BbIbOpe «He onpeneneHo», peaakTipyeMblii CETEBOW UH-
Tepdheiic 6yaeT yaanEéH uU3 30Hbl, K KOTOPOI OH 6bl/1 MPUKPENEH paHee.
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7.1.2 MpoTtokKonbl ceTeBbIX UHTepheiicoB

B AaHHOM pasgerne npuBeaeHo onncaHne HEKOTOPbIX U3 JOCTYMHbIX NPOTOKO/IOB CETEBbLIX MHTEpPdIelicoB 1 onuca-
HME X NapaMeTpoB.

7.1.2.1 MNMpotokon «DHCP-KNMeHT»

[JaHHbIi NpOTOKON NpefHa3HaveH 4718 nHTepdencoB, KOHMIypauus KOTopbix Npon3soanTcs npy nomoim DHCP-
3arnpocos.

[ns naHHOro npotokosna Bo Bknagke «O6Lme HacTpoikm» (CM. pasgen 7.1.1.1) A4OCTyMHbI cneayoLimne A0onoHU-
TeslbHble HACTPOIKK:
» «lms xocta B DHCP-3anpocax» — BbI60Op MMeHM X0CTa, KoTopoe byaeT ncnosnb3osaHo B DHCP-3anpocax.

Bo Bknagke «[ononHUTeNbHbIE HACTPOIKN» (CM. pa3gen 7.1.1.1) AOCTYNHbI cneayroLme HacTPOKu:

 «/Icnonb3oBaTh LIMPOKOBELLATENbHBIN doar» — HacTpolika BK/IKUYEHUS LUMPOKOBELLATETbHOIO donara
(broadcast flag) B DHCP-3anpocax. [JaHHasa hyHKLMA MOXET NoTpeboBaTbCs 4/ HEKOTOPbIX NpoBaliaepos.

* «lIcnonb3oBath W03 MO YMOMYaHUIO» — HACTPOliKa UCMo/b30BaHKs AaHHOTO UHTepdelica B kauecTBe
MapLpyTa no yMO4aHuio.

Ecnu gaHHas HacTpoiika BK/OUYEHa, TO AaHHbI UHTepdelic 6yaeT UCnonb30BaTbCA B KauecTBe MapLupyTa
Mo yMoM4aHuio. B NpOTUBHOM C/lyvae, MapLupyT N0 YMO/YaHNI0 HacTpamBaTbCs He GyeT.

» «licnonb3oBaTb 06bsiBNsiEeMble y3/1o0M DNS cepBepa» — HacTpoiika ncnosb3oaHms DNS-cepBepoB, nony-
YeHHbIX o1 DHCP-cepBepa.

Ecnu HacTpolika Bkno4eHa, To nosnyyeHHble oT DHCP-cepBepa agpeca DNS-cepBepoB 6yayT UCMO/b30BaHbI
B KayecTBe OCHOBHbIX. B npoTnBHOM criydae, nony4deHHble oT DHCP-cepBepa agpeca DNS-cepBepoB UrHopu-
pytotcs.

* «l/cnonb3oBarb METPUKY LLMKO3a» — yKazaHue METPUKM LLIM03a 418 AaHHOro UHTepdelica.

e «ID knueHTta npn DHCP-3anpoce» — HacTpoika ngeHtudmkaropa kameHTa, ncnoasdyemoro 8 DHCP-
3anpocax.

« «Knacc npounssogutens (Vendor class), koTopblii oTnpaBnsaTb npu DHCP-3anpocax» — HacTpoiika knacca
npounssoanTens, ucnonbdyemoro 8 DHCP-3anpocax.

* «HasHauntb MAC-agpec» — HacTpolika MAC-agpeca ceTeBoro nHtepderica. Ecnu He ykasaHo, 1o 6yget
ncnosb3oBaH opurnHanbHbli MAC-agpec.

e «HasHauntb MTU» — HacTpoiika MTU ceTeBoro nHrepgeica.

7.1.2.2 MpoTtokon «Ctatuyeckuii agpec»

[aHHbIli npoTokon npegHasHaveH ansa Ethernet nHTepdelicos, Ans KOTOPbIX HACTPOIiKa |P-agpecoB 1 Npoumx na-
pameTpoB NPOU3BOANTCS BPY4HYH0, 6€3 NCNOIb30BaHUA aBTOMAaTUYeCcKoro nonyyeHus agpeca npv nomowm DHCP.
[ns gaHHOro npoTtokosna Bo Bkiagke «O6LLUMe HACTPOMKM» (CM. pasaen 7.1.1.1) AOCTYMHbI cAeaytoLine HacTPORKK:

* «IPv4-agpec» — IP-agpec ceTeBoro nHrepdpeica gns IP npotokona sepcun 4.,

* «Macka ceTtu |Pv4» — Macka noacetu onga I[P npotokona sepcun 4.

* «|Pv4-agpec wn3a» — |P-agpec wnt3a a4 I[P npotokona sepcun 4.

* «llupokoBeluaTensHsbii IPv4-agpec» — LIMPOKOBeLLaTeNbHbIA agpec cetn Ans IP npotokona sepcum 4.

« «lcnonb3oBatb CO6CTBEHHbIE DNS cepBepa» — HacTpolika MO3BOSISIET YKa3aTb COOCTBEHHbIE aapeca DNS-
CepBepoB /19 JaHHOTO CETEBOIO MHTepdelica.

* «|Pv6 HasHaueHne A/IMHbI» — ycTaHaBnueaeT AnvHy IPv6 npedivkca, genernpyemyio nHtepgericy.
Ecnvn BbIGpaHO 3HAYEHNE «BbIK/THOYEHO, TO AOCTYNHbI CAeayoL e HacTPOKK:
> «IPv6-agpec» — IP-agpec ceTeBOro nHtepdeiica ans |IP npotokona sepcum 6.
o «|Pv6-agpec wwno3a» — Macka nogcetu gna I[P npotokona sepcun 6.
> «|Pv6 HanpasneHue npedukca» — npedukc mappytmsaumm ans I[P npotokona sepcuu 6.
Ecnu 3HaueHne napameTpa 3afaHo, TO AOCTYMHbI HACTPOMKM:
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> «|Pv6 nopckaska npucBOeHWsI» — LeCcTHaAUaTEPUUHBIA ngeHTudKrKkaTop nognpedmkca, KoTopblii 1c-
Nosnb3yeTca AN HazHaYeHns yacTeil npechmkca IPv6.

* «IPv6 cydduke» — cydpdmke IPv6 agpeca. JonycTUMble 3HAUYEHNS:
o eui64 — IPv6-agpec reHepupyeTcs ¢ ucnonb3osaHvem EUI-64;
o random — IPv6-aapec reHepupyeTcs ciyyainHbiM 06pa3om;
> J1l060€e PUKCMPOBaAHHOE 3HaueHue, Hanpumep ::1unm @ :1:2.

Bo Bknaake «JononHUTeNbHblE HACTPOWKU» (CM. pa3gen 7.1.1.1) AOCTYNHbI CieayroLLmMe HaCTPOKM:
* «/lcnonb3oBaTb METPUKY LLUIKO3a» — yKasaHWe METPUKM L03a 4518 AaHHOTo uHTepdeiica.

» «HasHauntb MAC-agpec» — HacTpolika MAC-agpeca ceTeBoro nHtepgeiica. Ecnm He ykasaHo, To byaeT
MCNOMb30BaH OpuUrnHanbHbIi MAC-agpec.

» «HasHauntb MTU» — HacTpoiika MTU ceTeBoro nHtepdeiica.

7.1.2.2.1 HacTtpoiiku DHCP-cepBepa

Mpwu BbIGOPE NpoTOKoNa «CTaTnyecknii agpec» A/ CETeBOro MHTepdierica NosBAseTCcs BO3MOXHOCTb 3amnycka
DHCP-cepBepa Ha gaHHOM nHTepdelice (N0 yMONYaHUIO BbIKNHOYEH).

HacTpoiiku DHCP-cepBepa gocTynHbl Bo Bknaake «DHCP-cepBep» OKHa pefaKkTMpoBaHus HacTPOEK CETEBOTO
NHTepdheica (CM. pPUCYHOK 7-12).

WHTepdeickl » LAN

O6uwe HacTpoiAkK | [lononHuTeNbHbIE HACTPOMKKM | HacTpoiku kaHana | HacTpoiikv mexceTesoro skpaHa | DHCP-cepeep

DHCP-cepBep He HaCTPOEH [INA 5TOMO MHTEpdeiica

HacTpouTs cepeep DHCP

Puc. 7-12: Bknagka Hactpoek DHCP-cepsepa

[na BknodyeHns DHCP-cepBepa Ha nHTepdelice (eC/v OH elle He BK/IOYEH), HEOO6X0AMMO HaXaTb KHOMKY «Ha-
cTpouTk cepsep DHCP».

WHTepdeiicbl » LAN

O6LUWe HAaCTPORKK | [1OMONHUTENBHBIE HACTPOMKK HacTpoiiku kaHana HacTpoilkiu MeXceTeBOro sKkpaHa DHCP-cepBep

O6LUMe HacTpoKM | JIONONMHKTENBHbIE HACTPOIKKM | HacTpoiku IPv6

WrHopWpoBaTh uHTepdeidc [

3anycTuTb 100
MNpegen 150

Bpems apenibl agpeca | 12h

Puc. 7-13: O6wme HacTpoiiku DHCP-cepBepa ceTeBoro nHtepdeiica
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O6wwme HacTpoiikn DHCP-cepBepa npefcTaB/eHbl BO Bknagke «O6Lme HacTporikn» (CM. PUCYHOK 7-13):

» «W/rHopupoBatb UHTepeiic» — BK/IOYEHNE JaHHOWN HACTpOlikmn oTkNoYaeT paboty DHCP-cepBepa Ha gaH-
HOM MHTepdeiice.

e «CTapT» — HavyasibHbIli afpec apeHabl.
* «[pegen» — MakcMmMasibHOE KO/IMYeCcTBO afpecos, BulgaBaemMblx B apeHagy DHCP-cepsepom.

* «Bpems apeHabl agpeca» — BPeEMS UCTEYEHUS CPOKA apeHApbl apeHA0BaHHbIX aapecoB. MMHUMasIbHOE 3Ha-
YyeHne — 2 MUHYTbI (2m).

WHTepdeicbl » LAN

OBlMe HACTPOKKM | [1OMONHUTENbHbIE HACTPONKK HacTpoiikn kaHana HacTpOKWM MEXCETEBONO 3KpaHa DHCP-cepsep

O6lMe HacTpoikKM | [10NoNHUTENbHbIE HACTPOKK | HacTpoiiku IPv6

Ownxammnueckuil DHCP

MpuHyauTENbHO (Foree) [

|Pv4-Macka ceTH

DHCP HacTpOMKA

Puc. 7-14: JononHutenbHble HacTpolikn DHCP-cepBepa ceTeBoro nHtepgeiica

Ecnn DHCP-cepBep Ha UHTepgoeice BKIOYEH, TO BO BKNagke «[ono/IHUTENbHbIE HACTPOMKM» (CM. PUCYHOK 7-14)
6yayT npefcTaB/ieHbl criegyroLLme AononHuTeNbHble HacTpoliku DHCP-cepBepa:

* «[nHamnuecknit DHCP» — HacTpoiika BK/OUaeT WK OTK/OYAET PEXUM AMHAMMYECKOTO BblAeNneHus agpe-
COB K/IMeHTaMm. Eciv HacTpolika Bblk/loueHa, To 6yayT 06C/TyXKeHbl TO/TbKO KAMEHTbI C NOCTOSIHHO apeHA0BaH-

HbIMW agpecamu.

HacTpoiika nocTosHHbIX apeHs DHCP-cepBepa onvicaHa B pasgene 7.2.4 faHHOTO pykKoBOACTBA.

» «[MpuHygnTensHo (Force)» — 3anyckatb DHCP-cepBep Ha faHHOM MHTepdielice, gaxe ecniv 06HapyXeH
apyroii DHCP-cepBep B 3TOW Xe CeTH.

p

Mo ymonuaHuio, ecnu onumsa «MpuHyguTensHo (Force)» oTknoveHa, To nepeg 3anyckom DHCP-cepBepa Ha vH-
Tepdpelice, B ceTb byaet otnpasneH DHCP-3anpoc. Ecnv Ha oTnpaBs/ieHHbIi 3anpoc byAeT nosyyeH oTBeT,

T0 DHCP-cepBep 3anyLueH He 6ygeT. Mpu aToM, B CUCTEMHOM XypHasie (CM. pasgen 3.5.2) MOXHo 6yaeT o6Ha-
PYXUWTb 3anucu cneayoLero Buaa:

found already running DHCP-server on interface 'ethl' refusing to start, use 'option
~ force 1' to override

\

* «|Pv4-macka ceTu» — nepeonpegerneHne Mmackm noAceTu, Kotopas oTAaETCA KNeHTaM.

* «DHCP HacTpolikn» — HacTpolika No3BOJISIET ONpeaenvTb Npon3BobHble DHCP onuun [17], oToaBaeMble
KNueHTam.

MapameTp 3agaétcs B hopmare:

<HOMep_onuun>, <3HauyeHue_1>, <aHauyeHue_2>, ...
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Hanpumep, onuns

6,192.168.2.1,192.168.2.2

n3sewwaet DHCP-knueHToB 06 agpecax DNS-cepsepa 192.168.2.1 1 192.168.2.2.

WHTepdeiicbl » LAN

OBLMe HacTpoiiki | [loNoNHUTENBHbIE HACTPOMKM HacTpoiiku kaHana HacTpOoKK MEXCETEBOTO 3KpaHa DHCP-cepeep

OBLLMe HACTPOKK | [lONONHUTENBHbIE HACTPOMKKM | HacTpoiikn IPve

JlocTynHble pexuMbl paboTbl OTKMIOYEHO v
DHCPv6 cepeuc OTKIOYEHO v
NDP-npokcu OTKMIOUEHD w7
O6bABUTL DNS cepeepa
06bREMTE DNS goMeHbl

Puc. 7-15: IPv6 HacTpoliku DHCP-cepBepa ceTeBoro uHtepgelica

Bo Bknagke «HacTtpoliiku IPv6» AononHMTENBHO pasMeLleHbl HacTpoiikn DHCP-cepBepa, oTHocswmecs K IP npoTo-
Kony Bepcumn 6 (CM. pUCyHOK 7-15):

* «[l0CTYNHbIE PEXMMbI PAGOTLI» — PEXMUM PaBoTbl CNYX6bl RA A/15 aBTOMATUYECKO KOHUIypauum 1 Mmapli-
pyTu3aumn. JocTynHbIe BapUaHTbl:

o «OTK/IOYEHO» — Cy)X6a RA BbIK/OUYEHA;
o «PEXUM cepBepa» — cnyxba RA paboTaeT B pexumme cepaepa (To/1bKO NPUHUMAET CO0bLLEHMS);
o «pPEXUM nepegaun» — cnyxda RA paboTaeT B pexume nepegayn (ToNbko nepeaaéT coobLeHNS);
o «TMOPUAHBIN pexmrm» — cnyxba RA nepenaéT v oTnpasnsieT coobLeHNS.
[nsa pexvva paboTbl «pexunmM cepBepa» U «rmMbpuaHbIA peXxrM» AOCTYMNHA Takke creayrowas HacTporika:

o «O6bSABNSATH BCErAA, Kak MapLupyTM3aTop No YyMOIYaHW0» — NPy BK/IOUYEHUM 3TOM ONUMK faHHOe
YCTPOICTBO GyAeT Bceraa 06bABNATLCSA B KQUeCcTBe MapLUpyTU3aTopa no yMo/i4aHuio.

* «DHCPV6 cepsuc» — BbI6op pexuma padotel DHCP-cepsepa ansa npotokona IPv6. JocTynHble BapuaHTbl:
o «OTK/MOYEeHO» — DHCP-cepBep BbIK/IHOYEH;
o «pexuMm cepsepa» — DHCP-cepBep BK/IHOUEH 1 paboTaeT TOMbKO Kak cepBep;
o «pexuM nepegaun» — DHCP-cepBep BK/OYEH 1 paboTaeT B pexume peTpaHcnsauum (relay) 3anpocos;
o «TMOPUAHBIN PEXMM» — TMOpUAHLIA pexunm padotsl DHCP-cepaep.
[N 3HaYeHunli «pexvM cepepa» U «rMOPUAHBIA PEXUM» AOCTYMHbI TAKKe Criedyolime HacTPOMKU:
o «DHCPV6 pexum» — pexmnm aBToKoHGurypauun. JOCTyNHbI BapuaHThbl:

— «stateless» — NO3BONSAET XO0CTaM aBTOMarnyecku nony4yarb IPv6 agpeca B cetu 6e3 DHCP cepse-
pa yepes ncnons3osaHne NDP;

— «stateful» — aBTOkOHIUTypaLmMst BO3MOXHa TOMbKO € ucnonb3oBaHnem DHCP cepsepa,;

— «stateless + stateful» (3Ha4eHMe NO ymon4yaHUIQ) — MOTyT UCNOJ1Ib30BATLCA OAHOBPEMEHHO 06a
BMAa aBTOKOHMIypauuu.

* «NDP-npokcu» — pexum pa6otbl NDP-npokcu. [OoCTYMHbI BApUaHTbl:
° «OTK/HOYEHO»;
° «pPexnm nepegadn»;
o «TMOPUAHBIA PEXNM>.
* «O6baABUTbL DNS cepBepa» — cnncok 06baBnsembix DNS-cepBepos.
* «O6bABUTb DNS fOMEHbI» — CrMCcoK 06bABAsEMbIX DNS-A40MeHOB.
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7.1.2.3 MNMpotokon «WireGuard VPN»

[JaHHbI NpoTOKON NpegHa3HayeH A5 co3faHve 3alyLieHHoro npoussoautensHoro WireGuard nHtepdoeiica, nos-
BOJIAIIOLLIEr0 OpraHn3oBaTb focTyn Yyepe3 VPN-TyHesb K cepBepy ¢ MUHUMa/bHbIMW 3Ha4YeHVsIMUN 3a4epxku. bonee
noapo6Has nHgopmaums o HacTpoiike WireGuard VPN npusefieHa Ha oduumansHoM caiite npoektal.

WHTepdeiickl » WG

06LMe HACTPOMKN | [IONOMHMTENLHBIE HACTPORKK | HacTPOi KM MEXXCETEBONO aKpaHa | TWpbl

CocToAHKe YcTpoitcTeo: wireguard-wg
E

5 Mony4exue (RX): 0 6 (0 nakeToE)
Mepepaya (TX): 0 b (0 nakeToe)

Mpotokon WireGuard VPN v

3anycTUTb NpU 3arpyske

MpUBATHBIN KNHOU *

CreHepUpoBaTh KoY
CreHepMpoBaTh Koy

MopT ANA BXOAALLNK COSAMHEHNA

IP-appeca

He cozfaBaTs MapwpyTel [ |

Puc. 7-16: O6wme HacTpoiiku uHTepdeiica «WireGuard VPN»

[ns npotokona «WireGuard VPN» Bo Bknagke «O6Lue HacTpolikm» (CM. pUCYHOK 7-16) AOCTYMHbI cneayoLuine
HacCTpOIiKu:

» «[lpvBaTHbI KOY» — CTPOKA, KyAa BCTaB/ISeTCa CreHepupoBaHHbIii B KOAMPOBKe Base64 3akpbITbiii (npu-
BaTHbIN) ko4 gns uHtepdeiica WireGuard.

» «CreHepupoBaTh K/HU» — KHOMKA reHepaLum HOBOro C/lyvaiiHoro NpuBaTHOro Kya. Haxatue 3Toi KHOMKK
npyBeAET K reHepaLMmy HOBOTO C/lyYailHOro NPMBATHOTO K/ko4a, 3Ha4YEHUE KOTOPOro GyAeT aBToMaTUYeCcKu
BCTaB/IEHO B NMoJie BBoAA «IpUBATHbIN K/THOU».

» «[MopT Ansa BXxoAawmx coeguHeHnii» — UDP-nopT a5 Bxogawmux naketos. Mo ymonuaxmio, 51820.
» «|P-agpeca» — paspelueHHble IP-agpeca nHtepdelica WireGuard.

Bo Bknagke «Inpbi» (CM. pUCYHOK 7-17) BbINOMHAETCS HAcTpoika yaanéHHbix WireGuard-cepsepos (N1poB).

! https:/iwww.wireguard.com/xplatform/
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Ana

WHTepdeiicbl » WG

O6wme HaCTpOI:‘KI.‘\ [ononHUTENLHbIE HaCTpOF'IKM HaCTpOﬁkW MENCETEBOID 3KpaHa [MUpb!

[ononsuTencHan MHdopmayua of WireGuard uHTepteicax n yanax np1MeefieHa no agy wireguard.com.

OnucaHne

MyBAnYHBIA KNtoY iLIgbpTVyDG7nuRs5dHs8qLlSHNLddeT+AmOXSoDK3k=

MpeasapUTenbHbIi KU *

PaspelleHHble IP-agpeca 192.168.23.50 p

MapLUpyTU3MpOBaTL paspelleHHble IP-agpeca [
KoHeuHbll yaen wireguard.example.com
IMopT KOHEUHOTO yana

MNocToAHHO AEPHATb BKNHOUEHHDIM

LoGaewTb yaen (peer)

Puc. 7-17: Bknagka «Mupbl» nHtepceiica «WireGuard VPN»

kakporo WireGuard-cepsepa AOCTYMHbI CIeAYHLLME HACTPOKM:
«OnuncaHme» — HeobsA3aTeNlbHOE TEKCTOBOE onucaHne yaanénHoro WireGuard-cepsepa.

«[MyBANYHBINA K1HOY» — CTPOKA, KyJa BCTaB/ISETCA CTEHEPUPOBAaHHbIN B KOAMPOBKe Base64 ny6nuuHblii kKwou
Ans nHtepdeiica WireGuard.

«[MpenBapuTenbHblli KNoy» — WNpoBaHHbIA 06K KoY, B KoAMpoBKe Base64, koTopblii fobaBnseT fo-
NOMHUTENbHBIV CI0IM KpunTorpaduy ¢ CUMMETPUYHBIM K/IKOHOM A/151 MOCTKBAHTOBOW YCTONYMBOCTH.

«Pa3pelueHHble IP-agpeca» — IP-agpec 1 npedukebl, ¢ KOTopbIX ByaeT fonyLeH Tpaduk.

«MapLpyTr3nposark paspelleHHble [P-afpeca» — ycTaHOBKa JaHHOro napameTpa No3Bo/IfAET co3AaBaTb
MapLUpyTbl 4111 paspeLleHHbIX |P-agpecos A1 KOHEYHOro y3na.

«KOHEUHbIIi y3en» — [JOMeHHoe UMsl UK IP-afpec KOHeYHOro YCTPOCTBa.

«opT KOHEYHOTO y3/1a» — MOPT A5 BXOAALWMX Y UCXOASLLMX NaKEeTOB KOHEUHOTOo y3na. 1o yMonyaHuio,
51820.

«OCTOSIHHO AepXXaTb BKIOUEHHbIM» — KOMMYECTBO CEKYHA, MeXay CoxXxpaHeHneM cooblieHuii. Mo ymonya-
HUIO, «0» (OTK/OUEHO). PekoMeHayemoe 3HaueHne, ecv 3To YCTPOCTBO HaxoamTest 3a NAT — «25».

[na nobasneHus gononHuTenbHoro yaanéHHoro WireGuard-cepsepa He06x04UMMO HaxaTb KHOMKY «406aBuUTb
y3en (peer)», pacnoNoXeHHY BHMU3Y OKHa HacTpoeK (CM. PUCYHOK 7-16).
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[na ypanenve ynanénHoro WireGuard-cepsepa HE06X0AMMO HaXaTb KHOMKY «Y4anunTb», PACNONOXEHHYI0 nepes,
610KOM HacTpoek cooTBeTcTBytowero WireGuard-cepsepa (CM. pUcyHok 7-16).

7.1.2.4 MpoTokon «HeynpaBnsemMblii»

[aHHbIi NPOTOKON HEe MMEET [ONOSTHUTENbHBLIX HACTPOEK ¥ NpeAHa3HayeH g5l MHTepdeiicoB, KOTOPbIE HE yNpaB-
nsaTCsa cnyxooii netifd.
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7.1.3 Co3paHune HOBOTO UHTepheiica

[na co3gaHns HoBOro nHTepdieica npegHasHayveHa KHomnka «[06aBnTb HOBbIN NHTEpPAIENAC...» (CM. PUCYHOK 7-1),
pacnosioXeHHas BHM3Y Tabnuubl MHTepdeincos.

Mpu HaxkaTn KHOMKK «[l06aBNTb HOBLIN MHTEphec» ByAeT OTKPbLITO BCM/IbiBatoLLEE OKHO CO34aHMS HOBOTO ceTe-
BOrO MHTepdpeiica, kak MoKa3aHo Ha pUCyHke 7-18, Ha KOTOPOi criefyeT yKa3aTb OCHOBHbIE HACTPOKM co3aaBae-
MOro nHTepdelica, BKoYas CMMBO/IbHOE UMS U MPOTOKO/ MHTepdeiica.

[Oo6aBuTb HOBbI MHTEpdeiic...

Haseauwue | |

MpoTokon KnuexTt DHCP b4

06begUHUTE B MOCT O

WHTepdeiic v

L YECEN Cosparth mHTepdeiic

Puc. 7-18: OkHO co3aaHusi HOBOTO CETEBOIO MHTepdielica

Mocne BBOAA OCHOBHbIX NapaMeTpoB UHTepdeiica, A1 ero co3gaHuns crieayeT HaxaTb KHOMKy «Co3aaTtb MHTep-
dhelic». Ecnn ocHOBHbIE MapaMeTpbl CO34aBaeMoro nHTepdelica 6o BBeAEHbI 6€3 0LMO0oK, OyaeT 0TO6PaXEHO
OKHO pefaKkTMpOoBaHNsi HOBOro MHTepdeiica, KOTOpPoe NoAPO6HO onmncaHo B pasgene 7.1.1 gaHHOro pykoBoACTBa.

7.1.4 YpaneHue nHtepdceiicoB

[ns ynaneHua nHtepdieiica npefHasHavyeHa KHomka «YaanuTb» (CM. PUCYHOK 7-1), pacrnosioXeHHas B CTPOKe Co-
OTBETCTBYHOLLETO MHTepdeiica.

Mpu HaXXaTUM KHOMKK «YaanuTb», nHTepdeiic GyaeT nomevyeH Ans yaaneHns. PeasibHoe yaaneHne nHtepdei-
ca npou3oiaET TOMbKO NOC/ie COXPaHEHUSI U NPUMEHEHNS CAEMaHHbIX HACTPoekK (KHomnka «CoxpaHuTb U npumMe-
HUTb»).

http://owen.ru 166 /228


http://www.owen.ru

Kpartkoe onvncaHue oCHOBHbIX thyHKUMiA Web-nHTepdoeiica ynpaBneHust KoOHTposniepoB...  TN-UG-OWRT-LUCI-R3

7.2 DHCP u DNS

Ha ctpaHunue «DHCP 1 DNS» pasgena «CeTb» npeAcTaB/eHbl HACTPOKN CeTEBO Cyx6bl dnsmasg, koTopas
npeactasnset coboli nerkosecHoli DNS n DHCP-cepsep. BHewHuii Bug ctpaHubl «kDHCP 1 DNS» nokasaH
Ha pucyHke 7-19.

& plc210-DHCP M DNS- LuCl X | @ Hoean sxnagka x | =+ - ] by

&« c ‘Q © & 172.16.0.1/cgi-bin/luci/admin/network/dhecp bl w N @ @

\/ H ~ =
“ - K AEBTOOGHOENEHME BKIIOYEHO
-

CoCTORHME b ple210

Cuerena b DHCP n DNS
nnK »

CnyxGbl b -
HacTpoiikn cepeepa

Cetb ¥

O6Lme HacTpodku | @ainbl resolv u hosts | JlononHWTENsHbIE HACTPORKKA | MOCTOAHHLIE apeHsb!

WHTepdeiico!

DHCP v DNS TpeGyeTca gomeH
Mmena xocTos

CTaTuyeckne MapLupyThl OcHoBHO#
MEKCeTERBOM 3KpaH

INwarHocTuka JokanbHbii cepeep flan/

CraTucTuka b

BbIATH
TNoKanbHbIil foMeH lan

3anuch sanpocoe [

Mepexanpaenedue 3anpocoBDNS  gggg

3awmTa oT DNS Rebinding

Puc. 7-19: CtpaHuua «DHCP 1 DNS»

HacTpoiiku cnyx6bl dnsmasq Ha cTpaHuue «<DHCP 1 DNS» pa3geneHbl Ha HECKO/TbKO BKIaA0K:
» «O6LWue HacTpolikm» (cM. pasgen 7.2.1);
* «®alinbl resolv n hosts» (cm. pasgen 7.2.2);
* «JlononHUTENbHbIE HACTPOMKM» (CM. pasgen 7.2.3);
* «[locTosiHHbIE apeHabl» (CM. pasgen 7.2.4).

7.2.1 OGWMe HACTPOWKN

O6Lpme HacTpoiikM cnyx6bl dnsmas( pacnonoxeHbl BO BkNaake «O6Lme HacTpoliku» cTpaHuLbl «kDHCP n DNS».
BHewHwuii Bug, BkNagkn «O6Lme HacTpoLikM» nokasaH Ha pucyHke 7-20.
Bo Bknagke [OCTYMHbI cnefytoLlme OCHOBHbIE HACTPOIKN:

* «TpebyeTcs AOMeH» — He nepeHanpaBnsaTb DNS-3anpocbl 6e3 DNS-1meHu.

» «OCHOBHOWi» — HaCTpOiika, onpegensoLLas egUHCTBEHHbIN N 3To DHCP-cepBep B 10KasibHOM ceTw.

* «JloKasibHbIi CepBep» — MMEHa, COOTBETCTBYIOLLME AaHHOMY JOMEHY HMKOTAA He nepegatotcs. JaHHble nve-
Ha paspeluaroTcs Tonbko 13 dpaina DHCP («/etc/config/dhcp») nnu cpaitna xoctoB («/etc/hosts»).

* «JloKasbHbIt AOMEH» — cyddOUKC NIOKasIbHOTO AOMEHaA, KOTopbIi 6yaeT AobasneH k DHCP-umeHam v 3anu-
csiM dpaiina xocToB («/etc/hosts»).
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O6LUMe HACTPOMKK ‘ hainbl resolv u hosts | [ ononHUTENLHLIE HACTPOMKK | MocToAHHbIE apeHab!

TpebyeTcA noMeH

OCHOBHO#M

TNokansHbli cepeep

TokanbHblil foMeH

3anuch 3anpocos

MepexanpaBnexu1e sanpocos DNS

3awuTa oT DNS Rebinding

Paapeumn: NOKaNbHBIA XOCT

Benbiit CnMcok JoMeHoB

Tonbko NoKansHblid DNS

He ucnonbaoeats wildcard

WMHTepdeidc ANA BXOARILMX cOeAMHEHWH

WecknouuTe MHTepdeiicol

=]

He nepexanpasnATe DNS-3anpoco Ge3 DNS-umenn

=]

370 egMHCTBEHHBIN DHCP-cepsep B NokanbHoM ceth

Jlan/

CornacHo Tpe6oBaHWAM, MMeHa COOTBETCTBYIOLUME 3TOMY [IOMEeHy, HUKOra He nepefatoTcA. W paspelwatotca
TOMbLKO U3 aina DHCP (fetc/config/dhep) unw daiina xocTos (fetc/hosts)

lan

CYQOUKC NOKANSHOND OMEHa, KOTOPbIN 6yfeT AoGasneH K DHCP-MMeHaM 1 3anucy daiina xocTos
(/etc/hosts)

O

3anncbiBath nonydeHHbie DNS-3anpochl 5 CUCTEMHBIR XypHEN

8888 ®

Cnucok DNS-cepeepos ANA NepeHanpasneHvA 3aNpocos

=i

OTEpAChIBATL OTBETHI BHEILHENR ceTh RFC1918

=i

PaspewwTb oTBETHI BHELWHEH CETH B Avanasoxe 127.0.0.0/8, Hanpumep, AnA RBL-cepancos
CrMCoK AOMEHOB, ANA KOTOPbIX PaspelleHpl 0TBETbI RFC1918

[

OrpakudeHue cepemca DNS, AnA nofceTedt wHTepdeiica nenonbsyrowero DNS.

=]

TMpMBA3bIBATL JMHAMAYECKM K HTEp(dElicaM, 3 He N0 WABN0HY afpeca (PeKOMEHYETCA N0 YMONUaHIo AnA

Linux)

OrpaHnybTE NPOCNYLUMBAHWE 3TUX WHTEPDEACOE M 3aMbIKaHWE Ha CEGA.

3anpeTUTL NPOCNYLIMBAHME STHX MHTEPDERCOB

Puc. 7-20: O6wwme HacTpoiiku cnyx6bl dnsmasq

0O6Lyme HacTpoilk | ®ainbl resolv v hosts | JlONOAHWTENbHBIE HECTPOWKKM | MOCTOAHHbBIE ApEHAbI

WcnonbsosaTh /etc/ethers

Dain apeHa

WrHopupoeaTb thaiin resoly

Daiin resolv

WriopupoBaTh coaepxuMoe Gaina «/etc/hosts»

JononuuTtenskbli hosts dain

=]

Wcnonesosats Gain «/etc/ethers» gna wactpoikn DHCP-cepsepa

/tmp/dhcp.leases

Daiin, rae XPaHATEA apeHaosanHbie DHCP-agpeca
O

J/tmp/resolv.conf.d/resolv.conf.auto

TNoxanbhbii DNS-baiin

O

Puc. 7-21: HacTtpoiiku chaiinos resolv.conf n hosts cnyx6bl dnsmasq
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«3anmcb 3anpocoB» — 3anncbiBaTb NostydeHHble DNS-3anpockl B CUCTEMHbIN XypHaUT.
«[epeHanpasneHmne 3anpocoB DNS» — cnuncok DNS-cepBepoB /151 nepeHanpasneHns 3arnpocos.

«3awmTa ot DNS Rebinding» — Bk/Ilo4aeT nnmn oTk/Io4aeT (PyHKLMOoHaN 3almTbl OT atakm DNS
rebinding [18].

Ecnu onuus BKkAOUEHa, TO AOCTYMHbI TAKXe A0NOMHUTE/IbHbIE HACTPOKM:

o «Pa3peLlnTb NOKasbHbIA XOCT» — pa3peLUnTb OTBEThI BHELLIHER ceTu B Anana3oHe 127.0.0.0/8.

o «benblih CNNCOK AOMEHOB» — CMMCOK AOMEHOB, A/151 KOTOPbIX paspelleHbl oTBeTbl RFC1918 [13].
«Pa3pelunTb /I0KasbHbI XOCT» — BK/IOYAET UK OTK/IHOYAET OTBETHI BHELLHEN ceTn B gnanasoHe 127.0.0.0/8.
«Benblil cnMcok fomMmeHoB» — CMNMCOK OMEHOB, 4715 KOTOPbIX pa3peLueHbl oTBeTbl RFC1918 [13].

«Tornbko nokasbHbln DNS» — orpaHunyeHune cnyx6bl DNS ans nogcereit nHtepdeiica ncnonbayrouiero DNS.

«He ncnonb3oBark wildcard» — Bk/IO4YaeT coeguHEHNE TOMBKO C onpeaenéHHbIMK MHTepdieiicamm, He uc-
NOMb3YHLWMMN NOACTaHOBOYHbIE agpeca (wildcard).

«VHTepdeic ansa BXoAALWNX COeANHEHN» — CMUCOK NHTEPENCOB A1 MPOCAyLIMBaHus. o ymMmonyaHuto
npocaywmnBaoTcs Bce nHTepdpeiickl. MNpn ykasaHum cnucka nHTepdpencos 4ns npocaywmnsBaHus, cnyxoa oy-
[OET NpocnyLmBaTh NOPTbl YKa3aHHbIX MHTepPAeCcoB a Takke nHTepdeica nokanbHoi netm (loopback).

«/IckniounTb nHTEpdeicbl» — CNMCoK MHTEPIECOB, HA KOTOPbIX 3anpeLLeHo NPOC/TyLUMBaHNE CYXObI
dnsmasq.

7.2.2 Hactpoliku chaiinoe «resolv.conf» u «hosts»

Bo Bknagke «daiinel resolv n hosts» ctpaHuubl «<DHCP 1 DNS» pacnonoxeHbl HACTPOIKKM, Kacatolmecs aiinos
«resolv.conf» [19] n «hosts» [20]. BHewwHniA BUA, BKNaaku «daiinel resolv n hosts» nokasaH Ha pucyHke 7-21.

Ha Bknagke «®aiifbl resolv 1 hosts» AOCTYNHbI CeaytoLLme HacTPONK:

«lcnonb3oBath /etc/ethers» — ykazaHue Ucnosb3oBaTb KOHPUIypaLmMoHHbIA tain «/etc/ethers» [21] ans
HacTpolikn DHCP-cepsepa.

«Paiin apeHg» — nyTb K doaiiny, rae xpaHntcs nHdhopmaunsa 06 apeHgoBaHHbiXx DHCP-agpecax.
«lMrHopupoBaTh thaiin resolv» — ykazaHue cnyx6e dnsmasq urHopnpoBaTb AaHHble doaiina «resolv.conf».

«®alin resolv» — nyTb K haiiny «resolv.conf». laHHan onuus HeAOCTyNHa, ecnn BkoueHa onuus «rHopu-
poBartb chaiin resolv».

«l/rHopupoBaTb cogepxmmoe haina /etc/hosts» — ykasaHue cnyxbe dnsmasq MrHOpMpoBaThb AaHHble dhaii-
na «letc/hosts».

«JlononHuTenbHbI hosts halin» — No3BONSET yKasaTb OAVH UM HECKO/TbKO AOMNOMHUTENbHbIX haiifios
«hosts». YkazaHHble chalinbl 6yayT MCnonb30BaTbCs BMECTE CO CTaHAAPTHbIM dhalinom «/etc/hosts». JaHHas
onumMs HefOCTyMHa, eCNn BK/IoYeHa onumsa «MrHopmpoBaTth /etc/hosts».

7.2.3 [lononHutenbHble HACTPOIIKU

JononHuTtenbHble HACTPOIKM CnyX6bl dnsmasg pacnosioXeHbl BO BKNaaKe «[onoHUTENbHbIE HACTPOKM» CTpa-
HUUbl «kDHCP 1 DNS». BHelwHwWi1 BUA BKIaAKN «[ONO/THUTENbHbIE HACTPOMKM» NMOKa3aH Ha pUCYHKe 7-22,

Bo BKNaake AOCTYMHbI CleaytoLe HacTPOKX:

«[ogaBunTb NorMpoBaHne» — NogaBUTb SIOrMpPoBaHne paboTbl MPOTOKOIOB cyX6bl dnsmasq (DNS n DHCP).

«Bblaenate IP-agpeca nocneposarenibHO» — Bblgasatb DHCP-knneHTam IP-agpeca nocnefosarefibHo, Ha-
YMHaA C MeHbLLUEro AOCTYNHOro ajgpeca.

«®PUNLTPOBATb YacTHblE» — He NnepeHanpaBnaTb o6paTHblie DNS-3anpockl A1 IOKasIbHbIX CETEIA.

«PuneTpoBaTb 6eCcnosiesHble» — He nepeHanpas/ifTb 3anpockbl, KOTOPblE HE MOTYT ObITb 06paboTaHbl Ny6-
NnyHbiMn DNS-cepsepamm.

«J1oKa/IM30BbIBaTb 3aMPOChl» — JI0KA/IM30BbIBATbL MMS XOCTa B 3aBMCMMOCTM OT 3anpallBaeMoii NoAceTH,
€C/IN AOCTYMNHO HECKO/bKO |P-aipecoB.

«PaclumpsATb UMeHa y3/10B» — [06aBUTb NI0KasTbHbIA CydddMKEC JOMEHa N5 UMEH U3 haiiia XOCTOB
(«/etc/hosts»).

«OTK/IYUTL K3LL OTPULIATENbHBIX OTBETOB» — HE KELUMPOBATb OTPULATE bHbIE OTBETHI, B TOM U1C/e Afs
HECYLLIECTBYIOLLMX JOMEHOB.
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O61KWe HACTpoMKKW | @ainbl resolv U hosts | [JoNOAHWTENbLHLIE HACTPOWKK | TOCTOAHHLIE apeHabl

MNMogasnTb Nnorn poBaHWe

Boigenate IP-agpeca nocnegosaTenbHo

@un BTPOBaTE YaCTHBIE

PuneTpoBaTh GecnonesHble

NokanuzoBbIEaTh 3aNpochl

PaclUMpATE HMEeHa yanoe

OTKNKOYATD K3LU OTPULIATENbHDLIX OTBETOB

JlononHMTENbHbIE halinbl cepeepoB

CTporui NopAAoK

Bce cepeepbl

MepeonpegeneHne nogaenbHoro NX-gomMena

DNS nopt 3anpoca

MakcumanboHbii EDNSO pasmep naketa

MakcHuManbHoe KONWUECTBO OHOBEpEeMEHHDBIX

Janpocoe

Paamep kawa DNS 3anpoca

O

MoAaBMTh NOrMPOBaHWE CTaHAAPTHOR PaGOThI 3THX NPOTOKONOB

O

BbiaensTs |P-afpeca NocneaoBaTENsHO, HAYMHETE C MEHBLUIERD AOCTYNHOTO aApeca

]

He nepexanpaBnATb o6paTHble DNS-3anpochl ANA NOKaNbHbIX CETE

O

He nepeHanpaBnATh 3anpochl, KOTOPLIE HE MOTYT 6biTh 06PaGOTaHbI NYENMYHbIMKM DNS-CepBepamu

]

JIOKaNW3MPOBaTb MMA XOCTA B 38BMCUMOCTM OT 3aNPaluMBaeMoi NOLCETH, eCTH SOCTYNHO HECKONbKO |P-
afgpecos

]

JloBaBuTb NoKanbHbIA cydduKe LoMeHa ANA WMeH 13 daitna xocTos (/etc/hosts)

O

He KeluMpoBaTL OTPWLaTENbHbIE OTBETDI, B T.4. 1A HECYLLECTBYIOLMX JOMEHOB

3TOT (aitn MOMET COLEePXaTb TakMe CTPOKW, KaK server=/demain/1.2.3.4 WM server=1.2.3.4 ANA
Ka®oro OTAENBHOIO A0MEHa MIM 06LYMIA DNS cepaep.

O

DNS cepeepa GyayT ONpOoLISHE! B NOPAAKE, ONPEaeneHHOM B resolviile daiine

O

...........
CnmrcoK XOCTOB, MOCTaBNAOLMX NOAAENbHbIE PE3YNLTaTbl JomeHa NX
MNopt ana exogAwmx DNS-3anpocos

(DUKCHPOBaHHbIA NOPT AnA McxoaAwmy DNS-3anpocos

MaKcuManbHoe KONMWYEeCTBO aKTMBHbIX apeHaoBaHHbix DHCP-agpecos
MaKcHManbHo oNyCTHMbIA pasmep UDP nakeTos EDNS.0

MaKCUManbHo fONYCTUMOS KONWYECTED OHOBPEMEHHDIX DNS-3anpocos

KonuuyecTso k3alwmposaHHblx DNS sanucei (Makcumym — 10000, 0 — oTKIHOUMTD KILLMPOBaHKE)

Puvc. 7-22: lononHuTenbHble HACTPOIiKM cnyx6bl dnsmasq
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* «JlononHuTtenbHble aiisibl cepBepoB» — NyTb K A0NO/HUTENBLHOMY (haiinly cepBepoB. B daiine AomkHbI

cofiepXaTbCsl CTPOKU B BUAE

server=/domain/1.2.3.4

nnn

server=1.2.3.4

* «CTporvii Nopsagok» — ecsin AaHHasa HacTpoiika BkoveHa, To DNS-cepsepa 6yayT onpalimsarbCs CTPOro
B Nnopsiake, onpeaenéHHoOM B «resolv» dhaiine.

* «Bce cepBepbl» — onpalunsaTk Bce umetoLinecs BHellHne DNS-cepsepbl.

« «[epeonpeaenexne nogaenbHoro NX-goMeHa» — CMMCOK XOCTOB, NOCTaBAALMX NOAAENbHbIE Pe3y/bTaThl

pnomeHa NX.

» «DNS nopT cepeepa» — HoMep noprta ansa Bxoaaiyx DNS-3anpocos.

» «DNS nopT 3anpoca» — HOMep nopTa Ana ucxoasumx DNS-3anpocos.

¢ «MakcumanbHoe kon-so DHCP apeHf» — MakCuMasibHOe KOSIMYeCTBO akTUBHbLIX apeHA0BaHHbIX DHCP-

afpecos.

* «MakcmasbHbli EDNSO pasmep naketa» — MakCumasibHO gonyctumblii pasmep EDNS.0 UDP nakeTos.

* «MakcumasibHoe KO/IM4YeCcTBO OAHOBPEMEHHbIX 3anpoCcoB» — MakCUMaslbHO A0NYyCTUMOe KO/IMYECTBO OfHO-

BpemMeHHbIX DNS-3anpocos.

» «Pa3mep kawa DNS 3anpoca» — KOfmM4yecTBOo KalumMpoBaHHbIX DNS 3anuceii. MakcMasibHO BO3MOXHOE 3Ha-
yeHne — «10000». Mpun ykazaHun 3Ha4eHns «0» kelumpoBaHne DNS-3anpocoB 6yaeT OTK/IH4YEHO.

7.2.4 HacTtpolika nocTosiHHbIX apeHg DHCP-cepBepa

lMocTosiHHas apeHja Ucnonb3yeTcs A8 NPUCBOeHNA prukcupoBaHHbIx IP-agpecos 1 MMEH DHCP-kineHTam. Mo-
CTOSIHHAs apeHja Takke HeobxoaymMa A5 CTaTNHeCcKnX MHTepdIEeicoB, B KOTOPbIX 06CNYXMBAIKOTCA TOSbKO K/IMEH-

Tbl C MPUCBOEHHBLIMY aapecamu.

YnpasrieHve NoCTOAHHbIMW apeHgamn pasmeLleHo BO BKagke «lMocTofAHHbIe apeHabl» cTpaHuubl «<DHCP
1 DNS». BHeLHuUiA BUA, BKNaakn «MOCTOSHHbIE apeHbl» NnoKasaH Ha pucyHke 7-23.

O6lume HacTpoikK | ®ainbl resolv n hosts | [lononHUTENbHbIE HACTPOWRKKW | [TOCTOAHHbIE apeHfb!

WmA xocTa MAC-anpec IPv4-appec

host1 60:EE:7C 172.16.0.234

AxTueHble DHCP apeHgbl
Wma xocta IPv4-agpec
MSI 172.16.0.234
AxTUBHbIE DHCPV6 apeHabl

XocT IPvé-aapec

BpemA apeHabl aapeca DUID  IPv6-cydiukc (hex)

HeT HET HET HameHuTs Yoanutb
DNo6aBuTb

MAC-appec OcTaBweecA BpemMA apeHabl
:60:EE:7C 194 54m 57¢c
DUID OcTaBlleecA BPEMA apeHfbl

HeT aKkTHBHBIX apeHA0BaHHbIX 84pecos

Puc. 7-23: HacTpoiika NOCTOsIHHbIX apeHs cnyx6bl dnsmasq
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[ob6aBneHne HOBOI MOCTOSIHHOW apeH/bl OCYLLECTB/ISETCSA HaXXaTUeM KHOMKN «[1o6aBuTb» C NocneayoLmm yKa-
3aHMEM NapamMeTPOB NOCTOSIHHON apeH/bl B OTKPLIBLUEMCS BCM/IbIBAOLLLEM OKHE HACTPOEK NOCTOSIHHOM apeHbl
(cMm. pucyHok 7-24).

DHCP n DNS
WUmA xocTa
MAC-anpec ATBA v

IPv4-anpec 192.168.5.1 d

e

Puc. 7-24: lo6aBneHme 3anmcu noctosiHHol apeHabl DHCP-cepsepa

Vi3meHeHWe CyLLeCTBYIOLLMX 3anuceli cTaTuYecknx afpecos OCYLLECTBASAETCA NPY NOMOLLM KHOMKN «3MeHUTb»,
pacnosioKeHHOV B camMoM NpaBoM CTON6Le TabunLbl CTATUYECKUX afjpecoB 15 KakJoi 13 3anuceii (CM. pucy-
HOK 7-23).

YaanuTb CyLLEeCTBYOLLYHO NOCTOSAHHYIO apeHdy MOXHO NMPU NOMOLLY KHOMKN «YAa/InTb», PACMNO/IOKEHHON B CTPOKe
COOTBETCTBYOLLE 3anncK (CM. PUCYHOK 7-23).

JononHuTtensHo, Ha Bknagke «loCcTosAHHbIEe apeHabl» B nogpasaenax «AktueHble DHCP apeHapbi» 1 «AKTUBHbIE
DHCPV6 apeHabl» NpnBoasTcs Tab/uLbl TEKYLLIMX apeHA0BaHHbIX aapecoB A/ I[P npoTokonoB Bepcuii 4 1 6
(cMm. pucyHok 7-25).

AxkTneHble DHCP apeHgbi

Hma xocTa IPvd-agpec MAC-agpec OcTaBweecn BpeMA apeH/bl

MSI 172.16.0.234 60:EE:TC 194 44m 1c

AxTUEHBbIE DHCPV6 apeHgbl

XocT IPvé-aapec DUID OcTaBlieecA BPeMA apeHAbl

HeT aKTHBHEIX apeHg4oBaHHbIX 34pecos

Puc. 7-25: AkTuBHble apeHabl DHCP-cepsepa

AHaorMuHbIi nogpasgen ¢ Tabnuueli apeHaoBaHHbIX aapecoB Ans |P NpoToKonoB Bepcuii 4 1 6 nMeeTcs Takke
1 Ha cTpaHuue «O630p» pasgena «CoctosiHne» (cM. pasgen 3.1.6).
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7.3 NImeHa xocTtoB

Ha cTpaHuue «/meHa xocToB» pasgena «CeTb» MOXHO onpeaenuTb Nob30BaTe/lbCKuii CMCOK XOCTOB U COOTBET-
cTByoLWne M IP-agpeca. BHelwHWn Bug, ctpaHuubl «/iMeHa XocToB» NnokasaH Ha pucyHke 7-26.

° plc210 - Mimena xocToe - LuCl X +

O X

&« G o © & 172.16.0.1/cgi-bin/luci/admin/network/hosts wee o 4+ N B @'

UBEH :

Cocronnne b plc210

CucTema b WmeHa xocToB

nnK »

Crnmncok XxocTos
CnywGol ¥
WMMA xocTa IP-appec
CeTb ¥
= W3MEHUTE YRanutb

HMmeHa xocToB

notebook 172.16.0.234

HMaMeHUTE Yoanuto
CTaTuyeckue MapLUpyThi
MemceTeBoil akpaH No6aBuTb

ImarHocTuka

CraTucTHKA P CoxpaHWTb U NPUMEHHTD v CoxpaHutb

BbiATH

Puc. 7-26: CtpaHuua «/imeHa XocToB»

[o6aBneHne HOBOTO MMEHU XOCTa OCYLLECTB/ISIETCS HAXaTUeM KHOMKN «[,06aBUTb» C NOC/eAyoWMM yKazaHuem

MMEHU X0CTa 1 COOTBETCTBYHLLEro emy IP-agpeca B OTKPbIBLLUEMCS BCIN/bIBAKOLLEM OKHE HACTPOEK 3anmncu, Kak
NnokasaHo Ha pUCYHKe 7-27).

MmeHa xocToB
WmnA xocTa server

IP-agpec 192.168.5.100 (i= = "":FF:5B) v

e

Puc. 7-27: CtpaHuua «/meHa XxocToB». OKHO HACTPOEK 3anucu

[ns pefakTMpoBaHUs yXe CYLLECTBYIOLLEN 3anncy npefHasHadeHa KHomka «/13MeHUTb» B NpaBoli YacTu Tabnuub
XOCTOB. MNpKN HAXATUN KHOMKK «VI3MeHUTb» ByAeT OTKPLITO BCM/IbIBAIOLLEE OKHO C PeAaKkTUpOBaHNs NapameTpoB
COOTBETCTBYIOLLIEl 3aNNCK NOMHOCTLIO aHANOTMMUYHOE OKHY NPy A06aBNEeHUM HOBO 3anmcu (CM. PUCYHOK 7-27).

YaanuTb CyLEecTBYHOLLYIO 3aN1cb UMEHW XOCTa MOXHO NPy MOMOLLY KHOMKU «YAa/IuTb», PacrnofioXeHHOl B COOT-
BETCTBYIOLLEN CTPOKE.
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7.4 CtaTnyeckue mMapLlupyThbl

HacTtpoliiku ctatnyecknx IPv4 n IPv6 MapLUpyTOB pacrnosioXeHbl Ha cTpaHuue «CTtaTuyeckme MapLupyThbi» pasgena
«CeTb». [laHHble HaCTPOIKM NO3BONSAKT [06aBNATL B IPV4 1 IPV6 Tabnuubl MapLipyTU3aLmm nonbL30BaTe/lbCckue
MapLUpyThl (CTaTUYecKne MapLupyThbl).

BHewwHWi BUA cTpaHuLbl «CTaTnyeckme MapLUupyThbi» NoKasaH Ha pUcyHke 7-28.

@ plc210 - Cratnueckne mapwp: X | 4= - O =

« ¢ Q © £ 172.16.0.1/cgi-bin/lud/admin/network/routes s ﬁ i mn @ &

UBEH

CoCTORHKE b plc210

Cuctema b

MapLpyTbl
nnK »

CryxGsi b CTaTn4eckue MaplupyThl IPv4 | CTaTWYeckue MapLupyTsl IPV6

CeTb ¥

- CraTuyeckue mapupyTthi IPv4
MHTepdeiico!

DHCP 1 DNS WHTepdeiic HazHaueHue IPv4-mackacety  |Pv4-wmoz  Metpuka  On-link MmapwpyT

IP-agpec wnm ceTh EC/H CETh.
MmeHa xocToB

lan: 22 g2 g2 192.168.20.0 255.255.255.0 192.168.0.1 m
CTaTMuecKne MapLupyThl
MesKCeTeB0M 3KpaH

JuarHocTuka

Cramneriia b

BbIATH

(=]

&

3
il

Puc. 7-28: CtpaHuua «Cratnyeckne mapLupyTbi»

CTpaHuua «CTtaTnueckie MapLipyTbi» pasfeneHa Ha aBe BkAaaku «Ctatmyeckme mapwpyThbl IPv4» n «CTatude-
CKMe MapLipyThbl IPv6» npegHasHadeHHble A1a yNpaBieHns cTaTuieckumy MapLupytamu ans IPv4 u IPv6 cootBeT-
CTBEHHO.

[anee paccmMoTpeHo ynpaBeHre cTaTuiyecknmm MapLupyTamu Tofbko ans IPv4, Tak kak gns IPv6 Bce aeiicTeus
N HACTPOWKN MapLUPYTOB NOSIHOCTHHD COBMAAAoT.

Jo6aBneHne HOBOIO CTATUYECKOTO MapLLpyTa OCYLLECTBAETCA HAXATMEM KHOMKN «[06aBnTb». [Npn HaxxaTtum
KHOMKKN «/106aBUTb» ByET OTKPbLITO BCM/IbIBAKOLLIEE OKHO HACTPOEK A06aB1aemMoro MapLipyTa, kak nokasaHo Ha pu-
CyHke 7-30.

MapwpyTbl

O61me HacTpoiiku | [1ononHUTENbHbIE HACTPOIHKK

WHTepdeiic lan: B [

HasHaueHue 192.168.20.0
IPv4-macka ceTn 255.255.255.0

IPv4-wnoz 192.168.0.1

Puc. 7-29: Ctpanuua «CTtatnyeckne mapLupyTbl». OKHO HacTpoek mapLipyTta

[Nsi pelakTMpOBaHWs! yXe CYyLLEeCTBYHOLLEero MapLupyTa npegHasHadeHa KHomka «/3MeHUTb» B npaBoii yacTu Ta6-
LB MapLIPYTOB. MpY HAKATUM KHOMKM «3MeHUTb» GYeT OTKPbLITO BCMN/IbIBAKOLLIEE OKHO C PeAaKTUpPOBaHMs
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MappyTbl

OGLUMe HACTPOIKN | [1OMONHUTENBHBIE HACTPOMKMN

MeTpuka

MTU
Tun MaplpyTa unicast v
Tabnuua MapLpyTU3aumm main (254) v
A,[I.pEC WCTOYHHKE v

On-link mapwpyt [

Puc. 7-30: CtpaHuua «CTatryeckne MaplupyTbl». [JONO/HUTE IbHbIE HACTPOKKM MapLLpyTa

napamMeTpoB COOTBETCTBYIOLLENO MapLUpyTa NO/THOCTbIO aHaIOrMYHOE OKHY MpW f06aB/IEHN HOBOTO MapLupyTa
(cMm. pucyHok 7-27).

YaanuTb CyLeCcTBYHOLLMA MapLLPYT MOXHO NPU NMOMOLLIM KHOMKN «YAanTby», PaCcnofIOKEHHON B CTPOKE COOTBET-
CTBYIOLLLEro MapLupyTa.
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7.5 MexceTeBOW 3KpaH
HacTpolikn mexceTeBoro akpaHa (bpaHamayapa) pacnonoXeHbl Ha CTpaHuLe «MeXCceTeBoii akpaH» pasgena
«CeTb» 1 pasfeneHbl Ha BKIaaKu:

» «O6LMe HACTPOIiKN» — OCHOBHbIE HACTPOWKN MEXCETEBOTO 3KpaHa (CM. pasgen 7.5.1) n HacTpolika 30H
(cm. pazpen 7.5.2).

» «[lepeHanpaBneHve NOPTOB» — HACTPOViKa NpaBw/ NepeHanpas/ieHns NopToB (CM. pasgen 7.5.3)

* «[MpasBwna ans Tpaumka» — HaCTPOKa nNpasBul MEXCETEBOIO 3KpaHa [/19 BXOAALLEr0, UCXOAALLEro 1 nepe-
Hanpasnsemoro Tpaduka (cMm. pasgen 7.5.4).

» «[MpaBnna NAT» — HacTpoiika npaBun NAT MeXCeTeBoro akpaHa (cM. pasgen 7.5.5).

* «[Monb3oBaTesbCKMe NpaBu/ia» — HaCTPolika No/Ib30BaTE/TbCKUX MPaBWU MEXCETEBOTO 3KpaHa (CM. pas-
aen 7.5.6).

7.5.1 OGWMmMe HACTPOIiKu

BHewHwuii Bug, cTpaHmubl «MexceTeBOoi akpaH» C OTKPbITON BkNaaKoi «O6Lume HaCTPOMKW» NokasaH Ha pUCyH-
ke 7-31.

“pl:lWD-OémneHachaﬁm- x |+ - O =
&« c ‘Q © £ 172.16.0.1/cgi-bin/lud/admin/network/firewall hhld T:I N o & =
"
VBEH
L1
CocToAHKe b plc210

Cuctema b
O6Lme HacTporiku | MepenanpaBnenve nopros | Mpasuna ans Tpagmka | lMpasuna NAT | lMonb3oBatenbCKUe npaBuna

nng »
MexceTeBoii 3KpaH - HacTpoiika 30H

Cnyw6bl b
Cetb ¥
. 06w mMe HaCTPONKH
WHTepdeiick
DHCP u DNS BrniounTs aawmTy ot SYN-flood aTak

MMeHa xocToB OTOpacsiBaTe HeKOppeKTHble nakeTol [

CTATMYECKHME MAPLLPYTbI

BropAwui Tpadmk MNPHUHUMAETD ~
MeXCeTeEOH 3KpaH
Wcxopawmin Tpadmk MNPUHUMAETD w
LAarHocTuKa
CratucTva P TepeHanpasnexne OTBEpTaTh ~
BbIATH
30HbI
30Ha = = =
Bxopawui Tpaduk Wexopawmii Tpaguk MNep
Mepexanpasnexua
lan = (wan NpPUHAMATE ~ NPUHMMATL ~ NMPUHUMATH ~ O
Yaanuto
wan = REJECT OTBEpraTh w NPMHMMaT ~ OTBEpraTh ~

NoBaenTe

CoxXpaHuTbL U NPUMEHUTD v (SRR

Puc. 7-31: O6Lume HacTpOKN MEXCETEBOrO aKpaHa

Ha faHHoi BkNagke cogepxarcs criefytoLine HacTPOMKN MEXCETEBOIO aKpaHa:
* «Bknountb 3awmty ot SYN-flood atak» — ynpasneHune dyHkumein 3awmntbl oT SYN-flood aTak [22].

» «OT6pacbiBaTb HEKOPPEKTHbIE NMaKETbI» — YNpaB/ieHne PyHKLUMel oT6pacbiBaHNs HEKOPPEKTHbIX BXOAALLMX
MakeToB.
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* «Bxoasuwmii Tpaduk» — ycTaHaBNMBAET NOMUTUKY «MO YMOMYaHMIO» A1 BCEro BXoAsLero Tpadmka (MpuHn-
MaTb, OTBepraTb Wi He obpabatbiBaTh).

* «Mcxoaaimin Tpadamk» — ycTaHaBMBAET NOSIMTUKY «NO YMOSIYaHUIO» AJ1st BCEro ncxoasiiero Tpaduka (npu-
HUMaTb, OTBepraTb WM He obpabaTbiBaTh).

» «[lepeHanpaBneHne» — ycTaHaB/IMBAET NOINTUKY «MO YMO/TYAHMIO» [/151 BCEro NepeHanpasnsieMoro Tpagu-
Ka (NpuHUMaTh, OTBEpraTb UM He obpabaTtbiBaTb).

7.5.2 HacTtpolika 30H

B noapasaene «30Hbl» (BKNaaka «O6Lme HaCTPOKN» CTPaHuLbl «MeXCeTEBOI aKpaH») nepeuncrieHbl CyLLecTBy-
tOLLIME 30HbI B BUAE TabuLbl C UX OCHOBHLIMW NapamMeTpamMu B CTONGLUax (CM. PUCYHOK 7-32):

* «30Ha => NepeHanpaBneHnsa» — 30Ha UCTOYHMK M 30HbI Ha3HaYeHWsl, B KOTOPbIE pa3peLLeHo nepeHanpasne-
Hve Tpadmka (cm. pasgen 7.5.2.1).

* «Bxopgawwii Tpatuk» — yctaHaB/IMBAET MNOMUTUKY «MO YMONYAHNIO» A1 BCETO BXOAALLEro Tpadmka 30HbI
(NpyHMMaTb, OTKNOHATL WK He obpabaTbiBaTh).

* «Mcxopawmin Tpadimk» — ycTaHaBMBAET NOSIMTUKY «NO YMOMHAHUIO» A1 BCET0 UCXOAALLEro Tpadmka 30HbI
(NpyHMMaTb, OTKNOHATL UK He obpabaTbiBaTh).

» «[NepeHanpasneHne» — ycTaHaB/IMBaET NOMIUTUKY «MO YMOYAHNIO» /151 BCErO NepeHanpasnsemoro Tpadmn-
Ka 30Hbl (NPYHUMATbL, OTK/IOHATL UK He 06pabaTbiBaTh).

» «MackapafuHr» — BK/IlOYAET UM OTK/oYaeT TpaHCsAumMio IP-aapecoB A1 yka3aHHOR 30HbI.

30HbI
3oua = Bxoaswymin Tpaguk Wcxopawmii Tpadmx Mepenanpaenexue MacuapagMHr
MNepexanpaeneHna - s St 5
lan = (wan NPMHUMETH ~ NPUHUMATD ~ MPUHWMATD « O
YAanute
wan = REJECT OTEEpraTh w NPUHUMATE w OTEEpPraTh w

¥aanuto

NoBasutb

Puc. 7-32: HacTpoiika 30H MeXceTeBOro akpaHa. Tabnuua 30H

B nocnegHem cton6ue Tabnumubl 415 KaKAoi 30HbI PAcnosiIoXeHbl KHOMKW YNpaB/IeHNs:

* «=» — KHOMKa U3MEHeHUs NopsiaKa 3anvceil B Tabnuue. YaepxuBas HakaTtoll JaHHy0 KHOMKY MOXHO nepe-
MeLLaTb CTPOKY Tab/nLbl, U3MEHSIS TEM CambIM €€ NOPAAO0K.

* «/I13MEeHUTb» — KHOMKa peaakTMpoBaHusi NnapaMeTpoB 30HbI (CM. pasgen 7.5.2.1).
* «YpanuTb» — KHOMKA yasieHns 30Hbl (CM. pasgen 7.5.2.3).

7.5.2.1 PepaKktupoBaHue 30H

OCHOBHbIe NapameTpbl 30Hbl MOXHO U3MEHUTb B CTPOKE TabumLpbl 30H MNPy NOMOLLM COOTBETCTBYHOLLUX 3/IEMEHTOB
ynpasneHns (CM. PUCYHOK 7-32). AN n3MEeHeHUs1 AOMNONHUTENIbHbIX MapaMeTpoB 30HbI HE0OX0AMMO HaXkKaTb KHOM-
Ky «/I3MEHUTb» B CTPOKE COOTBETCTBYIOLLEN 30HbI. [1pM 3TOM OTKPOETCH BCN/bIBAIOLLEE OKHO PefaKTUpoBaHus
napameTpoB 30HbI C BK/1aAKaMu:

» «O6Lwue HacTpolikm» (cM. pasgen 7.5.2.1.1);

* «JlonosHnTenbHbIE HACTPOIiKM» (CM. pasgen 7.5.2.1.2);

» «OTCnexvBaHve coeanHeHuii (conntrack)» (cM. pasgen 7.5.2.1.3);
* «JlononHuTenbHble apryMeHThl iptables» (cm. pasgen 7.5.2.1.4).
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7.5.2.1.1 Bknagka «OGLiMe HACTPOVKU»

BHeLHWIT BUA, OKHA pefakTMpoBaHNs NapamMeTpoB 30Hbl MEXCETEBOr0 aKpaHa C OTKPbITON BKNaakoin «ObLme Ha-
CTPOIiK» NoKasaH Ha pucyHke 7-33

MexceTeBoi a3KpaH - HacTpoiika 30H

O6WMe HacTpoikkn | [JOMONHUTENbHbLIE HACTPOMKK | OTCReXMBaHWe coeMHEHMA (conntrack) | [JlomonmHUTENbHbIE apryMeHThl iptables

CTpaHuua cofepwuT ofilume ceoicTea “lan”. Pexumbl ‘Bxogawmit Tpaguk’ v MexogAwmi Tpaguk' yCcTaHABNWEAIOT NONMTUKK MO YMOMYaHWI ANA TpaduKa, MoCTYNatolero u
NOKWAOLLErD STY 30HY, B TO BPEMS Kak pexum TTepeHanpasnedie’ onUCbIBAET NONUTUKY NepeHanpasneHA Tpaduka Mexay pasnuuHbIMU CETAMW BHYTPH 30HbI.
Ucnonbaosath ceTH' yKasbIBaeT, KakKe AOCTYNHbIE CeTH ABNAOTCA YNeHaMK 3TOR 30HbI.

HaseaHue lan

BxogALmi Tpadnk NPUHUMATH v
Mexoanwmii Tpaduk NPWHUMETH N7
MepeHanpaenexune NPUHMMATD v

Mackapaguur  []
Orpatuuenne MSS ]

OxeaTbiBaeMble CeTH lan: gt g~ redu: g% M

[laHHbIe HACTPOWKM YNPaENRIOT NONMTUKAMKW NEPeHanpasnesua Tpaduka Mexay 5Toil (lan) u apyrumun 3oHamu. TpadWKOM '30H-Ha3HaYeHHA' ABNAETCA NEPEHanpPaBneHHbIA
Tpaduk 'MexopAwmMiA n3 lan'. TpahuKoM '30H-UCTO4HMKOE' ABNAETCA Tpadwk 'HanpaeneHsbiil e lan'. MepeHanpaeneHWe AENAETCA OFHOHAENPABNEHHBIM, TO ECTh
nepeHanpaBneHKke W3 lan B wan He' AonyckaeT nepeHanpaeneHWe Tpadguka w3 wan g lan.

PaﬂpEI.LIHTb nepeHanpaegneHyie B ‘30HBI HA3HAYEHHA": wan wan: é‘_ -

PaspelunTb NnepeHanpaBneHne M3 '20H HCTOYHHKOB v
EELGL T CoXpaHWTh

Puc. 7-33: OKHO HACTpPOEK 30HbI MEXCETEBOIO 3KpaHa. Bknagka «O6Lyue HacTpoKm»

Ha Bknagke «O6Lue HaCcTPOIiKM», B AONO/THEHUE K Y)XKE NMEPEYNC/IEHHbIM PaHEE OCHOBHbIM HaCcTpolikam 30H (pas-
Aen 7.5.2) AoCTynHbl CAeayoLme HacTPONKuM:

* «/IMSI» — YHUKa/IbHOE CUMBO/IbHOE UMS 30HbI.

» «OrpaHuuyeHre MSS» — BK/IIOUYAET UM OTK/IIOUAET orpaHuueHe MSS npu nepegaye Ansi AaHHON 30HbI.

* «lcnonb3oBaTh CeTU» — BbIGOP CETEBbIX NHTEPHDENCOB, BXOASALMX B YKA3AHHYHO 30HY.

» «OxBaTbIBaEMble CETU» — CMUCOK CETEN, BXOASALLMX B HACTPaNBAEMYHO 30HY.
[ononHutensbHo, Ha BKnagke «O6LLMe HACTPOVKM», A1 KAXA0 30Hbl YKa3biBAETCS NO/IUTHKA NepeHanpaB/ieHns
MeX/ly 30HaMu Npu NOMOLLY ClieayoLMX HACTPOEK:

» «Pa3spelnTb NnepeHanpasneHne B 30Hbl HA3HAUYEHUSI» — paspeLlaeT nepeHanpasneHne Tpaduvka u3 peaakTu-
pyemoli 30Hbl B BbIOPaHHbIE 30HbI-HA3HAYEHNS.

+ «PaspelunTb NepeHanpas/ieHne 13 30H UCTOUYHNUKOB» — pa3pelLaeT nepeHanpas/ieHne Tpaduka us BbiopaH-
HbIX 30H-UCTOUHMKOB B PEAAKTUPYEMYIO 30HY.

Tpadh1KoM 30H-UCTOUHUKOB SIBMISIETCS TPAUWK, HanpaBieHHbIN B pefakTMpyeMyto 30Hy.

MepeHanpaBeHne ABASETCH OAHOHANPaB/IEeHHbIM, TO ECTb NepeHanpaBieHe N3 OAHON 30HbI B APYryi0 30HY He A0-
nyckaeT nepeHanpasneHve Tpacurka B 06paTHyr0 CTOPOHY.

I ﬂ i TpadMkoM 30H-Ha3HaUYeHUs SBAETCA NepeHanpas/eHHblii Tpatuk, UCXOAALLMIA N3 peakTMPyeMOii 30HbI.

7.5.2.1.2 Bknagka «[onosiHuTesibHble HACTPOKU»

BHewHwuii Bug, BKNaaku «onosiHnTeNnbHble HACTPOIKM» NOKa3aH Ha pUCyHKe 7-34

Ha Bknafke «JononHUTENbHbIE HACTPONKU» [OCTYMHbI C/IEAYIOLLME HACTPOVKN:

http://owen.ru 178 /228


http://www.owen.ru

Kpartkoe onvncaHue oCHOBHbIX thyHKUMiA Web-nHTepdoeiica ynpaBneHust KoOHTposniepoB...  TN-UG-OWRT-LUCI-R3

O6LMe HACTPORKKM | [oNoNHUTENbHEIE HACTROAKK | OTCNemMBaHve coefMHeHuwil (conntrack) | JononHuTenbHble apryMenThl iptables

[laHHble HACTPOHKK YNIPABNAT NONMTUKAMM NepeHanpaeneHuA Tpaduka Mexay 3Toi (lan) u ApyruMK 2oHaMK. TpaduKoM ‘30H-HasHaYeHUA' ABMAETCA NepeHanpaBneHHbIA
Tpaguk ‘mexopaw i uz lan'. TpahuKoM ‘30H-HCTOYHKMKOE RBNAETCA TpaduK ‘HanpaeneHbli B lan'. MepexanpaeneHune ABNASTCA OAHOHANPABNEHHBIM, TO ECTb
nepeHanpaeneqMe W3 lan B wan He' fonyckaeT nepeHanpaeneHue Tpagmka uz wan B lan.

OxBaTblEaeMble YCTROHCTES .

OXBaTblBaeMble NOACETH
Mcrnonb3oBaTh NPOTOKON IPv4 1 IPV6 v

Mcnonb3oBaTh MackapafuHr TONbKO A YKa3aHHbIX
nofceTeit-oTNpaBuTenei

McnonbaoEaTh MACKApaAWHT TONBKO ANA YKa3aHHbIX
nofceTeid-nonyyatenei

BKIMIOYMT MYPHANMPOBAHKE B 3Toi 30He [

Puc. 7-34: OKHO HacTpoeK 30Hbl MEXCETEBOTO aKpaHa. Bknagka «/lononHuTeNbHble HACTPOVKM»

* «OxBarblBaemble yCTPOCTBa» — HACTPOKa NO3BONSAET KnaccudumumposaTb Tpadink 30HbI MO CETEBbLIM
ycTpolicTBam (B TOM YMC/Ie CETEBbIE YCTPOMCTBA HE yrpaBnsemble yepes Be6-uHTepdeiic).

» «OxBaTblBaeMble MOACETU» — HACTPOIiKa NO3BOSET KNaccuuLumpoBaTs Tpadmk 30HbI MO UCTOHUKY UK
MOACETU Ha3HaYeHUs1 BMECTO CETV UM YCTPOICTBA.

* «Mcnonb3oBaTtb NPOTOKO/» — BbIGOP BEPCUMU UCNO/b3YEMOrO |P-NpoToKoNa B yka3aHHON 30He. BO3MOXeH
BbI6OP M3 BapMaHTOB:

o «TOJSIbKO IPVv4»;
o «TOMbKO IPV6»;
o «IPv4 n IPv6».

¢ «llcnonb3oBaTb MackapaguHr To/IbKO 415 YKa3aHHbIX I'IO,CI,CETEI‘/JI-OTI'IpaBI/ITerIeVI» — NO3BOMIAET OrpaHNynNTb
NCnosib3oBaHMe TpaHCcnAUuun aapecoB yKa3aHHbIMN NOACETAMUN-0TNPAaBUTENAMN.

¢ «llcnonb3oBaTb MackapaguHr To/IbKO A1 YKa3aHHbIX nop,ceTeVl-nonyaneneﬁ» — NO3BOIAET OrpaHN4ynTb
NCnosib3oBaHMe TpaHCAAUUN afpecoB yKa3aHHbIMU noAceTaAMU-nosiydyaresiamun.

* «BKOUNTL XypHAIMPOBaHUE B 3TOI 30HE» — BK/IOYAET UMM OTK/IIOUYAET 3anvch cpabaTbiBaHUs MPaBUI MeX-
CETEeBOro aKpaHa [/ AaHHO 30HbI B CUCTEMHbIN XXypHa

7.5.2.1.3 Bknagka «OTcnexuBaHue coeguHeHuii (conntrack)»

BHewHwWii BUA BKNagkn «OTCnexvBaHne coegmnHennii (conntrack)» nokasaH Ha pucyHke 7-35

O6LUMe HACTPOMKM | JLOMONHUTENLHEIE HACTPOMKKM | OTCNEMWBaHUE COEAWHEHUIt (conntrack) | [lONONHWTENBHLIE apPTYMEHTHI iptables

PazpelunTb «HenefcTBUTENbHbIA» Tpahuk [

ABTOMaTHYECKOE Ha3HaYeHWe NOMOLLHWKOB

Puc. 7-35: OkHO HacTpPOeK 30HbI MEXCETEBOrO 3KpaHa. Bknaaka «OTcnexviBaHe coeguHenuii (conntrack)»

Ha Bknagke «OTcnexviBaHne coeauHennii (conntrack)» AOCTYNHbI ceytoLwme HacTPORKu:

» «Pa3pewnTb HegencTBUTENbHBIA" Tpadnk» — HACTPOWKa NO3BOMSAET HE YCTaHaBNMBATb AOMOHUTENbHbIE
npasuna A5 OTKNOHEHWS NepeHanpas/iseMoro Tpacuka ¢ coCcTossHMeM HefencTBuTeNbHbIN (invalid). 31o
MOXeT noTpeboBaTbCs, HanpymMep, 415 CAOKHbIX HACTPOEK aCMMMETPUYHON MapLLIpyTu3aLmn.

* «ABTOMATNYECKOE HAa3HAUYEeHME NOMOLLHUKOB» — YMpPaB/seT aBTOMaTUUYECKUM Ha3HAYeHNEM MOMOLLHUKOB
OTC/IeXMBaHWs coemHeHuii (conntrack) Ha OCHOBE NMPOTOKO/1A U NopTa Tpadnka ANa peaakTupyemoit 30Hbl.
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7.5.2.1.4 Bknagka «[ilononHutenbHble aprymeHTbl iptables»

Ha Bknagke «/[lonosHUTE bHbIE apryMeHThI iptables» pacnonoxeHbl HACTPOViKK, NO3BONAIOLWME NepesaTb NPOn3-
BO/IbHbIE apryMeHTbl iptables [5] B npaBuia knaccudmkaumm BXoasawero u MCXoaswero Tpadgmka 30Hbl.

Mepepaya aprymeHTOB iptables B npasunax knaccudurkaumm BXoAsaLLEro 1 ncxogsailero Tpaduka no3sBosiseT cono-
CTaB/IATb NaKEeTbl, OCHOBAHHbIE Ha APYIX KPUTEPUSX, HEXeNn YeM UHTepdeincl UM nogceTn. ATM onuum cnepyet
MCMonb30BaTh C 0COH60M OCTOPOXKHOCTHLIO, TaK Kak HEBEPHbIe 3HAYEHWA MOTYT NPMBECTU K HApYLLEHWIO paboTbl MPaBun
MEXCETEBOr0 3KpaHa, MO/IHOCTLI0 OTKPbIBAsA JOCTYN KO BCEM CyX6aM CUCTEMBI.

BHewWwHnn BUA BKNagkn «[ononHUTeNbHbIE apryMeHTbl iptables» nokasaH Ha pucyHke 7-36

OBIUME HACTPOAKK | [lONONHUTENLHBIE HACTPORKK | OTCNEMUBAHWE CoeaMHEHWN (conntrack) | JloNOAHWTENBHBIE apryMeHThI iptables

PazpelunTb «HenefcTBUTENbHbIA» Tpahuk [

ABTOMaTHYECKOE Ha3HaYeHWe NOMOLLHWKOB

Puc. 7-36: OKHO HacTPOEK 30Hbl MEXCETEBOIO 3KpaHa. Bknagka «onosHUTeNnbHble apryMeHTbl iptables»

Ha Bknagke «[onofiHUTeNIbHblE apryMeHThI iptables» A0oCTyMnHbI crieaytole HacTPOKK:

e «JlononHuTenbHble aprymeHTbl 4718 UCTOYHUKa» — A0NOMHUTENbHbIE apryMeHThbI iptables ansa knaccudgmka-
uun Tpadmka 30Hbl UICTOYHUKA. Hanpumep, Ansa knaccudmkaumm Tonbko Bxogsauwiero Tpadmka HTTPS (TCP
nopt 443):

-p tcp --sport 443

e «JlONOMTHUTENbHbIE apryMeHTbI 4151 Ha3HaYeHUs1» — AO0NOSIHMTE/bHbIE apryMeHThI iptables ansa knaccundm-
Kauun Tpadgmka 30Hbl HazHavyeHusa. Hanpumep, o1a knaccudmkaumm TonbKo nexogsuwero Tpadgpuka HTTPS
(TCP nopt 443):

-p tcp --dport 443

7.5.2.2 [lo6aBneHne 30H
[na no6aBneHnsi HOBOI 30HbI MPegHa3HavYeHa KHomka «[J06aBnTb», pacnosioKeHHas CHWU3Yy Tabnuubl 30H (CM. pu-

CYHOK 7-32). [pn 3TOM OTKPOETCA BCN/IblIBAIOLLEE OKHO PefakTUPOBaHUA NapamMeTpoB 30HbI, KakK 1 Npu N3MeHeHUu
(pepakTMpoBaHunM) CyLLeCTBYIOLLER 30HbI (CM. pasgen 7.5.2.1).

7.5.2.3 YpaneHue 30H

YnaneHve cylecTByoLLeli 30HbI BbIMO/HAETCSA MNP NOMOLLM KHOMKW «YAa/IUTb», PacnosiOKEHHOR B CTPOKE COOT-
BETCTBYIOLLEN 30HbI (CM. PUCYHOK 7-32).
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7.5.3 lNepeHanpaBneHve NopTos
MepeHanpasieHye NOPTOB — 3TO COMOCTaB/IEHNE ONpefenéHHOro nopTa Ha BHeLLHeM NHTepdeiice ycTpoincTea
C onpefenéHHbIM NOPTOM HYXXHOTO YCTPOICTBA B JIOK&UTbHOW ceTu. MNepeHanpasiieHne NopToB NO3BOJSAET, HaNpu-

Mep, yAa/1EHHbIM KOMMNbIOTEPaM U3 CETU MHTEPHET COEANHATHLCA C YCTPONCTBOM MK CNYXO0M BHYTPU YaCTHOM
nokasnbHoi ceTu.

BHeluHwWii BuA Bknaaku «MepeHanpasneHne nopToB» CTpaHuLbl «<MeXceTeBoii akpaH» nokasaH Ha pucyHke 7-37.

O6Lme HaCTpOﬁKH MepeHanpaBneHWe NoOpPToOE lNMpaBuna ana Tpaqnmca Mpaeuna NAT Monb3oBaTenbCKUE NpaBuna

MexceTeBoi 3KpaH - MepeHanpasneHue NopToB

MepeHanpaBneHWe NOPTOB

LITE] CooTBeTCTENE DeicTENe BmiouMTh

BxogaumWi IPv4

Forward8080 M3 [wan MepexanpasnATs Ha [lan| nopt 80 = m YAanuTb
B ato yeTpoiicTBo , NopT 8080
NoGaBnTb

Bxogauimi IPv4
Forward8443 Mz wan MepeHanpasnATs Ha [lan| nopt 443
B 3TO yCTPOHCTEO , NOPT 8443

Puc. 7-37: Bknagka «MepeHanpasneHne nopToB» CTpaHnLpbl «MexceTeBoii aKpaH»

B camom Haudasie cTpaHuLbl NnpuBeAeHa Tabnmua «MNepeHanpasieHne NopToB» C MEPEUNCIEHNEM YXXEe CO3[4aHHbIX
npaBua NepeHanpas/ieHnii NOpToB. Tabnuua MMeeT criegytoLme CTonoLbl:

* «/IMs1» — yHUKaNbHOE CMMBOJ/IbHOE MMS NpaBw/ia NepeHanpasieHnst.

+ «COOTBETCTBME» — B JAHHOM CTON6LE NPMBEAEHbI YCNIOBUSA A1 BXOAALLEro Tpaduka, Npu coBNajgeHun Ko-
TOpPbIX AAHHOE NpaBw/Io ByaeT NPUMEHATLCS.

* «[leinicTBue» — B faHHOM cTonbLe NnpMBeAeHO AeicTBMe, KOTOpoe ByaeT NPUMEHEHO K BXOAALLEMY TpaduKy
(agpec 1 nopT ycTpoiicTBa, Kyaa byaeT nepeHanpasnsTbCs Tpadmk Npy NPUMEHEHUN AaHHOTO NPaBuia).

o «BKMOUNTL» — MO3BOJAET BK/IOUUTL MW OTKIIOUNUTL AaHHOe npasunio. Ecnv npasnio BbIKIHOYEHO, TO OHO
He ByAeT NPUMEHSITLCA K BXOAALEMY TpaduKy.

7.5.3.1 MNMopspoK NpUMeHeHns NpaBuI NepeHanpas/ieHusi NOPTOB

MpaBuna nepeHanpasieHns NIPUMEHSIOTCS B TOM Nopsiake (CBEPXY BHW3), B KOTOPOM OHM yKasaHbl B TabnuLe.
[N nsmeHeHMa nopaaka npasun npegHasHadeHa KHomka «=» (CM. PUCYHOK 7-37), NO3BO/AIOLLSA NePeMeCcTUTh
COOTBETCTBYIOLLIEE NPaBU/IO B TabNNLE.

7.5.3.2 PepakTupoBaHue npasus nepeHanpasneHnsa NnopToB

[na pefakTnposaHus npasun nepeHanpasieHns NopToB HEOOXOANMO HaXaTb KHOMKY «3MEHUTb» (CM. pucy-
HOK 7-37), pacrnofioXeHHyt0 B CTPOKe COOTBETCTBYIOLLEro npasuna. Npu aToMm OTKPOETCA BCNbIBaOLLEE OKHO Ha-
CTPOEK Npasuia nepeHanpasneHns NopToB, Kak NoKasaHo Ha pucyHke 7-38.
JaHHoe OKHO pa3feneHo Ha [Be BKNaLKu:

* «O6Lwpe HacTpolikm» (cMm. pasgen 7.5.3.2.1);

e «JloNosHUTENbHbIE HACTPOMKM» (CM. pasaen 7.5.3.2.2).
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MexceTeBoii 5KpaH - MNepeHanpaBneHne nopToBs - Forward8080

OfLuMe HAcTPORKK | [LONONHMTENBHBIE HACTPORKK
HasBaHue Forward3080
MpoTokon TCP UDpP v
20Ha UCTOUHWKE wan wan: . v

BHeLWHHIA NopT 8080

30Ha Ha3Ha4yeHuA lan lan: 2% &b redu: g% M

BHYTpeHHuit IP-agpec v

BHYTpeHHHiA nopT 80

Puc. 7-38: OKHO HacTpoek NpaBu/ia nepeHanpasieHnsi NOPTOB MEXCETEBOTO 3KpaHa

7.5.3.2.1 Bknagka «OGLiMe HaCTPOMKu»

BHewHwuii Bug, BKNagkn «O6Lme HacTPOLiKM» NoKasaH Ha puUcyHke 7-38.

Ha gaHHoli BKnagke JOCTYMHbI 4151 peAaKTMPOBaHWs criefytoLlime HacTPORKu:
* «/IMsI» — yHUKa/IbHOE CUMBO/ILHOE UMS NpaBuna.

* «[poTOKO/M» — BbIGOP NPOTOKO/OB AJ1s NpaBuia. Bo3MoXeH BbIGOp OAHOI0 W/ HECKO/TbKMX MPOTOKO/I0B
3 CrieaytoLLEero cnncka:

o «/1060i» — NGO NPOToKO/. Mpu BbIGOPE AAHHOIO BapuaHTa, APYrue NpoTOKO bl BbIGPATh HEMb3S;
o «UDP»;
o «TCP»;:
o «ICMP>»;
° MOMNb30BaTENLCKNIA (TPON3BO/ILHOE UMSI NMPOTOKONA).
B 3aBucumocTu ot Bb|6paHHOFO NpPOTOKONa Ha6op npo4Ynx HaCTpPoEK MOXET HECYLLLECTBEHHO MEHATLCA.
* «30Ha UCTOYHMKa» — BbIGOP 30HbI UCTOUHVKA TpaduKa Ana npasuna.

* «BHeLWHW NopT» — NO3BONSET OrpaHNUNTb MPYMEHEHUE NpaBuia 4718 BXOAALWMX MOAKIHHYEHUIA Ha yKa3aH-
HbI MOPT MMM AManasoH NopToB. [JaHHas HacTpoiika AocTynHa Tosbko ans UDP 1 TCP npoTokonos.

* «30Ha HasHauYeHVs1» — BbIGOP 30HbI Ha3HauUeHKs (NepeHanpasneHns) Tpadvka A5 npasusia.

» «BHyTpeHHwii IP-agpec» — BblbOp |P-agpeca Ans nepeHanpasrieHnst Tpaduka. Tpaduk npaeuna dyaet ne-
peHanpaBAsaTbCA Ha ykasaHHbIi IP-agpec.

* «BHyTpeHHWi1 nopT» — BbIGOP NopTa 4518 nepeHanpasieHns Tpadmka. Tpadomk npasuna 6yaet nepeHanpas-
NSITbCS HA YKa3aHHbI NOPT BHYTPEHHero IP-agpeca. [JaHHas HacTpoiika gocTynHa Tonbko ans UDP n TCP
MPOTOKO/I0B.

7.5.3.2.2 Bknagka «[onosiHuTesibHble HACTPOKU»

BHewHwuii Bug, BKNaakn «lonofHUTeNbHble HACTPOLKM» MOKa3aH Ha puUcyHke 7-39.

Ha gaHHoli BKnagke [OCTYMHbI 4151 peAaKTMPOBaHWs criefytoLlime HacTPORKu:
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O6LUMe HACTPORKKM | [1ONONHUTENBHLIE HACTPOMKK

MAC-agpec nCcTouHMKa v

IP-agpec UCTOYHKMKA v

MopT MCTOUHWKE

BHelwHuid IP-agpec v

BrniounTh NAT Loopback

IP-agpec ucTounuka netnm (Loopback) MCnonb30BaTh BHYTPEHHWI IP-afpec v

CooTEETCTEME NOMOLHUKY v

CoOTBETCTBME METKKW

CooTBETCTBME MO OrpaHUyeHnAM v

JonoNHWTENbHbIE apryMEHTbI

Puc. 7-39: OkHO HacTpoek npaBwna nepeHanpae/eHnsi NOPTOB MEXCETEBOrO akpaHa. Bknaaka «onofHUTeNbHbIE HACTPOKN»

* «MAC-afpec UCTOUYHMKa» — MO3BOSSAET YKa3aTb OONH WU HECKONbKo MAC-afpecoB UCTOYHMKA Tpadmka
ana npasuna. Ecnu MAC-afpeca 3afaHbl, TO Npasuio 6yAeT NPUMEHATLCS TOLKO /151 BXOAALLEro Tpaduka
OT yka3aHHbIXx MAC-afpecos.

* «|P-agpec ncTo4yHuka» — nNo3BOMIAET yKasaTb OAVH UM HECKOSbKO |P-afpecoB NCTOYHMKA Tpadmka ons npa-
Buna. Ecnu IP-agpeca 3afaHbl, TO NpaBuio 6yaeT NPUMEHATLCA TONbKO A1 BXOASLLero Tpadumka oT ykasaH-
HbIX IP-agpecos.

o «opT UCTOYHMKa» — MO3BOJIAET yKa3aTb NOPT WU Anana3oH NopTOB UCTOYHMKa Tpadmka ansa npaswna. Ec-
/1 3TOT NapameTp 3ajaH, To NPaBu/Io ByAeT NPUMEHATLCA TOMbKO A1 BXOAALLEro Tpadmka oT yKa3aHHOro
nopra uaun avanasoHa NnopToB YCTPONCTBA UCTOYHMKA Tpadmka. JaHHasa HacTpolika 4OCTyMnHa TOMbKO A1
UDP 1 TCP npoTOKO/0B.

* «BHelwHWIi IP-agpec» — N0O3BONSET OrpaHMUUTbL NPYMEHEHVE NpaBuaa As BXOAALWMX NOAKNIOYEHW Ha yKa-
3aHHbIN [P-agpec. Ecnu He 3aaaH (3HauveHne «1t060ii»), TO NpaBuI0 NPUMEHSIETCA K BXOAALLMM NOAKIYEHN-
sIM Ha Bce |IP-agpeca ycTpoiicTBa.

o «Bknountbe NAT Loopback» — BkIOUUTL 4518 faHHoro npasuna texHonornio NAT Loopback [23].

JaHHas TeXHONI0rvA NO3BOMISAET CUATATD NaKeT, NpULLeALni N3 BHYTPEHHER CeTU Ha BHeLWWHWi IP-aapec
YCTPOICTBA, KaK NakeT npuLieawmnii nssHe. TakuMm 06pas3om, A1 Takoro naketa paboTatoT npasuia bpaHa-
Mayapa, OTHOCALIMECA K BHELUHUM COeUHEHUAM.

Mpu BKNKOYEHMM JAHHON HACTPOWKN NOSIBASETCA AONOHMTENbHAsA onuus «IP-agpec NcTovHuKa netnm
(loopback)», npy nomoLLy KOTOPO MOXHO BblGpaTh Kakoii |IP-aapec 6yaeT Ncnonb3oBaTcs /15 OTPaXEHHO-
ro Tpacuka — BHYTPEHHUIA UV BHELLHWIA.

» «COOTBETCTBME NMOMOLLHVKY» — HACTpOIiKa NO3BO/SIET YKa3aTb KOHKPETHOIO MOMOLLHMKA OTC/IEXMBaHUS CO-
eauHeHnia (conntrack).

» «COOTBETCTBME METKM» — HACTPOIiKa NO3BOJISAET yKasaTb METKY WU AyanasoH METOK MEeXCETEBOro akpaHa
[UNs1 COOTBETCTBUSA Tpadiuka npasusa.
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» «COOTBETCTBME MO OrpaHNYEHNSIM» — HACTPOIKa OrpaHMYMBaEeT conocTaB/ieHne Tpaduka ykasaHHO ckopo-
cTun.

¢ «JlonosHUTENbHbIE apryMeHTbI» — MO3BOJISAET yKasaTb AOMNO/HUTENbHbIE apryMeHTbl 418 KoMaHab! iptables.
7.5.3.3 [loGaBneHne npaBun nepeHanpas/eHsa NOPTOB
[nsa nobasneHus HOBOro Npasuia nepeHanpasneHns NOpToB NpegHasHaveHa KHomnka «[Jo6aBnTby», pacnosno-
YXEHHas CHU3Y Tabnmubl NnepeHanpasieHns NopToB (CM. PUCYHOK 7-37). Tpy 3TOM OTKPOETCA BCM/bIBaOLLEE OK-

HO pefakTMpOoBaHUA NapaMeTpoB Npasuna, Kak v Npy n3mMeHeHnn (pefakTMpoBaHnn) CyLLLECTBYIOLLErO npasuia
(cm. pasgen 7.5.3.2).

7.5.3.4 YpaneHve npasun nepeHanpassieHUs NOpToB

[ns yaaneHus npasuna nepeHanpas/ieHnsi NOPTOB NpeAHa3HauYeHa KHOMKa «YAanuTb» (CM. pucyHok 7-37), pacno-
JIOXEHHasl B CTPOKe COOTBETCTBYIOLLEro NpaBuna.
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7.5.4 MpaBuna ana Tpacpuka

YnpaBneHve npasunamu 4ss Tpadrka MexXceTeBoro akpaHa oCyLLEeCTB/ISeTcs Ha Bkaake «Mpasuna ans Tpadgm-

Ka» cTpaHuubl «MexceTeBoi akpaH» (CM. pUCYHOK 7-40).

¢ @

&
\V

@ plc210 - NMpaewna gna tpadme: X | +

- O

Y

O £ 1721 6.0.1/cgi-bin/lud/admin/network/firewall/rules

. @ty

mn @ &

He NpUHATLIE H3MEHEHHA: 14

CocToAHUE b

CucTema b

MK »

CnywGbl ¥

Ceto ¥
WHTepdeiich
DHCFP w DN3
WmeHa xocToB
CTaTMyeckue MapLupyTbl
MesceTeBod akpaH
LuarHocTuka

CraTucThka b

BoiATi

plc2l0

OBLUMe HACTPOKHKK

TNepeHanpaBneHue NopToB

Me)XceTeBoil aKpaH - MpaBuna Ana Tpaduka

Mpaeuna gna Tpadmka

MNpaBuna AnA Tpaduka

MpaBuna NAT

lMonb30BaTENbCKWE NpaBUNa

ONUTHKY NDOXOXAEHHA NAKETOB MEX Y Pa3HbiMW 30HaMH, HanpUMED, 3anpeT Tp ET,L%E MEXLY HEKOTOPbLIMH XOCTaMKU

Allow-DHCP-Renew

Allow-Ping

Allow-1GMP

Allow-DHCPV6

Allow-MLD

Allow-ICMPv6-Input

Allow-ICMPvé-Forward

Allow-IPSec-ESP

Allow-1ISAKMP

Allow-Modbus-TCP

CooTBeTCTEME

BxoasAwwii IPv4, npotokon UDP
Mz (wan
B aT0 ycTpoHcTEO , NOpT 68

Bxogawwi [Pv4, npotoken ICMP
W3 (wan
B 370 ycTpoAcTS0

Bxogswwmit [Pv4, npoTokon IGMP
Wz (wan
B 370 yCcTpoHCTSD

Bxogawwmi [Pv6, npoToken UDP

Wz [wan|, IP-agpec fc00:/6

B 310 yocTposicTso , IP-aapec fc00::/6, nopt
546

BxoAfAwwmit IPv6, npotokon ICMP
Wz [wan|, IP-appec fe80:/10
B 870 yCcTpoHCTEo

Bxogswmit IPv6, npoTokon ICMP

Wz (wan

B 370 yCcTpoHCTSD

OrpaHuueHue 4o 1000 NaKETOE B CekyHAa

NMepenanpaenexne [Pvé, npotokon ICMP
W3 (wan

B no0an soHa

OrpaHuuerue o 1000 NaKeToB B cekyHaa

NepeHanpaenexue IPv4 1 IPvE, npoTokon
IPSEC-ESP

W3 (wan

Blan

MepeHanpaenexue [Pv4 W IPV6, npoTokon
UbDr

W3 (wan

B lan , nopt 500

BxopAawwui IPv4 w IPv6, npotokon TCP
W3 (wan
B aTo0 ycTpoicTso , NopT 502

OeiicTENe

Pa3spewnTs BXOAAWMIA Tpadmk

PaspelmTs BXOAALWMIA Tpaduk

PaspewwnTs BXOAALMIA Tpaduk

PaspelmTs BXOAALWMIA Tpaduk

PaspelnTs BXOAAWWA Tpaduk

Pa3pelnTs BXOAAWMIA Tpaduk

PaspeinTs NepeHanpaBnAEMbIil
Tpatmk

Pa3peiwnTs NepeHanpaenAeMblid
Tpatuk

PaspewnTs NepeHanpaenAembii
Tpaduk

Pa3pewnTs BXOAAWMIA Tpaduk

BRNOYUTL

1 il 1 1l il 1 1l 1l il 1l
< < < < < < < < < <
B = = B b2 = = B = B
w [ W w [ W [ w -] w
a = a a a =] = a = a
H 5 H H H H 5 H 5 H
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Puc. 7-40: MpaBuna ansa Tpadinka MexXceTeBoro akpaHa

Ha cTpaHuue npvBeaeHa Tabnuua «Mpasunia ana Tpadnkas» ¢ NEPEUNCIEHNEM YXXe CO3aHHbIX NPaBu Ans Tpa-
dvka. Tabnuua nMeeT crnegytowime cTonobLbl:

¢ «/IMA» — yHMKa/IbHOE CMMBOJILHOE NMSA Npasuna.

¢ «COoO0TBETCTBME» — B JAHHOM CTOJ'I6LI,e npueegeHbl ycnosusa ansd sxoadulero Tpa(bI/lKa, npu coenageHnm Ko-
TOpPbIX AaHHOE npaBu10 6y,qu NPUMEHATLCA.

 «[lelicTBue» — AeiicTBME, NPpUMEHSEMOE A1 Tpadvka 4aHHOTO NpaBuna.

¢ «BKNOUNTb» — MO3BOMAET BKNHOUNTL UAN OTKIOUUTL AaHHOEe npasusio. Ecnv npasuio BbiK1HOYEHO, TO OHO

He GYAeT NPUMEHATLCS K BXOASALLEMY TPaCUKY.
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7.5.4.1 MopAaaoK NpMMeHeHNA npaBua ANA Tpaduka
Mpasuna gnsa Tpaurka NpUMEHSIOTCS B TOM Nopsike (CBepXy BHWU3), B KOTOPOM OHU YKasaHbl B Tabnuue. ns

M3MeHeHUa NopajKka npasu npegHasHaveHa KHomKa «=» (CM. PUCYHOK 7-40), No3BoNAIOLLSA NepeMecTUTb COoT-
BETCTBYHOLLEE NPaBuIo B Tabnuue.

7.5.4.2 PepakTupoBaHue npaBun ana tpacpuka

[na pepakTyposaHus npasuna 418 Tpadnka HeobxoAMMO HaxKaTb KHOMKY «/I3MeHUTb» (CM. pUCyHOK 7-40), pac-
MOJIOXEHHYIO B CTPOKE COOTBETCTBYHOLLIEro npasusia. lNpy 3TOM OTKPOETCA BC/IbiBalOLee OKHO HACTPOEK npasu/ia
AN Tpadinka, Kak nokasaHo Ha pucyHke 7-41.

MexceTeBoil 9KpaH - lpaBuna gna TpadguKa - Allow-DHCP-Renew

O61IME HACTPOIKK | [IONONHUTENEHbIE HACTPOHKM | BpemeHHbie OrpaHU4EHUA

Haseauwue

MpoTokon

30Ha UCTOYHKMKE

Allow-DHCP-Renew

uppP

wan wan: "

A,u,pec WCTOYHHWKE v
TMopT MCTOUHKKE
3oHa HasHaueHWA YcTpoiicTeo(8B0/T) .
Appec HasHaueHWA .
MopT HasHaueHuA 68

LeiicTeMe NDUHUMATD v

Puc. 7-41: OkHO HacTpoek npasuia A1 Tpadinka MeXceTeBoro akpaHa

OKHO HacTpoeK pa3brTo Ha HECKOSIbKO BKIAZOK:
e «O6LMe HacTpoikn» (cM. pasgen 7.5.4.2.1);
* «JlONO/THUTENbHbIE HACTPONKM» (CM. pasaen 7.5.4.2.2);
¢ «BpemeHHble orpaHuyeHmnsa» (cm. pasgen 7.5.4.2.3).

7.5.4.2.1 Bknagka «OGLMe HACTPOMKN»

BHewwHwWii BUA BKNaakn «O6LLMe HACTPOMKA» NoKasaH Ha pucyHke 7-41.

Ha pgaHHol BKnagke [OCTYMHbI 4151 PeAAKTMPOBaHWS CriefytoLive HacTPORKu:
o «/IMsI» — yHUKaNbHOE CUMBO/IbHOE UMS Npasuna.

* «[poToKon» — BbIGOP NPOTOKOMOB A/1 NpaBuia. Bo3MoxeH BbIGOP OAHOTO UM HECKOMBbKMX MPOTOKO/0B
13 CrieayHoLLEero cnuecka:

o «1K060Ii» — 11060 NPoToKo. Mpu BbIGOpE AAHHOTO BapuaHTa, Apyrue NpoToKosibl BbibpaTb HENb3s;
o «UDP»;

o «TCP»;

o «ICMP»;

o «IGMP»;

o «|IPSEC-ESP»;

° M0Mb30BaTeNbCKNI (MPOU3BOILHOE UMS MPOTOKOA).
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B 3aBucumocTu ot Bbl6paHHOFO npoTokona Ha60p Nnpo4nx HaCTPoeK MOXET HeCyLLeCTBEHHO MEHATbLCA.

* «30Ha NCTOYHMKa» — BbIGOP UCTOYHMKA Tpadmka Ansi npaBuna. Kpome KOHKPETHOM 30HbI BO3MOXHO yKa3aTb
crnefylowe BapuaHThbl:

o «YCTPOICTBO» — /11060 nexopawwmii Tpacuk Ha itobom IP-agpece ycTpoicTBa;

o «Jltobasi 30Ha» — MCTOYHMKOM Tpadmka 419 AaHHOro NpaBu/ia ABNSETCH /60 BXoAALMiA Tpadiuk
OT /11060ro xocTa N06OI 30HbI MEXCETEBOIO 3KPaHa.

¢ «AOpec NCTOYHWMKa» — MNO3BOJISAET yKa3aTb OAMH UM HECKOSbKO IP-apecoB ncTovHmka Tpadmka s npa-
Buna. Ecnu IP-agpeca 3agaHbl, TO NpaBu/io ByaeT NPUMEHATLCA TONbKO A/15 BXOAALWEro Tpadiuka oT ykasaH-
HbIX |P-afpecos.

¢ «[opT UCTOYHMKa» — MO3BOJISAET YKa3aTb NOpT WM Avanas3oH NOPTOB UCTOYHMKA Tpadmka ansa npasuna. Ec-
N1 3TOT NnapameTp 3ajaH, To Npasuno ByaeT NPUMEHATLCA TOMBKO AN15 BXOAALLEro Tpaduka oT ykasaHHOro
nopTa Wi gvanasoHa NnopToB YCTPONCTBa UCTOYHMKA Tpadinka. [JaHHas HacTpolika 4OCTynHa TO/bKO 415
UDP n TCP npoTOKONOB.

* «30Ha HasHa4YeHVs» — BbIGOP Ha3HAUeHNs Tpadvka Ans npasuia. Kpome KOHKPETHO 30HbI BO3MOXHO YKa-
3aTb CneaytoLye BapuaHThbl:

o «He onpeaeneHo» — no6oii Tpaduk;
o «YCTPOICTBO» — /11060 NCXOAALWMIA TpadmK Ha Ntoboii IP-aapec yCTpoACTBa;
o «Jltobas 30Ha» — MO0 ncxoaaLmii TpadIvk Ha /OO0 XOCT B 11060 30HE MEXCETEBOIO 3KpaHa.

¢ «Afpec HasHavyeHus» — A/15 Npasu/ NepeHanpaseHus ykasoisaetcs |P-agpec gna nepeHanpasneHuns. Tpa-
vk npasuna Byaet nepeHanpaenAaTbCA Ha ykasaHHbIV IP-agpec.

¢ «[opT Ha3Ha4vyeHns» — O/19 NpaBu NnepeHanpas/eHns yKasblBaeTca NOPT 4J/18 nepeHanpasieHuns Tpaduka.
Tpadhvk npaBuna 6yaeT nepeHanpaBAsaTbCSA Ha Yka3aHHbI NOpT agpeca HasHadeHus. [JaHHas HacTpoiika
poctynHa Toneko ana UDP n TCP npoToKonos.

» «[leiicTBue» — BbIGOP AeNCTBUSA, NPUMEHSIEMOTO AJ1s BXOASLEro (Mnu nepeHanpaesiemMoro) Tpaduka gaH-
HOro npaBuia. Bo3amMoXeH BbIGOP U3 BapUaHTOB:

o «He obpabarbiBaTb»;
° KMPUHNMATb»;

° «OTBEpraTb»;

° «HEe OTC/IEXNBATb»,

o «Ha3HaUYNTb NOMOLLHVKA OTC/EXUBAHUA COEANHEHNI» — B 3TOM C/lyuae NosiBAsSeTcsl A4oNoHUTe bHas
onuus «MOMOLLHKK OTCNEXMBAHNSA», B KOTOPOA HE06X0AUMO BbIGPaTh U3 CNMCKa NMOMOLLHMKA OTCNEXU-
BaHUSI COeAVHEHNI AN1A Ha3HAYEHNS COOTBETCTBYHOLLEMY Tpaduky;

o «NPUMEHUTbL METKy 6paHaMay3pa» — B 3TOM C/lydae NosiBAseTcs AONOHUTENbHASA ONUUS «YCTaHOBUTb
METKy», B KOTOPOI HEO6X0AMMO yKa3aTb METKY, KOTOPYH TPebyeTcsl yCTaHOBUTD;

o «XOR mMeTka bpaHaMayapa» — B 3TOM Cyvae NosB/seTcs gononHutensHasa onumsa «XOR MeTKy», B KO-
TOPOIi HEOBXOAMMO YKa3aTb 3Ha4YeHMe, C KOTOPOM byfeT npon3seaeHa nobutoBas onepaumns XOR Hag
CYLLIECTBYIOLLMM 3HAYEHNEM METKU;

o «DSCP knaccumkaLus» — B 3TOM C/lyvae nosiBNAeTCs A0oNnoHuTeNbHasa onums «DSCP mMeTka», B KO-
TOpOIi He06X0AMMO BbIbpaTh U3 cnucka 3HavyeHne Tpebyemoint DSCP meTku.

7.5.4.2.2 Bknagka «[lonosiHuTesibHble HACTPOKU»

BHelHW BuA, BKNaaky «JononHUTeIbHbIe HACTPOMKM» MOKa3aH Ha pUCyHke 7-42.

Ha faHHoI Bknaake AOCTYNHbI A/1A peAakTUPOBaHus criefytolime HacTpoiiku:

» «COOTBETCTBYME YCTPOCTBY» — HACTPOKa NO3BOMSET NPUBA3ATb NPABUIO K KOHKPETHOMY BXOASILLLEMY NN
NCXO[SALEMY CETEBOMY YTCPOCTBY. [Mpu BbiGope 3HaYeHust «Bxogsiiee ycTpoiicTBO» unn «lcxogsiiee
YCTPOICTBO» NOSABSETCA A0NOHMTENbHAA HacTpolika «/Ms ycTpoiicTBa», B KOTOPOI HE0OGX0AMMO BbliGpaThb
KOHKPETHOE YCTPOIACTBO.
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O6LUME HACTPONRKK | JIOMONHUTENBHBIE HACTPOMKK | BpeMeHHbIE OrpaHuYeHuUs

COOTBETCTEWE YCTPONCTBRY HE oMpefeneHo ~
Wcnonb3oeath MpoTOKON Tonbko IPv4 i
MAC-agpec UCTOYHKMKE v
COOTBETCTEME NOMOLLHUKY v
COOTEETCTEME METKM
CooTteetcTBue DSCP -
COOTEETCTEME NO OrPaHMYEHUAM v

JononHuTentsHble apryMeHThb

Puc. 7-42: OkHO HacTpoek nNpaBuna gns Tpagmka MeXceTeBoro akpaHa. Bkriaaka «[0ononHUTENbHbIE HACTPONKMN

COOTBETCTBME YCTPOWHCTRY Bxogslles yCTPOACTBO ~

Wmsa ycTpoiicTea 2% br-lan "

Puc. 7-43: HacTpoiika npuBsA3ky npaBu/ia K KOHKPETHOMY CETEBOMY YCTPOCTBY

Mpy BbIOOPE 3HAYEHNS «HE ONpPedeneHo» NPaBuU/Io He ByAeT NPUBSA3aHO K KAKOMY IN60 KOHKPETHOMY CETEBO-
MY YCTPOWCTBY.

* «lIcnonb3oBaTb NPOTOKO/» — BbIGOP Bepcuii IP-npoTokosa 415 AaHHOro npasuia. Bo3MoxeH BbiGop 13 Ba-
pVaHTOB:

o «TONbKO IPv4»;
o «TOJIbKO |PV6»;
o «IPv4 n IPv6».

» «CootsetcTBOBaTh ICMP Tuny» — BbI6GOP TMNOB ICMP nakeToB, A/19 KOTOPbIX AaHHOe npasunio GyaeT npumve-
HSATbCS. HacTpoiika gocTynHa ToMbKo B c/lyydae Bblbopa ICMP npoTokona.

* «MAC-afpec UCTOUYHMKa» — MO3BOSSAET YKa3aTb OONH U HEeCKoNbKo MAC-aapecoB UCTOYHMKA Tpaduka
Ans npasuna. Ecnn MAC-azpeca 3aZiaHbl, TO NpaBuio ByaeT NPYMEHATLCA TOMBLKO ANS BXOAALLEro Tpadmka
OT yka3aHHbIXx MAC-afpecos.

» «COOTBETCTBUE NOMOLLHUKY» — HACTPOIKa NO3BO/ISET yKa3aTb KOHKPETHOTO MOMOLLHMKA OTC/IEXNBaHUS CO-
eanHeHnin (conntrack).

» «COOTBETCTBME METKM» — HACTPOIika NO3BO/IAET yKasaTb METKY U/N AnanasoH METOK MeXCETEBOro akpaHa
[LNs1 COOTBETCTBUA Tpadiuka npasusa.

» «CootBeTcTBME DSCP» — HacTpoiika no3BonseT ykazatb DSCP MeTKy C KoTopoii 6yeT Npon3BoAnTLCSA CO-
nocTaB/neHve Tpadvka Ans npasusa.

¢ «COOTBETCTBME MO OrpaHNYEHUAM» — HaCTpOIZKa orpaHn4ymBaeT conocrtaB/ieHne Tpa(pI/IKa yKaBaHHOVI CKOpoO-
CTW.

* «[loNosHATEsIbHbIE apryMEHTbI» — MO3BOMSET YKa3aTb A0OMNO/HATE/bHbIE apryMEHTbI A1 KOMaH bl iptables.

7.5.4.2.3 Bknagka «BpemeHHble opraHnyeHus»

BHewHwuii Bug, BKNaakn «BpemeHHble opraHnyeHns» nokasaH Ha pucyHke 7-44.
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O6LMe HACTpoAkKM | [lONONHMTENBHBLIE HACTPORKKM | BpemedHble orpaHMYeHna
OHW Hegenu v
[OHW mecAua v
Bpema Hauana (44.Mm.cc)
BpemA OKOHYaHWA (44.MM.CcC)
[NaTa Hauana (rofi-Mec-feHb)
[laTa OKOHYaHWA (rof-Mec-aeHb)

Bpema UTC [

Puc. 7-44: OkHO HacTpoek npasuna ans Tpadmka MexceTeBoro akpaHa. Bknagka «BpemeHHble opraHuyeHus»

Ha faHHoi1 Bknagke A0CTYNHbI 415 peAakTUpoBaHus criefyiolime HacTpoiiku:

* «[IHN Hefenn», «AHU MecsiLla» — MO3BOJISIET YKa3aTb AHW HEAENW WU AHN MecsLa, B KOTopble AaHHoe
NPaBUIOo JO/MKHO NMPUMEHSTLCA. ECIM AaHHble HACTPOIKM yKasaHbl, TO NPaBuio ByAeT NPUMEHATLCS TOMbKO
B YKa3aHHble AHM.

* «Bpewms Havana», «BpeMsi OKOHYaHWs» — MO3BOSISET yKa3aTb BPEMS Hayasla U OKOHYaHWsA AelCcTBUSI NpaBu-
na. Ecnv paHHble HacTPOIiKM ykasaHbl, TO MPaBWIo GyAeT NPUMEHSATLCA TOMbKO B YKa3aHHbI nepuog Bpeme-
HU.

* «[laTa Hayana», «Aara OKOHYaHUsI» — MO3BOJISET yKasaTb AaTbl HAYas1a U OKOHYaHWS AeiCcTBUS npaBuna.
Ecnn gaHHble HACTPOWKK yKasaHbl, TO MPaBuUI0 GYAeT NPUMEHSATLCS TONbKO B YKasaHHbI nepuog, aar.

* «Bpems UTC» — ecnu gaHHas HacTpolika BK/IOYeHa, TO BpeMs AeicTBus npasuna ykasbisaetca B UTC.
B npoTBHOM Ccnyyae Bpems yKasblBAEeTCS B JIOK&/IbHO BPEMEHHO 30HeE.

7.5.4.3 [o6aBneHune npaBun ansa tpaduka
[na nobasneHns HOBOro npasuna 41a Tpadmka npefHasHavyeHa KHormka «JobaBuTb», pacrnosioXeHHas CHU3Y

TabnULpbl NpaBu 4nsa Tpaduka (CM. pucyHok 7-40). Mpyu 3TOM OTKPOETCS! BCM/IbIBalOLLEE OKHO PEAAKTMPOBaHMS
napaMeTpoB NpaBuna, Kak v npu n3MeHeHnn (peJakTMpoBaHnn) CyLLecTByloLLEero npasuna (cM. pasaen 7.5.4.2).

7.5.4.4 YpaneHue npasun gns Tpacduka

[ns ynaneHnus npaewuna gnsa tpadrka npegHasHauyeHa KHomnka «YAanTb» (CM. PUCYHOK 7-40), pacnonoxeHHast
B CTPOKE COOTBETCTBYHLLErO NpaBuia.
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7.5.5 MpaBuna NAT

Mpasuna NAT No3BONSIKOT TOYHO KOHTPOMNPOBATL |P-afgpec CTOYHMKA B UCXOASALLEM UK NepeHanpaBnseMom
Tpaduke.

YnpaBneHne npasunamy NAT MeXceTeBOro akpaHa ocyLlecTBnaeTca Ha Bknaake «lMpasuna NAT» cTpaHuLbl
«MexceTeBoW akpaH» (CM. PUCYHOK 7-45).

& plc210- Mpasuna NAT- Lucl X | =+ - O *

<« ¢ Q © £ 172.16.0.1/cgi-bin/lud/admin/network/firewall /snats hhld f} I @ @I

GBI :

CocToAHKe b plc210

Cucrema b
O6ime HacTpoiikM | MMepeHanpaBnedve noptos | Mpasuna ans Tpadwmka | Mpaeuna NAT | TMonb30BaTeNbCKUE NpaBuna

MK »
MexxceTeBoM aKpaH - MpaBuna NAT

CnyxGbl ¥
CeTb ¥
- Mpaenna NAT

WUHTepdeiico

DHCP 1 DNS Hma CooTBeTCcTEHE DeiicTEne BRIOYHTB

" MepeHanpasneHue IPv4 = m

MERE XOETOR NAT- Wz mobaA 30Ha , IP-agpec ABTOMATHYECKH Mepe3anucbisaTs IP-agpec -
Test 192.168.0.10 MCTOYHMKE
CTaTUYECKHE MAPLLPYTbI e ¥panuts

B (lan
MexceTeBoR aKpaH
Lobaeute

LMarHocTuka

CTaTucTHka b
COXPaHUTb 1 MPUMEHWTD v [ CoxpaHutb

BbIdTH

Puc. 7-45: MNMpasuna NAT MeXCeTeBOro akpaHa

Ha cTpaHuue npusegeHa Tabnuua «lMpasuna NAT» ¢ nepeunciieHmem yxe cosfaHHbix npasun NAT. Tabnuua
NMeeT criefytowue cTonoLbl:

o «l/IMs» — yHUKaNIbHOE CUMBOJ/IbHOE MMS NpaBua.

+ «COOTBETCTBME» — B JAHHOM CTON6LE NpMBELEHbI YCNOBUSA A5 Tpaduka, Npu coBNafeHUn KOTOPbIX AaH-
HOe npaBuio 6yaeT NPUMEHATLCS.

» «[leiicTBue» — felicTBue, NPUMEHsiIEMOe A1 TpadmKa JaHHOro npasuna.

o «BKMIOUNTL» — MO3BOJIAET BK/IUUTL WU OTK/IHOUNTL JaHHOE NpasBuio. Eciiv npaBunio BbIK/IYEHO, TO OHO
He ByaeT NPUMEHSATBLCA K Tpadmky.

7.5.5.1 MNMopsaaok npumeHeHus npasun NAT

Mpasuna NAT NpuMeHsIoTCS B TOM nopsgke (CBepxy BHU3), B KOTOPOM OHM yKkasaHbl B Tabnuue. 19 nsmMmeHeHus
nopsiaKa npasun npefHasHayeHa KHoMmKa «=» (CM. PUCYHOK 7-45), N03BO/IAOLLA NEPEMECTUTL COOTBETCTBYIOLLEE
npasuio B Tabnuue.

7.5.5.2 PepaktupoBaHue npasun NAT

[na pepaktnposaHus npasuna NAT HEO6X0AMMO HaXaTb KHOMKY «/I3MEeHUTb» (CM. PUCYHOK 7-45), pacnonioxeH-
HYIO0 B CTPOKE COOTBETCTBYIOLLEro npasuna. Npn 3ToM OTKPOETCA BCNJibiBaloLLlee OkHO HacTpoek npasuna NAT, kak
nokasaHo Ha pucyHke 7-46.
OKHO HacTpoek pa3buTo Ha HECKOSIbKO BK1aAoK:

e «O6LMe HacTpoikn» (cM. pasgen 7.5.5.2.1);

e «JlonoMHUTENbHbIE HACTPONKM» (CM. pasgen 7.5.5.2.2);

* «BpemeHHble orpaHuyeHmnsa» (cm. pasgen 7.5.5.2.3).
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MexceTeBoil akpaH - NMpasuna NAT - NAT-Test

O6LUMe HACTPOMKW | J1ONONMHUTENBHbIE HACTPOWKK | BpeMeHHble orpaHUYeHUnA

HaseaHue NAT-Test

MpoTokon  MoGoil v
McxoaAuwan 3oHa lan lan: g 50 redu: ot v
Appec WCTOUHMKE 192.168.5.100 (00:17:9A:78:FF:5B) -

Afpec HasHa4yeHuA v

DeicTene MASQUERADE — aBTOM3TU4ECKM NePenUCLIBaTh Ha IP-aApec MCXOAALLEro MHTepDeiica | v

Puc. 7-46: OkHo HacTpoek npasuna NAT MeXCeTeBoro akpaHa

7.5.5.2.1 Bknagka «OGLiMe HACTPOVKU»

BHelwHWit BuA BKknagkn «O6Lime HacTpoiikn» HacTpoek npasun NAT nokasaH Ha pucyHke 7-46.

Ha paHHOI BKaake [OCTYNHbI 4151 pefakTUPOBaHus crefyolme HacTPokm:
* «l/IMs1» — yHUKaNIbHOE CMMBOJ/IbHOE MMSI NpaBuia.

* «[poToKon» — BbIGOP NPOTOKOMOB A1 NpaBuia. Bo3aMoxeH BbIGOP OAHOMO UM HECKOMbKMX MPOTOKO/I0B
13 CrieaytoLLEero cnmneka:

o «11060i» — 11060 NpoToKo. Mpu BbIGOpE AAaHHOTO BapuaHTa, Apyrue NpoToKo/ibl BbiIbpaTb HENb3s;
o «UDP»;
o «TCP»;
o «ICMP»;
° M0Mb30BaTeNbCKNI (MPOU3BOMIBLHOE UMSI MPOTOKOA).
B 3aBMCUMOCTU OT BbIGPAHHOIO NPOTOKO/1Aa HABOP NPOYMX HACTPOEK MOXET HECYLLLECTBEHHO MEHATBLCS.

» «Mcxopsawas 3oHa» — BbIGOP NcxopsLeit 30HbI ANna Tpaduka npasuna.

* «AJpec NCTOYHMKa» — yKa3aHne COOTBETCTBMSA afpeca NCTOYHMKA NepeHanpasnsemoro Tpadvka.

* «AJpec Ha3HaYeHUss» — yKasaHne COOTBETCTBUSA afpeca Ha3HaYeHUs nepeHanpasisemMoro Tpaduvka.

» «[leiicTBue» — BbIGOP AeiCTBUA, NPUMEHSIEMOrO A/1a Tpaduka AaHHOTo NpaBuia. Bo3MoxeH Bbi6op 13 Bapu-
aHTOB:

o «SNAT» — nepesanucb IP-agpeca NCTOYHMKA Ha YKa3aHHbIi. [py BbiIbope AaHHOro AeNCTBUS NOSABNSET-
Cs [ONONHUTENbHAs HACTPOiiKa «IP-agpec Ans nepesanucus», rae Heo6xo4UMO yKasaTb nepesanucbiBae-
MOe 3HayeHue |P-agpeca NCTOYHUKE;

o «MASQUERADE» — aBTOMaruyeckas nepesanuco |P-agpeca nctouHvka Ha IP-agpec nexogawero nH-
Tepceiica;

o «ACCEPT» — oTk/tounTh nepesanuck IP-afpeca NCTOYHKKA.

7.5.5.2.2 Bknagka «[lonosiHuTesibHble HACTPOKN»

BHewwHwuii BUA, BKNagkn «ono/iHUTENbHbIE HACTPOIKM» MOKa3aH Ha puUCyHke 7-47.

Ha aaHHoi BkNnagke AOCTYMHbI ANS peAakTUpoBaHUsA Crieayrolme HacTpPoKu:

* «lcxopsiee yCcTpoCTBO» — HACTPOiiKa NO3BOMSET NPUBSA3ATb NPaBUI0 K KOHKPETHOMY UCXOASILLEMY ceTe-
BOMY YTCPOIACTBY. MNpK BbIGOPE 3HAUYEHUS «HE ONpesenieHo» NPaBusIo He ByAEeT NPMBSA3aHO K KakoMy SIM60
KOHKPETHOMY CETEBOMY YCTPOICTBY.
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O61UMe HACTPOHKKM | [IONONHWTENbHbIE HACTPOWKK | BPEMEHHBIE OrpaHNUHEHIA

McxopAlee yeTpoicTE v

CoOTBETCTBME METKKW

COOTBETCTEBME NO OrPpaHUYEHUAM v

JononHWTenbHble apryMeHTbl

Puc. 7-47: OkHo HacTpoek npaBuna NAT MeXceTeBoro akpaHa. Bknagka «[ono/HUTeIbHbIe HACTPONKN»

» «COOTBETCTBME METKN» — HACTPOIKa NO3BO/IAET yKasaTb METKY UM Anana3oH METOK MEeXCETeBOro akpaHa
[UNs1 COOTBETCTBUSA Tpaduka npasusa.

» «COOTBETCTBME N0 OrpaHMyYeHUsIM» — HACTPOliKa orpaHMyMBaEeT CONocTaBneHne Tpagrka yKasaHHO CKopo-
cTn.

* «[lONONHNUTENbHbIE apryMeHTbI» — MO3BO/SIET YKa3aTb AONOMHUTENbHbIE apryMeHTbI A1 KOMaHAb! iptables.

7.5.5.2.3 Bknagka «BpeMeHHble opraHuyeHusi»

BHewwHWi1 BUA, BKNaAKn «BpeMeHHble opraHnyeHuns» nokasaH Ha pucyHke 7-48.

O6LumMe HACTPORKKM | JIONONHUTENLHLIE HACTPOMKK | BpeMeHHbIe OrpaHuyeHna
JOHW Heflenw v
IHK MecAla v
BpeMA Hadyana (4u.MmM.cc)
BpemA OKOHYaHMA (Yy.MM.CC)
[ata Hadana (rof-Mec-AeHb)
[aTa OKOHYEHWA (rof-Mec-AeHb)

BpemaUTC [

Puc. 7-48: OkHo HacTpoek npasuia NAT MexceTeBoro akpaHa. Bknaaka «BpemeHHble opraHu4eHus»

Ha gaHHoli BKnagke [OCTYMHbI A5 peAaKTMPOBaHWs ciefytoLliue HacTPORKu:

* «[IHN Hefenu», «AHU MecsiLla» — MO3BOJISIET yKasaTb AHW HEeAeNV WWan Hn Mecsla, B KOTopble AaHHoe
NPaBUsIo JO/MKHO NMPUMEHSTLCA. EC/IM AaHHble HACTPOIKM yKasaHbl, TO NpaBuio ByAeT NPUMEHATLCS TOSbKO
B YKa3aHHble AHM.

» «Bpemsi Hayana», «BpeMs OKOHUaHKs» — MO3BOSISIET yKa3aTb BPEMSI HaYasia U OKOHYaHWs AeiCcTBUS NpaBu-
na. Ecnu aaHHble HacTPOIKK yKasaHbl, TO NpaBusio 6yaeT NPUMeHSATLCS TOMIbKO B YKa3aHHbI Nepuog BpemMe-
HW.

* «[laTa Hauana», «AaTa OKOHYaHWs» — NO3BOJISET yKasaTb AaTbl HAYasla U OKOHYaHWA AelicTBMS NpaBuna.
Ecnu faHHble HAaCTPOIKM yKa3aHbl, TO NpaBu/Io ByaeT NPUMEHATLCA TOMbKO B YKa3aHHbI nepuog, aar.

* «Bpems UTC» — ecnn gaHHasi HacTpoKa BKKOYEHa, TO BpeMS AeNCcTBMsS npaBuia ykasbiBaetcs B UTC.
B NpoTMBHOM C/lyyae BpPeMs YKa3blBAETCS B JIOKa/IbHOW BPEMEHHO 30HE.
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7.5.5.3 Nlo6aBneHune npasun NAT
[na no6asneHus Hosoro npasuna NAT npefHasHayveHa KHomnka «[Jo6aBnTb», pacnonoXeHHas CHU3Y Tabnumupbl

npasun ana tpaduka (CM. pUCyHOK 7-45). Fpn aTOM OTKPOETCS BCMN/bIBAIOLLEE OKHO PefaKkTUpoBaH/sA napameTpos
npasuna, Kak u npu n3MeHeHumn (peakTMpoBaHun) cyLecTaytoLLero npasuna (cMm. pasgen 7.5.5.2).

7.5.5.4 YpaneHue npasun NAT

Ona ypanenuns npasvna NAT npegHasHayveHa KHoMKa «YaanuTb» (CM. PUCYHOK 7-45), pacnofioeHHas B CTpoOkKe
COOTBETCTBYIOLLEro nNpasuna.
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7.5.6 MNMonb3oBaTesnibCKUe npasuia

Ha Bknaake «Mofib3oBaTefbCKre npaBuna» HaCTPOEK MEeXCETEBOro akpaHa (CM. PUCYHOK 7-49) pacnonoXeHo
nosie BBOAA, B KOTOPOM MOXHO yKa3blBaTb NPOM3BO/bHbIE KOMaH b iptables [5]. JaHHble KoMaHabl 6yayT aBToMa-
TUYECKM BbINOMHATLCS NOC/e KXol nepesarpy3ku cyx6bl MEXCETEBOrO 3KpaHa C/Ief0M 3a 3arpy3Koii npasun
Mo YMO/UYaHMI0.

@ plc210 - Monssosarensckme np X | 4 - O EY
s —
&« (& Q © & 1721601 Jegi-binflud/admin/network/firewall/custom wee T} m o ® =
vaupm= -
VI
-
CocTosxue b plc2lo
Cuctema b .
O6LLme HacTpOHKKH lMNepeHanpaBneH1e NOPTOB MpaBuna anA Tpadm»(a MpaBuna NAT Monb30BaTENLCKKME NpaBUNa
nnK »
MexKceTeBoil 9KpaH - MNonb3oBaTeNbcKne Npasuna
CnyxGbl ¥
Monb30BaTENbCKUE NPaBUNa NO3BONAKST BbINONHATL NPOM3BONbHbIE KOMaHbI iptables, KoTopble He 0XBaueHbl PAMKaMU MEKCETEROIO 3KpaHa. KomMaHabl
Ceto ¥ BINONHAKTCA NOCNE KaX/A0# Nepesarpysk MEXCETEBONO 3KpaHa, Cpasy Nocne 3arpy3ku Habopa NpaBmn MO YMONUYaHNED.
MuTepdeichl # This file is interpreted as shell script.
# Put your custom iptables rules here, they will
DHCP 1 DNS # be executed with each firewall (re-)start.

# Internal uci firewall chains are flushed and recreated cn relcad, sc
MMeHa XoCToB # put custom rules into the root chains e.g. INFUT or FCRWARD or intc the
# special user chains, e.g. input_wan_rule cor postrcuting_lan rule.

CTaTMUeCcKHe MapLLUPYTbI

MexceTeBOH aKpaH

NuarHocTuka
CoXpaHHTb
CTaTucTHKa b
BobiATH

Puc. 7-49: MNonb3oBarenbCkue npasuia MeXCeTeBOIo sKkpaHa
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7.6 OnarHocTtuka

Ha cTpaHuue «uarHocTuka» pasgena «CeTb» peann3oBaH MHTepPdEeic K HeKOTOPbIM ANarHoCTUYECKUM CETEBbIM
yTUNUTam:

¢ «[uHr-3anpoc» (cMm. pasgen 7.6.1) — BbINO/IHEHUE NMUHI-3anpoca ykasaHHoro IPv4 unu IPv6-aapeca (IP-
afipec Unvn AOMeHHOe UMS).

* «TpaccupoBka» (CM. pasfen 7.6.2) — BbinonHeHune IPv4 nnn IPv6 Tpaccuposkmn ykaszaHHoro agpeca (IP-
afpec Unn OMeHHOe UMs).

* «DNS-3anpoc» (cm. pasgen 7.6.3) — BbinonHeHne DNS-3anpoca yka3aHHoro agpeca (IP-agpec nin omeH-
Hoe ums).

* «BHewmHwit IP-agpec» (cm. pasgen 7.6.4) — onpegenexHne BHelwHero |IP-agpeca.

BHewwHwuii BUg, cTpaHmnubl «narHocTrka» nokasaH Ha pucyHke 7-50.

@ plc210 - Anarnocrika - LuCl - X + - m} x

&« (& '@ 0 & 172.16.0.1/cgi-bin/luci/admin/netwark/diagnostics e T:I N @ ©.

GBI :

CocTosHKE b plec210

Cucrema b

CeTeBble yTHIUTbI

nnK »

Munr-sanpoc
Cnyxobl P

WmnA xocTa WWW.OWEN.ru
CeTb ¥

WHTepdeicol IPv4 MuHr-aanpoc r

DHCP u DNS

WmeHa xocToB Tpaccupoeka

CTaTMUeCKNE MapLIpyTbi MMA XOCTa  www.owen.ru

MexceTesoii 3kpaH

IPv4 TpaccupoBka

JlMarHocTuka

CratucTika b DNS-zanpoc

BuiiATh
Wm#A xocTa WWW.OWen.ru

DNS-3anpoc

BHewHun IP-agpec

OnpegenwTb BHeWHWIA IP-agpec

Puc. 7-50: CtpaHuuya «narHoctmka»

Mpw BbINONHEHUW KakKoW-NM60 U3 AUAarHOCTUK, pe3ynsTar OyAeT BbiBEAEeH B TEKCTOBOM BUfe, Kak NokasaHo Ha pu-
CyHKe 7-51.
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MwuHr-sanpoc

MmA xocTa ya.ru

v

IPv4 MnHr-sanpoc

PING ya.ru (87.250.250.242): 56 data bytes

2
64 bytes from 87.250.250.242: seg=0 ttl=49 time=14.680 ms
64 bytes from 87.250.250.242: seg=1l ttl=49 time=14.167 ms3
64 bytes from 87.250.250.242: seg=2 ttl=49 time=13.585 ms
64 bytes from 87.250.250.242: seqg=3 ttl=49 time=13.466 ms3
64 bytes from 87.250.250.242: seg=4 ttl=49 time=13.604 m3

-—— ya.ru ping statistiecs ——
5 packets transmitted, 5 packets received, 0% packet loas

round-trip min/avg/max = 13.466/13.900/14.680 ms

Puc. 7-51: CtpaHuua «uarHoctuka». Nprmep BbiBOAA pe3ynsrara AuarHoCTUKM NUHr-3anpoca

7.6.1 MuHr-sanpoc

BbinonHeHne guarHoCcTuky NUHr-3anpoca ansa IPv4-agpeca COOTBETCTBYET BbINO/IHEHNIO KOMaHAbI:

ping -c 5 -W 1 <agpec>

wv gnsa IPv6-agpeca:

ping6 -c 5 <agpec>

Huxe npuBeféH NpMMep BbiBoAA YCMELHOro NUHI-3anpoca 41 agpeca ya.ru:

PING ya.ru (87.250.250.242): 56 data bytes

64 bytes from 87.250.250.242: seq=0 ttl=48 time=16.959 ms
64 bytes from 87.250.250.242: seq=1 ttl=48 time=17.029 ms
64 bytes from 87.250.250.242: seq=2 ttl=48 time=17.197 ms
64 bytes from 87.250.250.242: seq=3 ttl=48 time=17.338 ms
64 bytes from 87.250.250.242: seq=4 ttl=48 time=16.608 ms

--- ya.ru ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 16.608/17.026/17.338 ms

7.6.2 TpaccupoBka

BbinosiHeHe TpaccmMpoBku anst IPv4-agpeca COOTBETCTBYET BbINO/IHEHUIO KOMAHABI:

traceroute -q 1 -w 1 -n <agpec>

wiv gna IPv6-agpeca:

traceroute6 -q 1 -w 2 -n <agpec>

Huxe npruBeféH Npumep BbIBOAA YCMELHOM TPacCUpoBKM /151 agpeca ya.ru:

traceroute to ya.ru (87.250.250.242), 30 hops max, 38 byte packets
1 192.168.0.1 0.598 ms

10.82.190.5 2.009 ms

212.232.64.221 2.274 ms

212.232.64.209 0.857 ms

212.232.64.85 0.980 ms

212.232.67.218 1.172 ms

188.65.69.56 0.823 ms

188.65.69.65 1.152 ms

46.19.184.17 1.225 ms

© 0N U WN
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10 46.19.184.5 1.090 ms

11 194.226.100.90 1.319 ms
12 *

13 87.250.250.242 17.069 ms

7.6.3 DNS-3anpoc

BbinonHeHne DNS-3anpoca agpeca COOTBETCTBYET BbINO/IHEHUIO KOMaHAbI:

nslookup <apgpec>

Hwxe npvBeagH npumMep BbiBoga ycnewHoro DNS-3anpoca Ans agpeca ya.ru:

Server: 127.0.0.1
Address: 127.0.0.1#53
Name: ya.ru

Address 1: 87.250.250.242
Address 2: 2a02:6b8::2:242

7.6.4 OnpepgeneHue BHellHero IP-agpeca

[laHHas KoMaHaa BbINOHSAET onpeaeneHne BHelHero IP-aapeca ¢ ncnosb3oBaHnem cepsuca ifconfig.me’. B cny-
yae ycrnewHoro onpegeneHus, 6yaeT BbiBeAEH TEKYLLMIA BHELWHNIA |P-agpec.

! https://ifconfig.me/
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n Cratucrtuka

B pasgene rnaBHOro MeH «CTaTUCTUKa» CogepXaTcsl CTpaHuubl yNpas/ieHns 1 MpocMoTpa rpacukoB CTaTUCTUKK,
NO/YYEHHbIX NPV NOMOLLM CryXo6bl collectd [24].

Collectd — 3710 HebonbLIas cnyxba, KoTopas ¢ 3afaHHbIM UHTEPBA/IOM COBUPAET CTAaTUCTUKY 06 UCMO/Ib30BaHUN
pecypcoB cuctembl. O6GbEM COOUPaEMbIX AAHHbIX ONpeaensieTcsi HAbopoM NAarMHOB (MOAK/IHYAEMbIX MOAYENR).

Ha pucyHke 8-1 npuBefeHa cTpaHuua npocMoTpa rpadvkos CTaTUCTUKU. MpocMoTp rpadinkoB OCyLLECTBSETCA
B pasgene «Ipadukun» pasgena «CtaTtucTmka» rnasHoro MeHio.

Kamgabie 5 cexyHp, w MpUMEHHUTE HHTEPBAN »

& plc210 - Tpadwikn - Luc) X | + i - -
&« c @ © & 172.16.0.1 /cgi-bin/lud/admin/statistics/graphs o @ I 8O0 ® B =
u ~
% lll-ll c ABTOOGHOENEHHE EKIIOYEHD
=
CoctosHue b plc210
»
CueTema CraTucTHKa
nng »
Cnyx6ol ¥

CTaTUCTUKa *

rpadikm CPU | WHTepdeiicbl | 3arpyskacucTeMbl | OnepaTMBHanA NamsATb (RAM)
HacTpoiika - - -
P WuTepdeiicer: brlan | Wutepdeicsr ethl | MHTepdeiics: usb0
BoiATi =
plc210: Transfer on ethil g
. 2
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- Il 5] [T | | = 1]l I | BRI
-400 m J I
-600 1 I I
-800 !
00: 25 00; 30 00:35 00: 40 00; 45 00:50 00:55 01: 00 01:05 01:10 Mi15
W Errors (TR)  Aug: 0.0 (ca, 0.0 Total)
W Errars (RE)  Aug: 0.0 (ca. 0.0 Total)
W Frocessed (R¥)  Aug: 0.2 (ca. B10.7 Total)
@ Processed (TH)  Aug: 0.2 (ca. 610.7 Total)

Puc. 8-1: CtpaHuua npocmoTpa rpadivkoB CTaTUCTUKK

8.1 HacTtpoliikn coopa u OTOGPaXXEHUA CTAaTUCTUKN

CTpaHuLa HacTpoek cbopa 1 0TOBpaxeHMs CTaTUCTMKM pacnonoxeHa B nogpasgene «Hactpolika» pasgena «Cra-
TUCTUKA» MaBHOIO MEHIO (CM. PUCYHOK 8-2).
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& plc210 - Hacrpoiika - LuCl

< ¢ @

VIBEEH

x|+

© & 172.16.0.1/cgi-bin/luci/admin/statistics/collectd

R

N O ® 1

CocToRHne b
Cucrema P
nng »
CrymGol b
CeTb #
CTaTUCTHKa ¥
rpadmim
HacTpo#ka

BoliATh

plc2l0

HacTpoi#iku collectd

Hactpoitku collectd | OCHOBHBIE NNATMHbI

Hactpoiiku collectd

CeTeBble NNarkHb!

MnarkiHbl BblBOAA

Wmna xocTa

OcHoBHaA nanka NpUuNoXxeHna

Manka ¢ config ainom

Manka ¢ nnaruxdamu collectd

Wcnonbayembii PID-(aiin

Daiin c onpegeneHmem HaGopa faHHbIX

WHTepean cGopa AaHHbIX

KonuuyecTBO NOTOKOB cﬁopa A8HHbIX

MbITaTeCA ONPeAEnATL NOMHOE UMA XoCTa

Jvar/run/collectd

Jetc/collectd/conf.d

Jusr/lib/collectd

Jvarfrun/collectd.pid

Jusr/share/collectd/types.do

30

Puc. 8-2: HacTtpoliiku c6opa 1 0To6paKeHuss CTaTUCTUKN

Ha gaHHOo cTpaHuue pacnosioXeHbl CriefytoLie HacTpoikm cbopa 1 oTobpaxkeHns cTaTucTuku cnyxosl collectd:

» «OCHOBHas narka npuaoxeHus» — NyTb K OCHOBHOI paboyeii narnke ciyx6bl collectd;

* «Manka ¢ config dpaininom» — NyTb K Nanke KOHPUIrypaunoHHbIX haiinos ciyx6bl collectd;

» «[Manka ¢ nnarnHamu collectd» — nyTb K Nanke ¢ naarMHamm ciyxo6sl collectd;

* «Mcnonb3yemslii PID-haitn» — nyTb K PID-cthaliny cnyxo6sbl collectd;

« «dalin c onpegeneHnem Habopa faHHbIX» — NyTb K dainny onpeaeneHnini HabopoB AaHHbLIX CNYXObl

collectd [25];

* «/HTepBan cbopa gaHHbIX» — MHTEpPBaN cbopa AaHHbIX cnyx6oi collectd (B cekyHaax);

* «KonnyecTBo NOTOKOB c6opa AaHHbIX» — KO/IN4eCTBO O4HOBPEMEHHO pa60Ta+ou.|,V|x NOTOKOB c6opa AaHHbIX;]

¢ «/mfa xocTa» — nmA gaHHoro xocta. Ecniv He 3agaHo, nmsa xocTa 6y,EI,ET onpeneneHo aBToMaTtn4ecku.

» «[bITaTbCsA ONPEAENsATL NOMHOE UMS XOCTa» — HACTPOIKa yKasbliBatollas TPebyeTcs /N NbITaTbCa onpeae-
Tk nosiHoe umst xocta (FQDN) nnm ncnosb3oBaTth KOpoTkoe. [aHHasi HAcTpolika A0CTyrNHa TO/IbKO eCnv He
33/1aHO 3HauYeHWe napameTpy «/IMs xocTa.
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8.2 MnaruHbl (NogknovyaemMmblie Mmoaynun)

B camom Bepxy cTpaHuLpbl HacTpoek (cM. pasgen 8.1) pacnonioxXeHbl BKNaAKM YNpaBaeHus naarmHamu (nogkoya-
eMbIMU MogynsmMmn) cnyx6bl collectd.

BONbLWNHCTBO NNarMHOB BO3MOXHO TOSIbKO BK/IOUNUTL, MO0 BbIKNHOYNTL. HO HEKOTOpbI€ U3 niarmHoB MMEKT CBOU
COBCTBEHHbIE AOMNOSTHUTENbHbIE HaCTpOI7IKVI, BAnAarLwmne Ha C60p n 0T06pa>KeH|/|e JaHHbIX. ECcnn y nnarvHa nMeroT-
CA Takme onoJ/IHUTE/IbHble HaCTpOVIKM, MX onncaHne nNpuBognTCA B pasfesie COOTBETCTBYHOLLENO nsiarmHa.

8.2.1 OCHOBHbI€ NarvuHbl

8.2.1.1 lNepeKsIIoYEeHNA KOHTEKCTa

ﬂ,aHHbIVI nnarnH co6mpaeT CTaTUCTUKY O Ko/sin4yectee I'IGDEKI'IIOLIEHI/IVI KOHTEKCTa npoLeccopa.

Mpumep rpadvika faHHbIX, NO/TyYeHHbIX MPW NOMOLLM JAAHHOTO NarMHa, NokasaH Ha pucyHke 8-3.

220 |
2608
188
168
148
128
1loa
8e
60

Switches/s

48

openwrt: Context switches

17:28

B Context switches

8.2.1.2 CPU

Avg:

17:38
T

17:48
Last:

17:58 18: 08 18:1@
174

Puc. 8-3: Cratuctuka. Mpachuk nepeknoueHunii KOHTeKCTa npoLieccopa

MnarvH «CPU» cobupaeT cTaTucTrky 06 1Crnosib30BaHUM NpoLeccopa.

Mpumep rpachmka faHHbIX, NO/yYEHHbIX NPW NOMOLLM JaHHOTO NaarMHa, NokasaH Ha pucyHke 8-4.

[
o

Percent

@ MW o W s W

e

openwrt: Processor usage on core #0

18:18

M User

[ Mice

W System

B Softirg
B Interrupt

Avg:
Avg:
Avg:
Avg:
Avg:

18:28

D oHD D

8%
0%
0%
1%
0%

18:30

Last:
Last:
Last:
Last:
Last:

Doooo

3%
0%
T
B%
0%

18:48 18:58 13:08

Puc. 8-4: Ctatuctuka. Npadhmk ncnonb3oBaHus npoweccopa
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8.2.1.3 Entropy

MnarvH «Entropy» cobupaeT CTaTUCTVKY O AOCTYNHO 3HTPONUM.

Mpumep rpadomka AaHHbIX, NOMYYEHHbIX NPU NOMOLLM JAaHHOTO N/iarMHa, NnokasaH Ha pucyHke 8-5.

openwrt: Available entropy
900

aeo
760
600

o6

bits

4080

306

208

1e6

17:28 17:38 17:48 17:58 18:88 18:18
B Entropy Avg: 643 Last: 715

Puc. 8-5: Ctatuctuka. Mpachuk AOCTYNHOWM 3HTpONUK

8.2.1.4 lMpepbiBaHUA

MnarvH «MpepbiBaHns» COBMPAET CTAaTMCTUKY MO BbIGPAHHBLIM NPepbIBAHUSM.

[narnH umeet fONONHUTE bHbIE HaCTpOVIKI/IZ

* «MOHUTOPUTL NPEPLIBAHUS» — CMMCOK HOMEPOB NPepbIBaHUA (pasaené&HHbIX CMMBOIOM Npo6ena), Ans Ko-
TOpbIX TpebyeTcs cobupaTb CTaTUCTUKY. EC/IM HU OQHO NpepbiBaHKe He ykasaHo, c6op cTaTuCTUKL GyaeT
MPOBOAUTLCS MO BCEM NPEPbIBAHNSIM.

» «CobupaTb CTaTUCTMKY CO BCEX KPOME YKA3aHHbIX» — €C/I1 OMNLus BK/IloYeHa, To c6op cTaTucTukM 6yaeT npo-
M3BOANTLCS TOMBKO [/151 MPepbIBaHuiA, HOMepa KOTOPbIX He yKasaHbl B Ccke «MOHUTOPUTL NpepbiBaHNUS>.

8.2.1.5 3arpyska cuctembl

MnarnH «3arpy3ka cMcTeMbl» COGMpaEeT CTaTUCTUKY O cpefdHeli 3arpy3ke cuctemol 3a 1, 5 1 15 MuHyT [3].

Mpumep rpadvika AaHHbIX, NO/yYeHHbIX NPW NOMOLLM AAHHOTO NarMHa, NokasaH Ha pucyHke 8-6.

plc210: Load

AIATLI0 TA0L 2 To0lady

Load

1.0 ]
-{
o
=
0.5 - e DRSNS NS SO SOROE UL SO SO SO SN U S ——an. SO E k
. oy ey e e T " et
0.0 =3
14: 35 14: 40 14:45 14: 50 14: 55 15: 00 15:05 15:10 1515 1520 15125
W1 minute fug: 0,57 Last: 0,44

O 15 minutes Awg: 0,60 Last: 0,37
H 5 minutes Aug: 0,60 Last: 0.36

Puc. 8-6: CtatucTtuka. Mpadmk cpegHeli 3arpysku cMcTeMb!

8.2.1.6 OnepartuBHas namsaTb (RAM)

MnarvH «OnepatneHas namsaTb (RAM)» cobupaeTt cTaTucTuky 06 MCNosb30BaHUN NaMATH.
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Mpumep rpadomka AaHHbIX, NOMYYEHHbIX NPU NOMOLLM AAaHHOTO NiarMHa, nokasaH Ha pucyHke 8-7.

openwrt: Memory usage

246 M
228 M
2886 M
1808 M
168 M
1468 M
2 128 M
108 M
80 M —_—
60 M
48 M
280 M EESS
16:28 16:38 16:48 16:58 17:08 17:18 )
[ Free Avg: 136.3M Last: 137.4M
W Buffered Avg: 4.1M Last: 4.2M
B cached Avg: 52.2M Last: 53.1M
W Used Avg: 24.2M Last: 23.9M

Puc. 8-7: CtatucTuka. Mpadivk Ucnonb30BaHys onepaTUBHOK Namsitn

8.2.1.7 lMpouecchbl

MnarvH «Mpouecckl» cobupaeTt MHOPMAaLMIo, Takyto kak BpeMst CPU, olmMGKM CTpaHMULIbl U MCNOMb30BaHNe nams-
TV ANA BbIGPaHHbLIX NPOLLECCOB.

MnarvH nMeeT HacTPOoKy «MOHUTOPUTL MPOLECCHI», KOTOpPas NpeAcTasnseT cob60i CNMCOK NPOLLeCcCcoB (pa3aenéH-
HbIX CMMBOJ/IOM Mpobena), AN KOTOpbIX TPebyeTcs cobuparb CTaTUCTUKY.
[na kaxaoro BbIGpaHHOro npouecca CTPOUTCH HECKOMbKO rpadviKoB:

» Bpems CPU oTBeféHHoe BbibpaHHOMY npoleccy. Mpumep rpadmka npuBenéH Ha pucyHke 8-8;

* MOTOKM W [OYEpPHUE MPOLLECChI NpUHagexalie BeiopaHHomMy npoueccy. MNprumep rpadvka NpuBeaEH Ha pu-
CyHKe 8-9;

 ownbkn cTpaHul, (page faults) BbiGpaHHoro npouecca. Mpumep rpaduka npuBeséH Ha pucyHke 8-10;

* pasmep CTpaHuL, NaMsATK, BblAeNEHHbIX NPOLECCY OnepaLyoHHON CUCTEMON 1 B HACTOSILLLEE BPEMSA Haxoas-
Lmxcs B onepatusHoli namsAtn (RSS). Mpumep rpacuka npuBeaéH Ha pucyHke 8-11;

* pasmep BMPTYya/lbHbIX CTPaHWL, NaMsATK, BblAeNEeHHbIX NPOLEeccy onepauroHHoi cuctemoit (VSZ). Mprmvep
rpadvka npuBeféH Ha pucyHke 8-12.

openwrt: CPU time used by uhttpd

Jiffies
w
o
=

=

: ncl] ah | I,

17:28 17:38 17:48 17:58 18:88 18:18
B System Avg: 320.4 Last: 2822.2
W User Avg: T1l.4 Last: 744.4

Puc. 8-8: Ctatuctuka. Npadmk Bpemenn CPU ansa npouecca
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openwrt: Threads and processes belonging to uhttpd %
28t =
1.3 -
=
1.8 i
1.7 ®
f
1.6 =
" 1.5 -
5 1.4
= .
= 1.3
1.2
1.1
]__g .
8.8
17:28 17:38 17:48 17:58 18:88 18:18
O Threads Avg: 1.0 Last: 1.8
B Processes Avg: 1.8 Last: 1.8
Puc. 8-9: CtatucTuka. Npachuk NOoTOKOB npoLecca
openwrt: Page faults in uhttpd %
et =
N
5.8 &
R
=l
= 4.0 =
— El
=
Ll
= aeft o
o
=]
E 2_# .......
l_a B .
17:28 17:38 17:48 17:58 18:88 18:18
W Minor Avig: a.4 Last: 4.8
W Major Avg 0.0 Last: 0.0
Puc. 8-10: Ctatuctuka. padmk owmbOK cTpaHuL, npoLecca
openwrt: Resident segment size (RSS) of uhttpd %
semMt : : : =
.
"
=
5
[
o
)
S
=]
17:28 17:38 17:48 17:58 18:88 18:18
B Resident segment Avg: 4,9MB Last: 4, 89MB
Puc. 8-11: Cratuctuka. MNpacuk RSS npouecca
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openwrt: Virtual memory size (V5Z) of uhttpd

48 M
39 M
38 M
T M
w 3EH
L)
£ 35w
o
34 M
33 M
2 M
1M
36 M .
17:20 17:38 17:48 17:58 18:88 18:18
B Virtual memory Avg: 31.1MB Last: 31.1MB
Puc. 8-12: Ctatuctuka. Npadmk VSZ npouecca
8.2.1.8 Bpems pa6oTbl
MnarvH «Bpems paboTbi» cobupaeT CTaTUCTUKY O BpEMEHN paboTbl CUCTEMBI.
Mpumep rpadmka AaHHbIX, NOYYEHHbIX MPX MOMOLLM AaHHOro MjarnHa, nokasaH Ha pucyHke 8-13.
openwrt: Uptime
L
124 k
122 k
128 k
118 k
w 116 k
T 114 k
g 112 k
w110 k
108 k
186 k
104 k
102 k
1088 k .
17:20 17:38 17:48 17:58 18:88 18:18
E Uptime Avg: 107k Last: 1le8k
Puc. 8-13: Ctatuctuka. Mpadvk BpeMeHn paboThl
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8.2.2 CeTeBble NiarnHbl
8.2.2.1 OTtcnexuBaHue nogkntoveHui (Conntrack)

MnarvH «OTcnexvBaHne nogxntodeHnin (Conntrack)» cobrupaeT CTaTUCTUKY O KOSIMYECTBE OTC/IEXMBAEMbIX COeAM-
HEHWIA.

Mpumep rpadvka AaHHbIX, MO/TyYeHHbIX MPW NOMOLLM AaHHOTO NAarMHa, NokasaH Ha pucyHke 8-14.

openwrt: Conntrack entries
28

18
16

14

= 12

=}

a 18
8
g
) Jﬂﬁh'—ﬁ J
2 -

17:20 17:30 17:48 17:50 18:60 18:16
Bl Tracked connections Avg: 4 Last: 15

Puc. 8-14: Ctatuctuka. padmk oTcnexmBaeMbIx NogkaueHnii (conntrack)

8.2.2.2 UNHTepdeiichl

MnarvH «HTepdencbl» cobupaeT CTaTUCTUKY BblIBPaHHbIX CeTeBbIX MHTePencoB.

MnarvH nMeeT AONOMHUTE/bHbIE HACTPOKK:
* «MOHUTOPUTL MHTEPAIENChI» — CMMCOK MHTEPAIENCOB, A1 KOTOPbIX TPEByeTCa cobupaTb CTaTUCTUKY.
» «Cobuparb CTaTUCTMKY CO BCEX KPOME YKa3aHHbIX» — €C/IN Onuus BK/oUYEeHa, To CO0p CTaTUCTUKN ByaeT
MPOM3BOANTLCA TONLKO AN1A MHTePeicoB, KOTOPbIE HEe YKa3aHbl B Cucke «MOHUTOPUTb MHTEPECHI».
[lna kaxxporo BbIGPaHHOIo MHTepdelica cTpouTca ABa rpaduka:
* KOMMYECTBO MPUHATLIX U OTNPABAEHHbIX AaHHbIX (6aiiT/c). Mpumep rpadvka npueeaéH Ha pucyHke 8-15;

* KOMMYECTBO NPUHATBLIX 1 OTNPAaB/IEHHbIX NAKETOB, BK/OYas OLWNOKU Npuéma 1 oTnpasku (naketos/c). Mpumep
rpadvka npmeeféH Ha pucyHke 8-16.

openwrt: Transfer on br-lan

Bytes/s

8.0 ——"—'——H—u—"—'——'——'——ﬁ—"—'——"mﬁ__l—wmr
16:28 16:38 16:48 16:58 17:686 17:18 )
[ Bytes (TX) Avg: 1435.7 (ca. 5.1M Total)
W Bytes (RX) Avg: 309.7 (ca. 1.1M Total)

Puc. 8-15: Ctatuctuka. padomk npruéma 1 oTnpaBkn JaHHbIX Yepes3 CETEBOI MHTepdeiic (6aiiT/c)
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openwrt: Packets on br-lan
28

15

18

-18

Packets/s
o

-15

-28 v
16:28 16:38 16:48 16:58 17:0846 17:18
H Errors (TX) Avg: 8.8 (ca. 8.0 Total)
O Processed (TX) Avg: 3.8 (ca. 13.3k Total)
B Processed (RX) Avg: 4.2 (ca. 14.7k Total)
MW Errors {RX) Avg: 8.8 (ca. 8.0 Total)

Puc. 8-16: Ctatuctuka. Mpadmk npuéma 1 oTnpaBku faHHbIX Yepes CeTeBOI MHTepdelic (nakeTos/c)

8.2.2.3 MexceTeBoOii 3KpaH

MnaruH «MexceTeBoi sKkpaH» cobMpaeT CTaTUCTUKY C ONpeaenEHHbIX NPaBun/ MEXCETEBOro 3KpaHa.

8.2.2.4 TMuHr-3anpoc

MnarvH «MyHr-3anpoc» nocbinaeT ICMP-3anpock! BbIGPaHHbIM XOCTaM 1 U3MepsIET BPeMsi OTK/IMKA.

[narnH umeet foNoNHUTENbHbIE HaCTpOVIKMZ

* «MOHUTOPUTb XOCTbI» — CMUCOK XOCTOB (pa3feniéHHbIX CMMBOIOM Npobena), 415 KOTopbIx Tpebyetca cobu-
patb ctatuctnky ICMP-3anpocos;

e «TTL ans ping-naketoB» — 3HayeHne TTL ana naketos ICMP-3anpocos;
* «V/HTepBan Ans ping-3anpocos» — UHTepBasl (B cekyHAax) otnpasku ICMP-3anpocoB BbiGpaHHbIM XOCTaM.

Mpumep rpadomka AaHHbIX, NOMYYEHHbIX NPY NOMOLLUM fAaHHOTO NiarMHa, nokasaH Ha pucyHke 8-17.

openwrt: ICMP Round Trip Time

3.5 =
3.8
2.5
" 2.8
E
1.5
1.8
6.5
— ] -
17:28 17:38 17:44 17:58 18:086 18:18
H 127.8.0.1 Avg: 0.6 ms Last: 8.7 ms

Puc. 8-17: Ctatuctuka. I'padmk BpemeHn otknnka ICMP-3anpoca

8.2.2.5 TCPConns

MnaruH « TCPConns» cobupaeT uHgopmaumio 06 oTKpbITbiX TCP coeguHeHUsX Ha BbIBpaHHbIX nopTax.

[narnH umeet AONONHUTENbHbIE HaCTpOVIKVIZ

* «MOHUTOPWTB JIOKaJIbHbIE MOPTbI» — CMNCOK HOMEPOB NMOPTOB (Pas3fenéHHbIX CMMBOIOM Npo6ena), Af1s KoTo-
pbIX Tpe6yeTcsi cobupatb cTatucTky TCP coeanHeHwid;

http://owen.ru 206 / 228


http://www.owen.ru

Kpartkoe onvncaHue oCHOBHbIX thyHKUMiA Web-nHTepdoeiica ynpaBneHust KoOHTposniepoB...  TN-UG-OWRT-LUCI-R3

» «Co6uparb CTaTUCTUKY CO BCEX MOPTOB AJ151 BXOASLLIMX COEAUHEHNI» — NpY BK/THOUYEHUW AaHHOW onumu, cTa-
TUCTVKA BYAET COGMPaTLCS CO BCEX MOPTOB A/ BXOASALLMX NOAKOUEHWI;

Mpumep rpadurka AaHHbIX, NOAYYEHHbIX NMPX NMOMOLLM AaHHOrOo MniarnHa, rnokasaH Ha pucyHke 8-18.

openwrt: TCP connections to port 80-local

g.ef
8.0
7.0
Wi
‘:'\Aa- 6.8 f— |y
(=
= 5.8
=
0 4.8
£
& 3.8 |
(%)
2.8
1.8
8.8 »
17:20 17:308 17:48 17:508 18:80 18:18
[ dt=tcp_connections/di=5YN_SENT/ds=value Avg: ] Last: ]
0O dt=tcp_connections,/di=SYN_RECV/ds=value Avg: 0 Last: ]
0 dt=tcp_connections/di=LISTEN/ds=value Avg: 2 Last: 2
O dt=tcp_connections,/di=ESTABLISHED/ds=value Avg: o Last: 3
0 dt=tcp_connections,/di=LAST_ ACK/ds=value Avg: 0 Last: ]
O dt=tcp_connections/di=TIME WAIT/ds=value Avg: ] Last: 4
B dt=tcp_connections/di=CLOSING/ds=value Avg: o Last: 1]
B dt=tcp_connections/di=CLOSE_WAIT/ds=value Avg: 0 Last: ]
B dt=tcp_connections,/di=CLOSED/ds=value Avg: ] Last: ]
O dt=tcp_connections,/di=FIN_WAIT1/ds=value Avg: ] Last: ]
B dt=tcp_connections,/di=FIN_WAIT2/ds=value Avg: 0 Last: ]

Puc. 8-18: Ctatuctuka. Mpachmk oTKpbITbIX coeauHenuii ana TCP nopta
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R[N {CE W poBepKa AocTyna K KoHconu yctpouctea MN/1K210
no nportokony SSH

MpoBepka focTyna 6yaeT OCyLEeCTBAATLCSA C UHCTPYMEHTa/IbHOIO KOMMbIOTEPA C YCTAHOB/IEHHOM ONepauyioHHO
cuctemoii Ubuntu 18.04.4 LTS npu nomowm ytunut ssh, scp u sftp naketa OpenSSH Bepcun 7.6.

K KOHGoMrypaumm MHCTPYMEHTaIbLHOTO KOMIbIOTEPA, KPOME HauTMUKsl CETEBOI KapThl C NOAAEPXKO NOAKIOUEHNS
Ha ckopocTn 100 M6UT/C 1 NOMHLIM AYN/IEKCOM, LONOMHUTENbHLIX TPEOOBaHM He NpeAbABASETCS.

MpegnonaraeTcs, 4To 4718 AaHHON npoBepkm MJ/1K210 ckoHduryprpoBaH ¢ UCMO/Ib30BaHNEM MacTepa HacTPOKu
(cm. pasgen 2) n npu KoHdurypauum 6bina BolbpaHa cxema cetesbix NopToB Nel (cMm. pasgen 2.5). MocToBoMy
LAN nogxntodeHunto M/IK210 Has3HaueH cTtaTudeckuin IP-agpec 192.168.0.58 n macka nogcetn 255.255.255.0.

NHCTpyMeHTa/lbHOMY KOMMbIOTEPY Ha3HayeH IP-agpec n3 1ol xe nogceTn (255.255.255.0).

BbiBog kOMaHabl «1sb_release -a» Ha MHCTPYMEHTa/IbHOM KOMMblOTepe BbIFSANUT CreaytowymM 06pasoMm:

No LSB modules are available.
Distributor ID: Ubuntu

Description: Ubuntu 18.04.4 LTS
Release: 18.04
Codename: bionic

BbiBog, KOMaHApbl «apt-cache policy openssh-client» Ha MHCTPYMEHTa/IbHOM KOMMbIOTEPE BbIMNSAAUT Crie-
Ayrowmm ob6pasom:

openssh-client:

Installed: 1:7.6pl-4ubuntu0©.3

Candidate: 1:7.6pl-4ubuntu®.3

Version table:

*¥** 1:7.6pl-4ubuntu@.3 500
500 http://ru.archive.ubuntu.com/ubuntu bionic-updates/main amd64 Packages
500 http://security.ubuntu.com/ubuntu bionic-security/main amd64 Packages
100 /var/lib/dpkg/status

1:7.6pl1l-4 500

500 http://ru.archive.ubuntu.com/ubuntu bionic/main amd64 Packages

Cxema NoAK/ItUeHNsT MHCTPYMEHTaIbHOIO KOMMbOTEpa 1 ycTpoiicTea MNJ/1IK210 nokasaHa Ha pucyHke A-1.

LAN

VIHCTpyMeHTasbHbIl
KOMMbLOTEp
(SSH-knueHT)

MnK210
(SSH-cepsep)

Puc. A-1: Cxema noaxnoueHns NpoBEPKM AOCTyNa K KOHconu ycTpolicTea MN/1IK210 no npotokony SSH

NHCTpyMeHTa/bHbI KOMMNLIOTEP NOAKIHYEH HAaNpsIMYH B 1060 13 3-x nopToB (MopTsbl Ethernet 1, 2 n 3) mocTo-
Boro LAN nogxni4yeHns npu nomoLum ctaHgapTHoro 4-x napHoro UTP naTty-kopda kateropun 5e npsamoro o6xumma
C KOHHeKTopammn RJ-45 Ha 060MX KOHLax.

A.1 [ocTyn K KOHCOMU YCTpoiicTBa Npy NOMOLLU YTUNUTLI Ssh

[ns gocTyna K KoHconu yctpoiictea MJIK210 npy noMoLLy yTUANTbI Ssh Ha MHCTPYMEHTa/IbHOM KOMMbloTepe Heo6-
XOJMMO BbINOMHUTL B TEPMUHAE KOMaHAY:

ssh root@192.168.0.58
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B TOM cnyyae, ec/iv paHee He BbIMNO/HAMIOCh NoAgKNo4YeHe No SSH NpoTokony K AaHHOMY YCTPOICTBY € AaHHOro
WHCTPYMEHTa/TbHOIO KOMMNbIoTEepPa, ByAET BbiBEAEHO COO6LLEHNE 0 HEOOXOAMMOCTUN NOATBEPXAEHUSA NOYYeHUs
N coXpaHeHus K/tova ¢ BbiBogoM oTnedatka (fingerprint):

The authenticity of host '192.168.0.58 (192.168.0.58)' can't be established.
RSA key fingerprint is SHA256:r47nRb5cjz741ePHp7AVMsdLONdGFZS71sYA/hTOSNS.
Are you sure you want to continue connecting (yes/no)?

B c/lyuae BO3HMKHOBEHWSI NOA06HOI0 3anpoca, Heo6xXoAuMo NoATBEPAUTL NoJTyUeHue Kntoda. 18 aToro Heobxo-
[MMO BBECTMN «yes».

[Janee 6yaeT BbiBefeH 3anpoc Naposis 4715 Nonb30BaTesis root Ha YCTPOWCTBE, K KOTOPOMY BbINOSHAETCS NOAK/I0-
ueHue:

root@192.168.0.58's password:

B cnyyae BBoAa npasuibHOro naposns (Mo yMonyaHuio yCTaHoB/EH Naposib «0Wen») 6yAeT BblBeEHO npurnale-
HMe KOMaHAHO CTpoKM ycTpoicTaa M/1K210 kak nokasaHo Ha pucyHke A-2.

Edit gs Help
dubunt $ ssh root@192.168.0.58
authenticity of host '192.168.0.58 (192.168.0.58)' can't be established.
key fingerprint is SHA256:TSpvRy04y7n8e+u01/B++HHguUEQLSUTZ2513WUznjyQ.
> you sure you want to continue connecting (yes/no)? yes
arning: Permanently added '192.168.0.58' (RSA) to the list of known hosts.
root@192.168.0.58's password:

(c) 2018-2020 Owen LLC
https://owen.ru

[ iplc210 ~]# cat /etc/os-release
NAME="TanoWrt"
VERSION="2020.06"
ID="tanowrt"
ID_LIKE="1lede openwrt”
"TanoWrt 2020.06"

_ID="2020.06"
HOME_URL="https://www.owen.ru/"
BUG_URL="htt www . owen . ru/forum”
SUPPORT_UR http://www.owen.ru/forum"
OPENWRT_BO c210redu”
OPENWRT_ARCH="arm
OPENWRT_TAINTS=""
OPENWRT_DEVICE_MANUFACTURER="Owen LLC"
OPENWRT_DEVICE_MANUFACTURER_URL="http://www.owen.ru"

Puc. A-2: locTyn k koHconun ycTpoiictaa M/1IK210 npu nomowy yTunntsl ssh

[ns Toro 4tobbl yb6eanTcs B TOM, YTO MNOAK/HOHEHUE BbIMOSIHEHO UMEHHO K yCTpoiicTBy M/1K210, MOXHO BbINO/THUTb
BbIBOA COAEPXKMMOro paina «/etc/os-release», BBegsa KomaHay:

cat /etc/os-release

Mpumep BbIBOAA COAEPXKMMOTO haiina «/etc/os-release» Takke NPUBEAEH Ha PUCYHKe A-2.

A.2 [locTtyn K ¢haiinoBoiA cucteme ycTponcTea Npu NOMoLM YTUANUTbI SCP

B paHHOI NpoBepKe BbINOHAETCA KONMpoBaHue dhaiina «/etc/os-release» ¢ hainnoBoit cnuctembl yaanéHHOro
yCTpOVICTBa B AOMaLUHIOK narnky nosib3oBareniad Ha MHCTPYMEHTa/lbHOM KOMNbOTEPE Npuv nomMoLn yTuianTbl SCp.

[na atoro HeO6XO,qMMO BbINOJ/IHUTb B TEPMNHA1IE€ MHCTPYMEHTA/IbHOIO KOMMbOTEPA KOMaHAy:

scp root@192.168.0.58:/etc/os-release ~/o0s-release
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Mpu noakntoyYeHnn 6yaeT BbIBEAEH 3anpoc Naposis A5 Nonb3oBaTens root Ha YyCTPoiicTBe, K KOTOPOMY BbIMNOHS-
€TCsl NOAKNOYEHNE!

root@192.168.0.58's password:

B cnyyae BBOAa NpaBuU/ibHOrO Napossi byAeT BbiBeAeHa NHGOPMaLMs O CKONMMPOBaHHOM MHGYOpMaLMK:

os-release 100% 539 0.5KB/s 00:00

Mocne Toro, Kak haiin Gbin YCNELIHO CKOMMPOBaH B AOMALLHIOW Narky No/ib30BaTesisi Ha MHCTPYMEHTaIbHOM KOM-
nbtoTepe, A/18 ero NpocMoTpa HeO6X0ANMO BbINOIHUTL KOMaHAY:

cat ~/os-release
MprMep BbIBOAA AAaHHOW KOMaHAbl NPUBEAEH Ha pucyHke A-3.

gs Help
0t@192.168.0.58: /etc/os-release ~/os-release
word:
100% 446 120.0KB/s 00:00

VERSION="2020.06"

ID="tanowrt"

ID_LIKE="1lede openwrt”
PRETTY_NAME="TanoWrt 2020.06"
VERSION_ID="2020.06"
HOME_URL="https://www.owen.ru/"

BUG_URL="http://www.owen.ru/forum"
SUPPORT_URL="http://www.owen.ru/forum"
OPENWRT_BOARD="plc210redu”

OPENWRT_ARCH="arm"

OPENWRT_TAINTS=""

OPENWRT_DEVICE_MANUFACTURER="Owen LLC"
OPENWRT_DEVICE_MANUFACTURER_URL="http://www.owen.ru"

Puc. A-3: flocTtyn k chaiinoBoi cucteme yctpoiictaa M/1K210 npu nomoLy yTuanTbl scp

A.3 JocTyn K haiinoBoii cucteme ycTpoiictBa npy NOMoLM yTUNUTbI sftp

B faHHOI NpoBepKe BbIMOHAETCS MPOCMOTP JIMCTUHIA KOPHS yAan&HHol hainfioBoli cuctembl yCTPONCTBa Npu
MOMOLLM yTUANTBI Sftp.

[lns 3TOro HEO6X0AMMO BbINO/IHUTL B TEPMUHAMIE MHCTPYMEHTA/IbHOrO KOMMNbIOTEpPA KOMaHAy:

sftp root@192.168.0.58
Mpun nogxntoyeHn GyaeT BbiBeAEH 3anpoc Naposns 415 Nob30BaTesis root Ha YCTPOUCTBE, K KOTOPOMY BbINOSHS-
eTcA NoaKNYeHne:

root@192.168.0.58's password:
B cnydyae BBOfA NpaBubHOrO Naposis byaeT BbiBegeHa nHdpopmauunsa 06 ycnewHom nogkatyeHn 1 npurnatle-
HVe A9 BBOAA KOMaH[, yTUNuThbI sftp:

Connected to 192.168.0.58.

sftp>
[ns BbIBOAA NUCTMHIA KOPHA yAan&HHol dhaliioBoli cMcTeMbl HEOOXOAMMO BbINOHUTL KOMaHAY:

1s -1/

Mpumep BbIBOAA AaHHO KOMaHAbl NPUBEAEH Ha pUCYHKe A-4.
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File  Edit

s p
er@ tu-18:~% sftp root@192.168.0.58
root@192.168.0.58's sword:
Connected to 192.168.0.58.

>1s -1/

b root root 10 :27 backup_0

root root :36 bin
root root 8 :35 boot
root root 144 dev
root root 248 etc
root root 4 :44 home
root root
root root
root root
root root
root root 144 overlay
root root proc
root root 3 rom
root root i) root
root root 8 run
root root sbin
root root Sys
root root : tmp
root root usr
root root £ var
root root W

[y
[y

N =

=

2
2
2
7
1
1
1
1
2
1
4
6
0
1
1
2
2
L)
1
1
1

kikin : sftp

Puc. A-4: llocTtyn Kk chaiinoBoi cucteme yctpoiictaa M/1IK210 npu nomowm ytunutel sftp
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070 NG SR =M [TpoBepKa gocTtyna K cogepxumomy FTP-cepBepa Ha
ycTpoiictBe MNJ/1IK210

MpoBepka focTyna 6yaeT OCyLEeCTBAATLCSA C UHCTPYMEHTa/IbHOTO KOMMbIOTEPA C YCTAHOB/IEHHOM ONepauyioHHO
cuctemoii Ubuntu 16.04.4 LTS npu nomoLum ytnnutsl ftp sepcun 0.17.

K KOHGoMrypaumm MHCTPYMEHTaIbLHOTO KOMIbIOTEPA, KPOME HauTMUKsl CETEBOI KapThl C NOAAEPXKO NOAKIOUEHNS
Ha ckopocTn 100 M6UT/C 1 NOMHLIM AYNSIEKCOM, LONOMHUTENbHLIX TPEOOBaHMI He NpeAbABASETCS.

MpegnonaraeTcs, 4To 4718 AaHHON npoBepkm MJ/1K210 ckoHduryprpoBaH ¢ UCMOo/Ib30BaHNEM MacTepa HacTPOKu
(cm. pa3gen 2) n npu KoHdurypauum 6bina BolbpaHa cxema cetesbix NopToB Nel (cM. pasgen 2.5). MocToBoMy
LAN nogxntodeHunto M/IK210 Has3HaueH cTtaTudeckuin IP-agpec 192.168.0.58 n macka nogcetn 255.255.255.0.

NHCTpyMeHTa/lbHOMY KOMMbIOTEPY Ha3HayeH IP-agpec n3 1ol xe nogceTn (255.255.255.0).

BbiBog kOMaHabl «1sb_release -a» Ha MHCTPYMEHTa/IbHOM KOMMblOTepe BbIFSANUT CreaytowymM 06pasoMm:

No LSB modules are available.
Distributor ID: Ubuntu

Description: Ubuntu 16.04.4 LTS
Release: 16.04
Codename: xenial

BbiBOg kOMaHApl «apt-cache policy ftp» Ha MHCTPYMEHTa/IbLHOM KOMMbIOTEPE BLIFSAUT CreaytoLmumM o6pa-
30M:

ftp:
Installed: 0.17-33
Candidate: 0.17-33
Version table:
*** 9,17-33 500
500 http://ru.archive.ubuntu.com/ubuntu xenial/main amd64 Packages
100 /var/lib/dpkg/status

CxeMa NoAKMI0YEeHNss NHCTPYMEHTaIbHOTO KoMnbloTepa u yctpoiictea MNJ/1K210 nokasaHa Ha pucyHke b-1.

LAN
b
MnK210 WVHCTpyMeHTabHbIN
KOMMblOTEP
(FTP-cepsep) (FTP-knneHT)

Puc. B-1: Cxema nofk/oueHns npoBepkn AocTyna k cogepxnmomy FTP-cepsepa ycTpoiictsa M/IK210

NHCTpyMeHTasbHbIV KOMMNbIOTEP NOAKIIOYEH HANPAMYHO B N1t060# 13 3-x nopTos (nopTbl Ethernet 1, 2 n 3) mocTo-
Boro LAN nofk/oveHns npy nomoLy crtaHgaptHoro 4-x napHoro UTP naty-kopga kareropuy 5e npsmoro o6xmma
C KOHHeKkTopamu RJ-45 Ha 060MX KOHLAX.

B.1 NogrotoBka

[ns TecTnpoBaHusl nepegayn aiinios no npotokony FTP Heo6xoAMMOo NOAroTOBUTL (oaiisi ¢ TECTOBLIMU AaHHbIMU.
[ns 310ro, Ha UHCTPYMEHTa/IbHOM KOMMNbIOTEPE BbINOTHUM KOMaHAy:

# dd if=/dev/urandom of=/tmp/data.bin bs=1024 count=1024
1024+0 records in

1024+0 records out

1048576 bytes (1,0 MB, 1,0 MiB) copied, 0,00610422 s, 172 MB/s
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[aHHas komaHga co3gacT daiin «/tmp/data.bin» pasmepom 1 Mub (1048576 6aiiT) co criydaiiHbIMW AaHHbIMM.

MoacumTaem 1 3anOMHMM KOHTPO/bHYHO cymmy (MD5) gaHHbIX aToro chaiina:

# md5sum /tmp/data.bin
25853ed8e4d3518e72f310feb0f86c4d /tmp/data.bin

[anee, 310 3Ha4YeHne 6y,qu NCNo/b30BaTbCA 418 NPOBEPKM KOPPEKTHOCTY Nepeaayn gaHHbIX o npoTtokony FTP.

KOHTponbHas cyMma A1l KaxAoro BHOBb CreHepypoBaHHOro haiina AaHHbIX 6yAeT oT/iMuyaThesl 0T NPUBEAEHHON
B [JaHHOM [JOKYMEHTE.

b.2 MNMopgkntoyeHune Kk FTP-cepBepy

Ha MHCTpyMeHTa/IbHOM KOMMbloTepPe, A8 3anycka FTP-KineHTa, Heo6XxoAyuMO BbINOHATL B TEPMUHASE KOMaHY:

# ftp 192.168.0.58

ByneT oTo6paxxeHo coobLeHre 06 ycrneLlHOM MOAKYEHUN U 3arpoc UMEeHU NoJsib3oBaTens:

Connected to 192.168.0.58.
220 (vsFTPd 3.0.3)
Name (192.168.0.58:user): ftp

Heo6xoanmo BBECTU UMS No/b3oBaTens «ftp», nocne uero nocnegyeT 3anpoc Napons:

331 Please specify the password.
Password:

Ecnn B macTepe HacTpoiiku naposnb Aoctyna k FTP He meHsnca (pasgen 2.9), To naponb No yMO/YaHU0 YCTaHOB-
NeH B 3HayeHue «ftp». B NpoTMBHOM c/lyyae crieflyeT BBECTU YCTaHOB/IEHHbIV Naposib. B cnyyae BBoga npaBusib-
Horo naposs, 6yaeT 0To6paxeHo coobLLeHre 06 ycrneLlHoV aBTopmn3awmm 1 npurialleHe 415 BBO4A KOMaH4;

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.
ftp>

B.3 3arpyska (upload) dhaina Ha FTP-cepBep

MoarotoBbTe (haiis faHHbIX COM/TACHO UHCTPYKLUK, NPUBEAEHHON B pasgene b.1, 3aTeM BbINOHUTE MOAK/IHHEHVE
K ycTpoiicTBy MJIK210 corfacHo MHCTPYKUMKW, NpuBeAEHHON B pasaene b.2.

B FTP-knneHTe BbINO/IHUTE KOMaHAy:

ftp> put /tmp/data.bin data.bin

rae:
e /tmp/data.bin — nyTb kK nepegaBaeMomy paiily Ha NoKasbHO halifioBoit cucteme (MHCTPYMEHTaIbHbIN
KOMNbIOTEP);

e data.bin — nyTb k haiiny Ha FTP-cepBepe oTHocuTeNnbHO KOopHa FTP-cepsepa (M/1K210).
B cnyyae ycnelwHoii nepegayn chaiina Ha FTP-cepeep 6yayT oTo6paXeHbl cneayroLime coobLieHuns:

local: /tmp/data.bin remote: data.bin

200 PORT command successful. Consider using PASV.
150 Ok to send data.

226 Transfer complete.

1048576 bytes sent in 0.09 secs (11.6982 MB/s)
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Taknm 06pasoM, NnepeAaHHbIli daiin Ao/HKeH O6bITb COXpaHeH B KOPHeBOI nanke FTP-cepBepa nog UMeHeM
«data.bin». Tak kak No ymonyaHuio KopHeM FTP-cepBepa siBnsietcs nanka «/mnt/ufs/fhome/ftp», To nonHbIA NyTh
K doaiiny Ha dpalinoBoii cucteme yctpoiicta MJ/1IK210 6yaeT «/mnt/ufs/home/ftp/data.bin». KoHTponbHasi cym-
Ma AaHHOro oaina go/mkHa coBnagaTb C KOHTPOSIbHOM CYMMOI MCXOQHOMO CreHepunpoBaHHOro daiina (cm. pas-
fen b.1):

[root@plc210 ~]# md5sum /mnt/ufs/home/ftp/data.bin
25853ed8e4d3518e72f310feb0f86c4d /mnt/ufs/home/ftp/data.bin

B.4 CkauuBaHue (download) chaina c FTP-cepBepa
BbinosiHum ckaumBaHue thaiina ¢ gaHHbIMu ¢ FTP-cepBepa, KOTopblli 6bi1 TyAa 3arpyeH B pasgene b.3.

B FTP-knneHTe BbINO/IHUTE KOMaHAy:

ftp> get data.bin /tmp/data-received.bin

roe:
e data.bin — nyTb K chaiiny Ha FTP-cepBepe oTHocuTebHO KopHS FTP-cepsepa (M/1K210);

* /tmp/data-received.bin nyTb kK ckaumBaemomy ghainy Ha NoKasbHON haiiIoBoi cuctemMe (MHCTPYMEH-
Ta/IbHbIA KOMMbIOTEP).

local: /tmp/data-received.bin remote: data.bin

200 PORT command successful. Consider using PASV.

150 Opening BINARY mode data connection for data.bin (1048576 bytes).
226 Transfer complete.

1048576 bytes received in 0.17 secs (5.7856 MB/s)

Taknm 06pasoM, ckayaHHble gaHHble OyayT coxpaHeHbl B dhaiine «/tmp/data-received.bin». KOHTpoNbHbIE CYyMMBI
NCXOAHOr0O CreHepupoBaHHOro dhaiina «/tmp/data.bin» 1 ckavaHHoro dpaiina «/tmp/data-received.bin» go/mkHbI

coBnagatb:
# md5sum /tmp/data.bin /tmp/data-received.bin

25853ed8e4d3518e72f310feb0f86c4d /tmp/data.bin
25853ed8e4d3518e72f310feb0f86c4d /tmp/data-received.bin
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Mpumep HacTpoiikn cnyx6bl DDNS ans npoBaiigepa

no-ip.com

B.1 Peructpayusa gomeHa B naHenu ynpasneHusa DDNS npoBaiigepa

B.1.1 MepelignTte Ha cainTt DDNS npoBaligepa no-ip.com no ccblfke https://noip.com u BbINOAHUTE BX0OA, C CUCTE-
MY C UCMNOJIb30BaHMEM JIOTMHA 1 Naposs.

B faHHOM [0OKyMEHTe He paccMaTprBaeTCa BONpOC CO3aHnsa 1 HacTpoliki yuéTtHoi 3anvey DDNS npoBaiigepa no-
ip.com. [laHHy0 MHChOpMAaLIMI0 MOXHO HaiiTy no agpecy https://www.noip.com/support/

B.1.2 Mepelignte B MeH0 «Dynamic DNS» (cMm. pucyHok B-1).

2 My No-IP :: Hostnames x "2 Free Dynamic DNS - Managed X 2 My No-IP :: Hostnames x |+ all - =
<« (€l Q @ @ httpsy//my.noip.com/#/dynamic-dns wee {} i Mmoo ® 7w =
= dﬂé) @& Support o - @ Language 4 namedun

@ Dashboard
@ Hostnames

@ Dynamic DNS

No-IP Hostnames

Personal Hostnames Oof3 * Free Hostnames expire every 30 days.

Enhanced Hostnames never expire.
Hostname Count

Groups Upgrade to Enhanced
Add a Hostname ™
Dynamic Update Client =
a
- o
Device Configuration g
IS
& My Services Q
& Account
Hostname « Last Update IP/ Target

@& support Center

Puc. B-1: Pasgen «Dynamic DNS» nanenu ynpasneHus DDNS npoBaiigepa no-ip.com

B.1.3 HaxmuTte kHonky «Create Hostname». B OTKpbIBLLUEMCS OKHE (CM. pUCYHOK B-2) BblbepuTe Npon3BO/bHOE
nmsa gomeHa (B gaHHOM npuMepe BblbpaHo umsa myplctest.ddns.net).

B.1.4 BBeguTe n060i Npon3Bo/bHBIN IPv4-aapec Ans gaHHoro gomeHa (B AaHHOM NprvMepe AOMEHY Obln npu-
cBOeH agpec 8.8.8.8). HeobxoAnMo BBECTU 3aBELOMO HEBEPHBIN IPv4-afpec ¢ Lesbio NocneayoLwein NnpoBepku
06HOBMEHMA agpeca ¢ ycTpoiicTea MJ1IK210.

B.1.5 HaxmuTte kHonky «Create Hostname». B pa3gene «Hostnames» cTpaHuubl «Dynamic DNS» 6yaeT otobpa-
XEH BHOBb CO3[aHHbI JOMEH, KakK NoKka3aHo Ha pucyHke B-3.
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Create a Hostname

Hostname Domain

myplctest ddns.net v

Record Type IPv4 Address

DNS Host (A)
8888
AAAA (IPVE)

DNS Alias (CNAME)
Web Redirect

your Round Robin, TXT, SRV and DKIM records.

Wildcard

to enable wildcard hostnames.

MX Records

Cancel

Puc. B-2: Co3gaHue Hostname B naHenu ynpasneduss DDNS npoBaiigepa no-ip.com
Hostname a Last Update IP / Target

8.8.8.8 £  Modify x

Puc. B-3: Tabnuua «Hostnames» B naHenu ynpaeneHus DDNS nposaiigepa no-ip.com

B.2 HacTtpoiika cny6bl DDNS Ha M/1K210

B.2.1 Mepeiigute B BEG-UHTEpheiic ynpaeneHus M/K210 1 BbINOSHUTE BXOA B CUCTEMY.

B.2.2 Mepengute Ha cTpaHuuy «DDNS» pasgena «Cnyx06bi» rnaBHOI0 MEHHO.

B.2.3 Ha cTpaHuue «DDNS» HaxXmuTe KHOMKY «[106aBUTb HOBYIO CNyX6y...» B nogpasgene «Cryxobi». B 0TKpbIB-
LUeMcs BCM/ibIBatOLLEM OKHe B none «/ms» BBeanTe NponssosibHoe uMs HoBo DDNS cnyx6bl (B faHHOM npuMe-
pe «myplctest») n HaxmmnTe KHoMKy «Co3aaTtb CNyx6y» (CM. pUCyHOK B-4).

Do6aBuTb HoBYIO CryX6y...

HaseaHue ‘ myplctest]

OTmeHa  [EGELERESITGT

Puc. B-4: lo6aBneHne HoBoi DDNS 3anucu

B.2.4 B OTKpbIBLUEMCS OKHE pefakTMpoBaHus HacTpoek HoBoli DDNS cnyx6bl, Ha Bkiagke «OCHOBHbIE HACTPOWA-
Kn» yCcTaHoBUTE Crefytolme HacTpolikm (CM. pUCyHoK B-5):

«BknioyeHo» — aa;

«[MpoBaiigep cnyx6bl DDNS» — no-ip.com;

«[MoncK nMeHn xocTa» — BbiGpaHHOE NMs omMeHa (B gaHHOM npumMepe myplctest.ddns.net);
«JlomeH» — BblbpaHHOe MMSA JoMeHa (B AaHHOM npumepe myplctest.ddns.net);

«l/IMs1 nonb3oBarens» — UM Nosb3oBarens y4éTHoli 3anmcm DDNS nposaligepa no-ip.com;
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 «Maponb» — naposb yuéTHol 3anncn DDNS npoBaiigepa no-ip.com;
¢ «Wcnonb3losatb HTTPS» — aa;
* «[yTb kK CA-cepTudnkary» — /etc/ssl/certs/ca-certificates.crt.

Cnym6a DDNS » myplctest

OCHOBHbIE HACTPOHKM | [LOMONHWTENbHbIE HACTPOMKM | HacTpoiika TaiiMepa | IMPOCMOTP CHCTEMHOTO XypHana

BrnoyeHo

Mouck MMeHu xocTa myplctest.ddns.net

Bepcun IP-agpeca IPv4-agpec 4

Mpoeaigep cnywbol DDNS [IPv4] no-ip.com v

NomeH myplctest.ddns.net

WmAa nonbzoeatensa

Maponb sesessse *

HeoBA3aTenbHbIR KOAWPOESHHDIA NapaMeTp

HeobrRzaTenbHbll NnapaMeTp

Wcrnonbzoeate HTTPS

MyTb K CA-cepTUdUKaTY Jetc/ssl/certs/ca-certificates.crt

Puc. B-5: OcHOBHbIe HacTpoiiku HoBoli DDNS 3anucu

B.2.5 Ha Bknagke «0nonHUTEbHbIE HACTPOVKN» YCTAHOBUTE CriefyroLLmMe HaCTPONKK:
¢ «IP-agpec ncroyHmka» — URL;
¢ «URL ansa obHapyxeHusa» — http://checkip.dyndns.com.

Bce npoune HacTpoliky crnefyeT 0CTaBUTb CO 3HAYEHUSIMU MO YMOYAHUIO.

B.2.6 HaxmuTe kHoMKy «CoxpaHuTb». Ha ocHoBHOW cTpaHuue «DDNS» B Tabnvue DDNS 3anuceit (nogpasgen
«Cnyx6bl») fo/MKHA 0TobpaKaTbCa CTPoKa ¢ HoBoi DDNS cny60i1, Kak NokaszaHo Ha pUCyHKe B-6.

http://owen.ru

2171228


http://checkip.dyndns.com
http://www.owen.ru

Kpartkoe onvncaHue oCHOBHbIX thyHKUMiA Web-nHTepdoeiica ynpaBneHust KoOHTposniepoB...  TN-UG-OWRT-LUCI-R3

Cnyw6b1
MocnegHee
Mowck nmenu XocTa
Hmna 3aperucTpupoBaHHbIN IP- BrnoyeHo o6uosnenue CocToaHKe
PErHCTPMpO Cnepywowee
ec
= ofHoBNEHHE
h . CTAHOBWTL Mepe3anycTUTh =
ourhost.example.com Hurkorga He
myddns_ipv4 y P O A
e Aeer i paﬁOTEET
host ; H H CTAHOBWMTb Mn =
ourhost.example.com WMKorga e
myddns_ipvé L P O o A 6
S e e
CTAHOBWTL Mepe3anycTUTh =
myplctest.ddns.net Hukorna He

myplctest u H 8

Puc. B-6: Co3gaHHas DDNS cnyx6a

B.2.7 HaxmuTte KHOMKY «COXpaHuUTb 1 NPUMEHUTL» (B HUMXKHEN YacTu CTpauLbl) U NOA0XAUTE HEKOTOpOe BpeMs
(o1 1 o 5 muHyT). CTpoka DDNS cnyx6bl B Tabnvue A0/MKHA U3MEHUTLCS, Kak NOKa3aHo Ha pUCcyHke B-7.

OcCTaHOBMTE MepezanycTuTb =
myplctest.ddns.net Hukorga PaboTaeT:

Puc. B-7: Co3gaHHas DDNS cnyx6a ¢ 3anyLeHHbIM CKpUnToM

myplctest

[lns aBTOMaTnyeckoro 3anycka ckpunTto cnyx6sl DDNS npu 3arpyske cucteMbl HEOGXOAMMO BK/THOUNTL aBTO3arpysKy
CnyX06bl NPy NoMoLLy KHomnkn «3anycTute DDNS» Ha cTpaHuue «DDNS» B nogpasgene «Hdhopmaums»:

CocToAHMe  ABTo3anyck DDNS oTKMouEH

3anycTuTe DDNS

MepezanycTUTs DDNS

Kak BUAHO Ha pucyHke B-7, npy nocnegHein npoBepke 6bi1 onpeaenét IP-agpec 8.8.8.8 (MMeHHO 3TOT agpec yka-
3bIBAJ/ICA MPW perucTpaunm gomeHa B naHenu ynpasneHns DDNS nposaiigepa) o8 gomeHa myplctest.ddns.net.

B HacTpoiikax DDNS 3anucu ansa onpegeneHus IP-agpeca 6b1n ykasaH URL http://checkip.dyndns.com. B pe-
3ynbTare, Npu BbiNosiHeHUN ckpunTta AN DDNS 3anmcu nonyyYeHHbIn TekyLwmii agpec ans gomeHa (8.8.8.8) n ag-
pec, onpeaenéHHblii cTpaHmueit http://checkip.dyndns.com 6b1 NPOBEPEHDI, U TakK Kak OHM He COBMagatoT, Npo-
Baingepy DDNS 6bin1a oTnpasneHa nHdopmanmst ¢ HoBbiM IP-agpecom, KoTopblii Gbl1 BO3BPaLLEH CTpaHULEN
http://checkip.dyndns.com.

B ta6nmue DDNS 3anuceit Ha cTpaHuue «DDNS» HOBbI IP-aapec 6yaeT 0TO6pPaXEH (CM. pUCYHOK B-8) ToNbko
Npy BbINOJIHEHWUM CNeaytoLLeli NnaHoBOM NPOBEPKM (MO YMOMYaHMIo, NPOBEPKA BbINOMHAETCA pa3 B 10 MUHYT).

OCTaHOBUTL MepezanycTuTb =
myplctest.ddns.net 2020-02-19 04:27 PaboTaeT:

myplctest .

Puc. B-8: Co3gaHHas DDNS 3anuck ¢ 06HOBNEHHbIM IP-afpecom
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B.3 [lononHutenbHble NPOBEpPKU

B.3.1 lMpoBepuTb NpaBUNbLHOCTL 06HOBNEHUSA IP-agpeca ans gomeHa DDNS 3anucu MoXHO cnegyrowmmmn gonon-
HUTENbHLIMK cnocobamu:

1) B cuctemHoM xypHane DDNS 3anucu Ha ycTpolictee M/1IK210 (cMm. pasgen 6.1.2.1.4) A0/MKHbI NPUCYTCTBO-
BaTb 3anucu, NnogobHble NPUBEAEHHbIM:

053637 info : Starting main loop at 2019-06-06 05:36

053639 : Detect local IP on 'web'

053640 : #> /usr/bin/curl -RsS -o /var/run/ddns/myplctest.dat --stderr /var/run/ddns/myplctest.
~ err --capath /etc/ssl/certs --noproxy '*' 'http://checkip.dyndns.com'

053645 : Local IP 'XXX.XXX.108.190' detected on web at 'http://checkip.dyndns.com'

053647 : Update needed - L: 'XXX.XXX.108.190' <> R: '8.8.8.8'

053649 : parsing script '/usr/lib/ddns/update_no-ip_com.sh'

053650 : sending dummy IP to 'no-ip.com'

053652 : #> /usr/bin/curl -RsS -o /var/run/ddns/myplctest.dat --stderr /var/run/ddns/myplctest.

— err --capath /etc/ssl/certs --noproxy '*' 'https://***USERNAME***:***pw***@dynupdate.no-ip.com/
~ nic/update?hostname=myplctest.ddns.net&myip=127.0.0.1"'

053659 : 'no-ip.com' answered:

good 127.0.0.1

053702 : sending real IP to 'no-ip.com'

053703 : #> /usr/bin/curl -RsS -o /var/run/ddns/myplctest.dat --stderr /var/run/ddns/myplctest.

— err --capath /etc/ssl/certs --noproxy '*' 'https://***USERNAME***:***pw***@dynupdate.no-ip.com/
~ nic/update?hostname=myplctest.ddns.net&myip=XXX.XXX.108.190"'

053710 : 'no-ip.com' answered:

good XXX.XXX.108.190

053712 info : Update successful - IP 'XXX.XXX.108.190' send

053713 info : Forced update successful - IP: 'XXX.XXX.108.190' send

053715 : Waiting 600 seconds (Check Interval)

B nucTuHre peasibHbIlii Ny6nuUHbIi IP-agpec 3aMeHEH Ha XXX . XXX .108.190.

2) B naHenu ynpaeneHuss DDNS npoBaiigepa go/mKeH oTobpaxarbcs 06HOBMEHHbIN IP-aapec, kak NokasaHo
Ha pucyHke B-9.

Hostname « Last Update IP / Target
Jun 6, 2019 .108.190 O Modify x
05:35 MSK

Puc. B-9: Tabnmua «Hostnames» ¢ 06HOBNEHHbIM |IP-afpecom fomeHa B naHenu ynpassieHns DDNS nposaiigepa no-ip.com

3) DNS 3anpoc ¢ no60oro KomnbloTepa A0MKEH BEPHYTbL HOBbI 06HOBMEHHBIN |P-agpec:

# nslookup myplctest.ddns.net
Server: 127.0.1.1
Address: 127.0.1.1#53

Non-authoritative answer:

Name : myplctest.ddns.net
Address: XXX.XXX.108.190

B nucTuHre peanbHbIii Ny6nuyHbIin IP-agpec 3aMeHEH Ha XXX.XXX.108.190.
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QI IICEU- R MpuMep HacTpouikn OpenVPN knneHTa

B JaHHOM MpUoXeHUN, B KA4eCTBE NpUMepa, NPYBELEHO ONMCaHNe NpoLeaypbl HACTPOWKN aK3eMnaspa
OpenVPN kneHTa ¢ cnonb3oBaHrem cepauca 6ecrinatHoro VPN goctyna freeopenvpn.org?.

1 YuyéTHble AaHHble U KOHUTypauoHHbI daiin OVPN

1.1 MepeiianTe Ha canT cepsuca freeopenvpn.org no ccbiike https://www.freeopenvpn.org ¢ MCNO/Ib30BaHNEM
N6oro AOCTYNHOro 6paysepa. Ha oTKpbIBLLEKCA CTpaHMLEe HEOOXOAUMO BbibpaTh 1601 focTynHbIR VPN-cepsep
B pasgene «Cnucok 6ecnnatHbix VPN-cepBepoB» (CM. pucyHok -1). B 4aHHOM NpUIOXeHUN, B Ka4ecTBe npume-
pa, 6b11 BbibpaH cepeep «HuaepnaHapbi».

Il Free OpenVPN - Becnnatheii | X | + - m} H
<« c o © @& nitps:/fuww: . - O 1y in @ & =
~
Cnmncok becnnatHbix VPN-cepBepos
= @ x
=
CIIA*
Anrnua*
=
Poccua®
= TMonyuuTs gocryn ONLINE
Poccua-2*
| @ Moayunte gocryn ONLINE
Poccua-3* l ‘
E NonyunTs gocTyn ONLINE
FepmaHﬂ*
—
— ) MonyuuTs KocTyn ONLINE
Huaepnanbi
*TIPEMITYW-CEPBEDA ODHOBNEHO [ICK] . . . -
01.09.2020 |

Poccus —LE

01.09.2020

CIUA B 16:00

AnoHna

01.09.2020
B 16:00

01.09.2020

01.09.2020
B 16:00

ot
;.‘...
I0wHan Kopen
—
=51

Tannaug

Puc. I'-1: CaiiT cepBuca 6ecnnatHoro VPN goctyna freeopenvpn.org

1.2 Ha oTkpbiBLUElCS CTPaHMLe B pa3aene «[ocTyn k 6ecnnatHoMy VPN-cepBepy B HugepnaHgax» 6yayT pac-
MOMOXEHbI ABE CCbIIKM A5 CKauMBaHWs KOHQUrypawlmoHHoro daiina B oopmate OVPN 1 yuéTHble faHHble B BU-
e umeHu nonb3osarens u napons/PIN (CM. pucyHok -2).
[na ckaumBaHWsa AOCTYMNHO ABa KOHMIypaLUoHHbIX thaiina:

e [/15 UCMNOMb30BaHUA npotokosia UDP — ccebinka «UDP»;

e Ana ncnonb3oBaHua npotokona TCP — ccbinka «TCP».

B faHHOM [OKYMEHTE paccmaTpvBaeTcsi IpUMep C 1Crnosb3oBaHnem npotokona TCP. Mo3ToMy 6bis1 ckadaH U co-
XpaHéH dhaiin no ccoliike «TCP».

YUéTHble faHHble (MMs1 NosIb30BaTesNs 1 Naposib) Ha JaHHOM Luare HeoGXoAUMO 3arnoMHUTL. ST AaHHble NoTpedy-
l0TCS Ha Liare HaCTPOIiKM NoAKMUYEHNs Ha ycTpoiicTee (cM. pasgen In.3).

! https://ww.freeopenvpn.org/
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[ Free OpenVPM - flocryn k Gecr X | + - O e

(—% c & © & httpsy//www.freeopenvpn.org/logpass/netherlands.php B -9 % v In @D & =

Jloctyn k 6ecnnatHomy VPN-cepeepy B HupepnaHaax :

@ X Buumanme! Mpn o6Hapywenun niodbix dopm
HE3aKOHHO NEATENLHOCTH (XaKEPCKHE aTaKH, EEE =T EEEED
Pa3NHYHOTO POA MOIIEHHHYECTBO, CNaM H T.1.),
06 3Tom dakTe GyayT HesaMeaNHTENBHO
NpoHHGOPMUPOBAHBI NPABOOXPAHHTENBHBIE OPTaHbl.

Cka4atb: UDP | TCP (o6uoeneno 05.01.2020)
Nmsa |'|0ﬂb3OBc'l' : fyeeope_nvpn
I'Iaponb/PIN: ‘t \883& (0BHoBMTE)

Bo usbexanme 3noynotpebiennii co CTOpoHbI
. nonb3oBarenei, napons K GecnnatHomy _

® VPN-cepsepy Oyner nepMogu4eckn MEHATLCS,

Napont Gbin MsmereH 01.09.2020 & 08:22 (MOCKOBCKOE BPEMA) U nelfirTRUTENAH He MeHee T YACOB.

Cneayolaa CMeHa napons B)UJ,ET NpoW3BeneHa He paHet . 4em 01.09.2020 B 15:22

.2 MNMoproroBKa ceTeBOro NOAKNKOYEHUs

2.1 Mepeiiagnte B Web-nHTepdieiice ynpaBneHus yCTPONCTBOM Ha CTpaHuly «/HTepdheickl» pasgena rnaBHoro
MeH0 «CeTb». Ha OTKpbIBLUEACS CTPaHULE HAXXMUTE KHOMKY «[06aBUTb HOBbI MHTepPheiic...» (CM. pUCyHOK I-3).

@ plc210 - Mrrepdeiics - LuCl - X ‘ + - [m] .
: = & @ © & 172.16.0.1/cgi-bin/lud/admin/network/network - & m o e =
™1 ~
0".-'. c ABTOOGHOBNEHUE EKMIOHEHD
||
Coctonqke b Vmn xocTa: ple2l0
Cuctema b
WrTepdeiicol | OCHOBHbIE HACTPOMKMW CETH
nnK »
Cryw6ol b WnuTepdeiicoi
Cetb ¥ MpoTokon: CTaTMYECKUI aapec

Bpems paboTbi: 24 51m 54¢

WHTepdelicol . ADBO-2T-OE-AT
pd 8 i) MAC: 40:BD:32:2E:47-B7 e — ——
= Mony4enne (RX): 0 B (0 naketos)

DHCP 1 DNS brlan Mepepaya (TX): 0 6 (0 naketos)

IPv4: 192.168.0.1/24
WMeHa xocToB

MpoTokon: CTaTudeckuit agpec

CTaTWUECKME MaPLIPYThbI e Bpema pa6oTeil: 2u 44m 56¢

) = MAC: 40.BD:32:2E:47:B8 fepesanycTuTs OcTaHoBuTE
MexceTegoit 3KpaH = Mony4yeune (RX): 0 6 (0 nakeToB)

ethd MNepepaya (TX): 0 b (0 nakeToB)
AwarxocTuka 1Pv4: 192.168.11.10/24
CTaTMcTuKa b MpoTokon: CTaTU4ECKMIt agpec
Bpems paborei: 0u 19m 46¢
USBO

BoiiTy . MAC: 40:BD:32:2E:47BC T —— P——
s Mony4enune (RX): 4.52 ME (39113 nakeTog)

usb0 Mepepaya (TX): 31.54 ME (44509 nakeToe)
IPv4: 172.16.0.1/16

MpoTokon: KnueHT DHCP

_ Bpems paboTbi: 24 44m 47C

= Mony4enue (RX): 7.16 MB (25405 nakeTog)
Mepepaya (TX): 888.77 KB (7642 naxkeTos)
IPv4: 192.168.10.157/24

[oGaenTb HOBbIA MHTEpPDEC...
-

COXpaHUTb M NPHUMEHUTD

Puc. '-3: Co3gaHue ceteBoro uHTepgeiica OpenVPN nogkioyeHms
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2.2 B OTKpbIBLUEMCS OKHE HACTPOEK HEOOXOAMMO YCTaHOBUTL Cneayolme 3HaueHus (CM. PUCYHOK [-4):

* «/ms» — nponsBonbHOE MM nHTepdpeiica (B 4aHHOM NPUIOXKEHWI, B Ka4eCcTBe Npumepa, ycTaHaB/IMBaeTcs
nmsa «OpenVPN»);

» «[1poTOKO/» — HEeynpaBAsiEMbIi;

* «O6beaNHUTb B MOCT» — BbIK/OYEHO (Ha koHTposnepax M/1IK200 n CMK1xx gaHHas HacTpolika OTCyTCTBY-
er);

* «UHTEepdelic» — nma BUpTyasibHOro uHtepdeiica OpenVPN nogxnitouermns. CnegyeT BblGpaTb NPon3Bosib-
HOe, He KOHD/IMKTYHoLLee C ApyrMMun nHTepdheiicamm, nmsa B chopmarte tunX, rae X — npoun3BO/ibHbIN HOMED.
B paHHOM npunioxeHun, B kKauecTse npumepa, 66110 BbIGpaHo uma tunl00. Tak kak Ha MOMEHT CO34aHus
nHTepdeiica ero ewé He CyLLECTBYET, TO UMA NHTepdieiica HEO6X0AMMO BBECTU BPYUHYHO B MOJE «— NO/Mb30-
BaTeNbCKNIA —», KOTOPOE MOSIBMISETCS NPU PACKPbITUM CNMCKA AOCTYMHbIX MHTEPMeicoB.

[o6aBUTb HOBbLIW MHTepdeENC...
HaseaHue OpenVEN
MpoTokon HeynpasnAemMbii A

O6beguHuTL B MOCT ]

WHTepdeiic 2 tun100 v

L YEREY | Coapath MHTepdeic

Puc. -4: Hactpolikn ceteBoro uHtepdgeiica OpenVPN nogknioueHus

I.2.3 lMocne BBOAa HACTPOEK HOBOTO MHTepdhelica HEOBX0AMMO HaxaTb KHOMKY «Co3aartb nHTepdeiic» (CM. pucy-
HOK [-4).

2.4 B OTKpbIBLUEMCS OKHE MepeinTn Bo BKNaaKy «HacTpoiikm MexceTeBoro akpaHa» 1 BblopaTb 30HY «wan»
B crnucke «Co3parb / Ha3HaunTb 30HY CETEBOrO 3KpaHa» (CM. PUCYHOK [-5). HaxaTb KHONKYy «COXpaHUTb».

WHTepdeicbl » OPENVPN

06LMe HAcTPOKK | [loNONHMTENEHLIE HACTPOMKKM | HacTpoiku kaHanalll HacTpoiiku MeMCeTEBOrO 3KpaHa

Co3aTh / HA3HAYWTL S0HY CETEBOMO 3KPaHa wan wan: B

Puc. I'-5: HacTpoliika 30Hbl MeXceTeBoro akpaHa uHtepdgeiica OpenVPN nogkitoueHns

2.5 Ha OCHOBHOII CTPaHULLE HACTPOIKN CETEBbIX MHTEP(IENCOB HaxkaTb KHOMKY «COXPaHWUTb U MPUMEHUTb».

.3 Hactpoiika akzemnnsapa OpenVPN knuneHTa

3.1 Mepeiigute B Web-uHTepdeiice ynpasneHns ycTpoicTBOM Ha cTpaHuLy «KoHdurypauns» pasgena rnasHo-
ro MeHto «Cnyx6bl -> OpenVPN kneHT». Ha oTKpbIBLUECS] CTPAHMLE OTMETLTE (O/TKOK «BK/THOUMTL aBTO3anyck
OpenVPN>» 1 HaXXMUTE KHOMKY «[,06aBUTb HOBbIi 3K3eMMNJISP...» (CM. PUCYHOK [-6).
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c @

e
\/ o
) H

@ plc210 - Kondurypauwa - LuCl X | +

O

© & 1721 6.0.1/cgi-bin/luci/admin/servicesfovpnclient/configuration

R

N @ &

CocTosHMe b
Cuctema b
nnK »
Cnywbbl ¥
DDNS
STP/RSTP
OpenVPN KNUeHT
FTP
HTTP/HTTPS
Ceto b
CTaTucTuka b

BoliTH

ple210

Cocrosnme | Kondwmrypauws

KoHdwurypauus OpenVPN KnueHToB

MmobanbHble HACTPOWKK

eCb Bbl MOMETE BbiNOMHUTE KOHPUIypaLWio 0AHOMD WK HECKONbKWX 3K3eMNNAPOB Open

I BKNIOUMTL aBTo3anyck OpenVPN [ I

JKsemMnnapbi

Wmsa BrnoyeHo

KondurypauuonHbii gaitn OVPN

3TOT pa3gen He COQepKHMT JaHHbIX

MmnA ycTpoiicTea

Jo6aBUTb HOBbIN 3K3EMMNAD...

Puc. -6: Hactpolika ak3emnnspa OpenVPN knneHTa

3.2 B OTKpbIBLUEMCS BCN/IbIBAIOLLEM OKHE HEOOXOAMMO BBECTM NPOMU3BOSIbHOE NMS HOBOTO 3K3eMM/ispa

OpenVPN knuneHTa (CM. pUCyHOK I-7). B 4aHHOM MpUiioXxeHnn, B Ka4ecTse NpumMmepa, Tak kak paHee 6bi1 BblopaH
VPN-cepsep B Hugepnangax (cMm. pasgen I.1), 6b110 BbiopaHo nmsa «netherlands».

Do6aeuTb HOBbLIN aKk3emnnap OpenVPN KnueHTa...

No6aBUTb HOBbLIW aK3emnnap OpenVPN KnueHTa...

HaseaHue

Hazeauue

Puc. I'-7: BBog MMeHun HoBoro ak3emnisipa OpenVPN knneHTa

A OMWA3ETCA: HE MYCTOE 3HaYeHHe

netherlands|

(0 "EUEN CosfaTh aKkaemnnap

" EREY | CospaTh ak3emnnAp

3.3 B OTKpbIBLUEMCS OKHE HAcTpoek 3k3emnsipa OpenVPN kiveHTa Heo6XoAMMO YCTaHOBUTL Cleaytolne 3Ha-
yeHus (CM. pUCYHOK I-8):

¢ «BK/1HOYEHO» — BKJTHOUYUTD;

» «KoHdpurypaumoHHble daitn OVPN» — Bbibparth (3arpy3nTtb) KOHGUIypaLmoHHblii thaiin B hopmate OVPN.

Mpoueaypa ckaunBaHus Nogo6HOrO haiina Ha Nnpumepe cepsuca freeopenvpn.org pacCMOTPeHa Bbllle B pas-
naene 1. O6bwas npoueaypa 3arpyskn KoHhmrypaumoHHbix dpaiinos OVPN nogpo6bHo paccmoTpeHa B pasge-

ne6.3.2.1.1;

ca OpenVPN nogkntoueHns (cm. pasgen I.2);

* «AyTEHTUVKALMS MO MMEHMN NOMb30BaTE/S U NMapPOsIH0» — BK/IOUNTD;

«msa nonb3osarens», «aposib» — yYéTHble faHHble, NoIyYeHne KOTOpPbIX pacCMOTPeHo B pasgene I.1.

«l/ms1 ycTpoiicTBa» — BBECTM UMS YCTPOICTBA, KOTOPOE OblN10 BbIGpaHO Npu NOArOTOBKE CETEBOrO MHTepAIeii-
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KoHdurypauus OpenVPN knueHToB » netherlands

BrnroueHo

KoHdurypaumoHHbiii daiin OVPN | [ Jete/openvpn/Netherlands_freeopenvpn_tep.ovpn (2.01 KEB)

Daiin KoHbMrypaLMm 6 dopmare OVPN. BolSpaHHbIH KOHQHIypaUMOHHbIA Mailn oMm«eH CoOQepaTh BCe Heo6GX0OMMBIE JaHHbIe
ana VPN coequHesna (onuuK, CepTHgMKaTDI, KNHYK U T.4.). McKntoyeHue COCTABNAT MMA NONb30BATENA M Napofb, KOTOpble
NpH HEOGXOOMMOCTH A0MKHDI GbiTh YKa3aHbl 6 OTAENbHBIX ONUMAX HAME.

[ KoHdurypalyma KoppekTHan (2 npegynpexieHnA)

MpeaynpexaeHna:
o Ctpoka 46: HewaBecTHanA oNuMA smax-routes»
o CTpoka 48: OnuyuA «comp-lzo» ycTapena W MOXEeT BbiTb yaaneHa B Gyayuwx eepcusax OpenVPN

WmA ycTpocTBa | tun100

Wma ycTpoicTsa (tunX win tapX). ECAM He yka3aHo, TO YCTPOWCTEO GYAeT CO34aH0 SETOMaTHUECKH B COOTBETCTBMM C hainomM
KOHDMIYDaLMK.

AyTeHTUHUKALWA MO UMEHW NONb30BATENA W NAPOND
HekoTopble OpenVPN NpoBaiaepsl TPEBYIOT LONONHUTENBHYID ayTEHTMHMKALMIO C NCTIONb30BAHWEM WMEHW MONb30BATENA U
Mapona.

WimA nonb3oBatena freeopenvpn

Maponb sssssssssse *

3aKpbITh

Puc. I'-8: BBog, HacTpoek HOBOro ak3emnsspa OpenVPN knneHTa

3.4 HaxaTtb KHOMKy «CoxpaHuTb». Ha OCHOBHOI CTpaHuue HacTpoek ak3emnnsapoB OpenVPN KANMEHTOB HaxaTb
KHOMKY «COXpaHUTb Y NPYMEHUTb» (CM. PUCYHOK [-9).

Coctosnme | KoHdurypaums

KoHdurypauma OpenVPN KnneHToOB

30eChb Bbl MOXETE BLINONHUTE KD-|¢-J1I"3"IJEILI,I'1I'O OAHOIe MKW HECKONBKKMX 3K3eMnnapoe OpenVPN KnuedTa.

MobanbHble HACTPOMKN

BKNIOYKTE aBTO3aNycK OpenyPN

ABTOMETUYECKMIA 3ANMYCK BKMOYEHHbIX 3k3emnnapos OpenVPN npu sanycke cuctemb:

SKseMmnnApbl
Umna BrmoueHo KondurypaumoHHsii daiin OVPN WmnA yeTpoiicTea
netherlands Netherlands_ freecpenvpn tcp.oven tun100 =

No6aBUTb HOBbIH 3K3EMIMAP...

CoXpaHWTb U NPUMEHUTD COXpaHuTb

Puc. I'-9: CoxpaHeHune v npMMeHeHre HacTpoek HoBOro ak3emnnsapa OpenVPN kiveHTa
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.4 Mposepka noakntovyeHus aksemnasipa OpenVPN knmeHTta

4.1 Mepeligute B Web-untepdeiice ynpasneHus ycTpoiicTBOM Ha cTpaHuLy «CoCTosIHUE» pasfena r1asHoro
MeHI0 «Cnyx6bl -> OpenVPN knneHT». Ha oTKpbIBLUECA CTpaHuLe A0/MKHO 0ToBpaxXaTbCsA COCTOAHME CO34aHHO-
ro (cm. pasgen I.3) aksemnnspa OpenVPN kneHTa (CcMm. pucyHok M-10).

Coctosnme | Kondurypauws

CocTosiHWe U ynpaeneHue OpenVPN KMeHTaMH

Ha aton CTpaHWLe Bbl MOXETE NPOCMOTPEeTE COCTOAHWE 3aNyLILeHHBIX 3K3eMNNApOL DpenVPN knueHTa

JK3eMnnapbl

Hma Paboyee cocToAHMe  CTaTWCTHKA

netherlands
PID 27735

DeicTenA

HWypnan
MpocmoTp (10.53 Knb) 3anycTUTb

Puc. I'-10: CocTtosHue ak3emnnsapa OpenVPN kineHTa

OGHoeneHo: Tue Sep 1 16:31:35 2020
YeTpoicTeo: tun100

MpunATo: 76 B

OtnpaeneHo: 380 b

4.2 MNMpu NnoMOLLY CETEBOI ANMarHOCTUKM «onpeaeneHne BHeWHero IP-agpeca» (cMm. pasgen 7.6.4) MOXHO no-
CMOTpPETb peasibHblii BHeLWHWiA |IP-agpec.

BHewHui IP-agpec

OnpependTb BHELWHWH IP-agpec

[ 185.80.53.16

Puc. M-11: BHewHwuiA IP-agpec npw BkIO4EHHOM OpenVPN nogkitoyeHnm

4.3 Ha ctpaHuue «O630p» (cM. pasgen 3.1) B pasgene «COoCTosiH/Me NOPTOB CETEBbIX UHTEPAencoB» (CM. pas-
nen 3.1.4) 6yaet otobpaxaTbCsi CETeBO MHTepdenc co3gaHHoro ak3emnaspa OpenVPN knneHTa (CM. pucy-
HOK [-12).

CocTosiHHe NOPTOB CeTeBbIX MHTepdeiicoB

WmA n MAC-agpec  CocToRAHMe WHTepdeiic B cocTaBe 30HbI MEXCETEBOT0 Mony4yenne (RX) Mepepauva (TX)
NOAKNIDYEHUA MocTa 2KpaHa
Ethernet 1 @ ethl br-lan (LAN), lan - -
40:BD:32:2E:47:B7 nopt 1
Ethernet 2 eth2 br-lan (LAN), lan - -
40:BD:32:2E:47:B9 nopt 2
Ethernet 3 m 100 MBuT/c, eth3 (WAN) - wan 6.91 Mub 896.86 Kub
40:BD:32:2E:47:BA H MOMHBIA gynnekc (26144 nakeTor) (7887 nakeToE)
Ethernet 4 @ eth4 (REDU) - B - -
40:BD:32:2E:47:B8
USB RNDIS MogxnoueHo usb0 (USBO) - - 4.44 Mub 30.59 Mub
40:BD:32:2E:47:BC (40035 nakeToB) (45462 nakeToB)
VPN n 10 MéwT/c, tun100 - e 2.85 Knb 3.22 Knb
: nonHbiA gynnekc  (OPENVPN) (35 nakeToB) (40 nakeToB)
Puc. M-12: OpenVPN nogkntoueHne B Tabnue COCTOSIHWSA NOPTOB CETEBLIX MHTEPMEeicoB
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Cnucok nuteparypbil

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

dopMUpoBaHMEe CUCTEMHOIO PELIEHNS MO MPUMEHEHUIO TEXHO/IOTMM yNpaBieHUsl TONOJOrMEN CBs3eli B CETK
Ethernet Ha 6a3e npoTtokonos STP/RSTP ans yctpoiictea N/1K210. CnpaBoyHOe pyKOBOACTBO.
TN-RG-KSZ8895-RSTP. OBEH (uuT. Ha c. 31, 126).

Vcnonb3oBaHue ycTpolictea M/1IK210 B ceTax Ethernet ¢ nogaepxkoii npotokonoB STP/RSTP. PykoBoAcTBO
nonb3osatens. TN-UG-KSzZ8895-RSTP. OBEH (uuT. Ha c. 31, 126).

Load Average. Wikipedia. CBo60aHas aHUMKNONEANS.
URL: https://ru.wikipedia.org/wiki/Load_Average (UuT. Ha c. 46, 54, 201).

Netfilter. Wikipedia. CBo6ogHasa sHUMKnoneaus.
URL: https://ru.wikipedia.org/wiki/Netfilter (unT. Ha c. 52).

Iptables. Buknyye6HMK. OTKpbITbIE KHATW 19 OTKPLITOTO Mypa.
URL: https://ru.wikibooks.org/wiki/lptables (uuT. Ha c. 52, 180, 194).

sched — overview of CPU scheduling. Linux man page.
URL: http://man7.org/linux/man-pages/man7/sched.7.html (unT. Ha c. 68, 69).

mount — mount a filesystem. Linux man page.
URL: http://man7.org/linux/man-pages/man8/mount.8.html (uuT. Ha c. 72, 74).

Bell character. Wikipedia, the free encyclopedia.
URL: https://en.wikipedia.org/wiki/Bell_character (4unT. Ha c. 85).

ping — send ICMP ECHO_REQUEST to network hosts. Linux man page.
URL: https://www.man7.org/linux/man-pages/man8/ping.8.html (uut. Ha c. 101).

CSV. Wikipedia. CBo6oagHas aHuuMKonegus.
URL: https://ru.wikipedia.org/wiki/CSV (uuT. Ha c. 111).

C++ Reference. Function strftime().
URL: http://www.cplusplus.com/reference/ctime/strftime/ (uuT. Ha c. 124).

Reference manual for OpenVPN 2.4,
URL: https://openvpn.net/community-resources/reference-manual-for-openvpn-2-4/ (u1T. Ha c. 140, 141,
144).

Y. Rekhter n gp. Address Allocation for Private Internets. RFC 1918 (Best Current Practice). Updated by
RFC 6761. Internet Engineering Task Force, dpeBp. 1996.
URL: http://www.ietf.org/rfc/rfc1918.txt (umT. Ha c. 146, 169).

CeteBoii MmocT. Wikipedia. CBo6oAHas sHUMKIONEAMS.
URL: https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D0%BE%D0%
B9 %D0%BC%D0%BE%D1%81%D1%82 (unT. Ha c. 157).

Spanning Tree Protocol. Wikipedia. CBob6ogHast aHUMKonegus.
URL: https://ru.wikipedia.org/wiki/STP (uuT. Ha c. 157).

IGMP snooping. Wikipedia. CBo6ogHas aHuuMkonegus.
URL: https://ru.wikipedia.org/wiki/IGMP_snooping (u1T. Ha c. 157).

BOOTP / DHCP options. RFC Sourcebook.
URL: http://www.networksorcery.com/enp/protocol/bootp/options.htm (UMT. Ha c. 161).

DNS rebinding. Wikipedia. CBo6ogHas aHumKnoneaus.
URL: https://ru.wikipedia.org/wiki/DNS_rebinding (uuT. Ha c. 169).

resolv.conf — resolver configuration file. Linux man page.
URL: http://man7.org/linux/man-pages/man5/resolv.conf.5.html (uuT. Ha c. 169).

hosts — static table lookup for hostnames. Linux man page.
URL: http://man7.org/linux/man-pages/man5/hosts.5.html (umT. Ha c. 169).

ethers — Ethernet address to IP number database. Linux man page.
URL: http://man7.org/linux/man-pages/man5/ethers.5.html (uuT. Ha c. 169).

SYN-flood. Wikipedia. CBo6ogHas aHumknoneaus.
URL: https://ru.wikipedia.org/wiki/SYN-%D1%84%D0%BB%D1%83%D0%B4 (4u1T. Ha C. 176).

NAT loopback. Wikipedia. CBo6oagHas aHumknoneauns.
URL: https://ru.wikipedia.org/wiki/NAT#NAT _loopback (uuT. Ha c. 183).
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24, collectd — The system statistics collection daemon. Official site.
URL: https://collectd.org/ (umT. Ha c. 198).

25. types.db - Data-set specifications for the system statistics collection daemon collectd. Official site.
URL: https://collectd.org/documentation/manpages/types.db.5.shtml (uuT. Ha c. 199).

26. KpaTtkoe onucaHue ocHOBHbIX doyHKUMA Web-uHTepdpeiica ynpaBneHus yctpoiictea MN/1K210. PykoBoacTBo
nonb3oBatens. TN-UG-OWRT-LUCI-R2. OBEH (uuT. Ha c. 228).
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Uctopusa pepakuuni

Pepakuns

Aata

N3meHeHns

3.1.0

Xx.yy.2020

TekcT AOKyMeHTa afanTupoBaH 415 NpUMeHeHns Ha ycTpoiicTteax MNJ/1K200, MK210
n CrK1xx.

B pa3gen 5 fo6asneHo onvcaHne KHONoK «3arpyaunTb...», «OUnCTuTb retain namsaTb...»,
«[Mepesanyctnte CODESYS» 1 «YaanuTtb NPOeKT». 3aMeHeHbl PUCYHKN 5-22, 5-3 n 5-4.

B pasgen 7.1.2 po6asneH nogpasaen 7.1.2.3 ¢ onucanvem npotokona «WireGuard VPN».
[Jo6asneHbl pUCyHKN 7-16 1 7-17. 3aMeHEH pUCYHOK 7-5.

BHeceHbl U3MeHeHVs B pasfen 2 B CBA3W C U3MEHEHMAMMW UHTepderica macTepa HaCTPOMKuU.
Jlob6aBneHo onucaHue Lwara HacTpokun yHKummn pesepsuposanus MK (pasgen 2.7).

Jlo6aBneHo onucaHue HOBOI CETEBOI AMarHoCTUKN «BHelwHuiA IP-aapecs (pasgen 7.6.4).
OTpaxeHbl N3SMeHeHnsA cTpaHnL, HacTpoek FTP-cepeepa (pasgen 6.5).

OTpaxeHbl U3AMEHEHUS HA CTPaHKLLaX COCTOSHUA U HAacTpoek cryxbbl STP/RSTP
(paspen 6.2).

Job6asneH pasfen c onMcaHnem CTpaHuLibl ynpasieHns 1 MOHUTOPUHIa yHKLUA
pesepsupoBanus MK (pasgen 5.5).

JlobaBneH pa3gen ¢ onncaHnem pexvmMoB paboTbl annapaTrHOro KOMMyTaTopa KOHTPO/IEPOB
MNK200 (pa3gen 3.1.4.1).

[o6asneH pasgen c onucaHneM Hactpoek OpenVPN knveHTa (pasgen 6.3).

OGHOB/IEHO OMMCaHUe NPOBEPKU AOCTYyNa K KOHCOM ycTpolicTea MJIK210 no npotokony SSH
(npunoxeHue A).

3amMeHeHbl pucyHkn 3-18, 3-19, 3-20 n 3-21.

3.0.2

28.04.2020

VicnpaBneHbl He6o/bLIMe HETOYHOCTM B TEKCTE pasaena 4.7.

3.0.1

04.03.2020

I3MeHEH TeKCT 1 pucyHKu pasaena 4.7.

3.0.0

21.02.2020

FnobanbHoe o6HoBeHne gokymeHTa «TN-UG-OWRT-LUCI-R2» [26] B cooTBETCTBUU
¢ 06HoBNeHMeM Bepcun Beb-nHTepdelica LUCI. ob6asneHo onncaHne AONOAHNTESbHbIX
HacTpoeK, 3aMeHeHO 60/bLUVHCTBO PUCYHKOB.
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